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and f<s!l<n<5t5 tools for the secufs cieifyery and rights ?viars«jgs?r>«>nt dsgissi sjssets. such as pfint fj^scSis. ni(r\$, gsmes. 
sncS music ovsr global comrriUnicsttons networks such as ihs tnterrssj. the Wcsid Wid® Wsb, srsd csbis or sa^slists 
djgisai broadcsist nehvorKs . 

J0 Bsckgrousvd of the Snvsntion 

[0002] I hj; Lr^o of uScbsi c;">tr:bu-.>Of- s-ystof^is such a& thft inUJrnst ict f3is.ir-!bi)t:c;n of !5:cji:S;S as sots; s.uch -^^f tT-[;s.!c:. 
c;5!T;pu;ef proc;- afis . picUjJiri-j gisfrsas md ^iAhm- cunHini sjofilinuss, So g(ow. At She !;;M-nei(f;ie C'W!->s>>s. i^nci i;!.it!!!'5f;-.?;s; 
v.5hj;i;::& ^i^qiiM cos- s-j:!; ojiv ^ t-i5<;n s.:0>»<' 5<> &!-iib:-acs Ihs ijss oS tits InSftrsKrf tos-dts-rtL-siiiisirt t)t <ii!))t«i i^s.s,i>!s. fo;- «:';vs>rsj 

ths:cas8 :e! ebcSrorsfe distfisuifofi, the lafisi&ie f?iedii.i>-n no iongo? nssded, Ths cosS f>f the Sangibte msdsism s^o! s 

coiipte o? kaysiirokfis. a pii'Ssie c&s) send fiuf-dreds or even of tfsoifS8«ds !Jf perfect copfea of digjta! coriSSHt ovaf tfia 
!n1<afnE;i Thsrsfcrs & swed sxssis to <ansurs Jhe protsdion ssKi ssetinsy at digital .sassss diauitjutsd eieciroj-sicasty. 
[aOD3] Proy|fSsr-& oJ digttsi contet^t de&ire sststeJIsh a securs, giobas dissntsijtion svas&ff! iof digftas cot?tam mat 
30 pfo-ftcrsa tJiii rights of mr\imt avsfn&rs. The ptx>W&.m w!8i «$tabiishis^g s digits! conS&nt distfibiifion systcrv! tncludss 
dt'votoixtjg systsfns for rfigiSaf cogens ofestfOfile dtsirfetitiort: rights masjagomsnt, and «ssfil protection Digitsii cofstont 
that is distrtbiited ©iectrorsfcaily sncludes ccfit«r?t suah as ptM i^edis, films, gatriss, progfams, tesevisior,. muisimsdia. 
and fTivisfc: 

iOO04J Ths dspfoymsrst of m elscftonb dlstsl&ijtfor^ systsrrt provides the digital oorttsnt ^rovidajs tns sDlllty to acnisvs 
ss fast sstttesfjt of payr?>e?it through iratriediste sates rspottin^ sisctrottie f econclliatton as wsS as pin sasssrsj^afy 
souress of revenue throt^gh r^distrjfcyfjor; of con:tei^t. Ssnos the slsctfonio digital cot^tsrst distributioff systeiT! Is not 
«iJfect«s5 by pttysic^i irfVPSfttoty outages o? r^tytns, the digital fioftteot prewidsrs and retsliars nsay tsail$& t&cfcctJd a>sis 
ffJipswsd ft^afglfts, DigU^I coolsol provkisJfS cedd tadfitato nsw, or augmefti existing, cJbtflfotitior- ct^asmeis ?!>f 
t)»ttef ;)jYiedrete8se of ifsvsftlofy, The transsettenaf date ffortt Ihe si«stfO<iic dtstrtbutiort system coui(i be yse<5 to oisiaifi 
itiiorjvistk:'!-: r«:;5;:r<;:?\-< CGristisvior isuyifsg isalterrss as weii 8S to provide irrimodtsSe feecsbsok m otosiyorsic fnasketing 
progr iM-as fsi!<i p^oj-r-oticfis,. kt ofdst to ms&t thssa goals, s s-sssd sxisSs fcsr digaal conterft provfd&fs to ijsft an fetectronic 
^ i. < > i\ ^* " •^t'i i oaftc«:>'a^QC'*i*ti%C'fsandbtj^n(ssi>swM^pfstJ!!n5i:)K cc to' 

|0(:05| CK?-o; c.-;;!T^:r>;.'.'..!t5iSv -v, ;i;;nio ciccf. Qn;c? •.;;^,ffic:Utfar> systems for digitsi cofjtent, such as rchsi fux-io. ASB f-o'T- 
y Umo Nesworkfrom Audio Soft and oth<5f3 offof Sr i^nsiTifisior; 
'iworks, Ths tis« 'Of sscar ed eisdtrdnte aeti^orks gr sgtiy s'sduces 

; iS de-$iion,:p;sc! oi-: tf-se end-user's mscl'siriS. tne digstss cositent 

; ! ^ ~> !.« lat t I ^ ' ' V di 

i vo so-^siiiTiars af;0 biissns-sssss: A nesd sfttis csxlsis for ttg{;ts 

CVt >c r^nrt Coit "■'t^W f ti^vi- V - "• ' ^ ^- 



^"^ r "tt- r :m a^'d Wt" ^ ai o>. 
4-f -cvypt HoA'ftver, ones; ■he sncfyptr ; ■:. 
so is fsadiiy svsitabis to the firi3--jsar for i;!:a;.:;t;c' r. 
etscttDnicdistritsutiorfsyste-vaha: psovido; p:;::!,.o! ■; ■: 

" ? v*gi» ^ r iS !(. :k a 'oi x ore c>;!fVt -v if- ^ < 
|,fjG061 Ai!OShc:r f>sa;>Of! owsxifs of digitai cos-s!-- ; ■ :V> 
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oar, remove fhsj sbijity of ihi: re-aii siofss tvoin (JHfersntistirfg ihems^iivss from gisch olher ESiffemsitlat?? thaiTNseK^sjs 
Uam tha oontsnl jswnjjrs, especiaiiy on the Wi*. Thsf efer« a neesS exists lo provide refcHllers of eteUonic co!i$&f!! sych 
as piciufijs. g^jrfjss, mijsfc. prograrf-s snd vsd-x>s5 « wiy So diSferentiaje ii-tenissSvss bvn\ ^aoh oihsf afxi the coHier^t 
ownsfs whets seiiing mysfe ISiE^ugh etecttssrne distfibwl!!).'!; 

[DOOTj Cotiieni owners prepare their (Stgitsi content ?ot eiectfonic csisirfeuslor: siifough rfistnSjutit-ri sisss sucfs as eiec- 
frors'c stotes Eiecttofiic stores ot? sf?e Interfset, oe l^ros^^n «iher onifne ss-.vioes, want So dit^erentsate itsen-seh/es from 
other by their prodyci offerings and prociiscl prorr^otions. A tracJitio-iai store, i.e. - }h« nors-etectfonic. ftest-ciniine 
af^sioQS to eisctfontc store? - t<ss prod;;Gt piw*'Ol!0'^& psociitct sases, product SAsTspss's ;ibe!<3! r&tavi pmc^t jsnd oths? 
pjo-^^rtl:;:\n!.-^";i'-:a^stodtt(5rsntv'5k--trisfnseivfis!torritheiU~^^^ How«vorjrtthoon!in&vvo!;d^^-K'\"--'!&rorit.^n'; 
provsders impose usags consitions or the dipas content, the of eiectronicstoj-ss to diftsnant :«t& thsfrsssslvss n-isy 

^ « I V > Hi V t*.^ tf«i., ^. Cv^'C iO! '-i >-l^^^ <0 !> V ^ ^- ^«J>S.tt"*^ n<! V 

task of processing the rri&tadatst associated win tiw dsgstsi! costerst ft»m the csfstsrst providers to promote and seii 
p-rocSi'Cts. Cieciisorstiaiiy i-i^-oSiOiiic 3tc.r«:« need tc; STSijrtsge sevesai feqsjifisrneiits. whs;-!-! process; -iie st-jtiidji-a. t":;^t, 
the :■!;:-!!;■ ^.tc-s- !■;. K-aij:foc; lo ■ c;ca:ve tn& tt^efrsdsts «Sx5&ciaTsS *ith She dig^tsi contenf '-on^ f^a contsiit providers. 

e!o^.tJO~i c stote 4- ^^ji ^ \ ^. s j< ^ ^ i s 

-•".^ V ^\ h*^ ,M e "-^v fe nf^t.," ^jo ^ o"- si; j d vrc it s. « ■scs." o tx< j €C 

uou\c ;:■o^:^ iviay r;e-.K; to crt;;',;e :-c--5:-iS*i to;- 1:•■■:^ j;i;;:r -tc-i .;so ot !:iO oo;;y:"9h!^>'d disjrtai cons&tu thst tnaich usjitjs 
ccl■n:iii;■:^:■;;; 0)t.;•■r^p!•-^, tno S!Oc;«:..:> !Oi-\y cnvi^r sno c>.>'n-.;;:.^:or- ■ .^i 'a-. n:ted f^ijaijx-r of e»pi&s oJttiS digstaS J>:>i1tett!. 

& )<,eJ"d v.; t,! (. to O! b. «! ^ ^ vj' > { ^ t,M 

imOB] In isjjht 0? ^tf tnesa reqiiiremersts, to pfocess tno rnota!.tit1a foialod 1o the digtSaJ csntent. many eiactronic stores 
writs custoreissd ststtwarspro^ratiiis to fjanssie ihess; rsjcjufren-iii-irts;. The ti-ne, cost arid testing t^seded to Cffisste these 
etiSlot^^'sed s-jftv^stre progmnts can »e i s'eo Acrosdingiy <t neoc extss to p»ovide s solisfeaf! to fv« > '>x> ' 5 o>'-* 

Silii, isnoSheE rssson owners «f digitsf c-ont«nl ?tav& b^m sim U> emisrace ^lectranisJ dtstrt^juiion is the ciiificuity 
in preparing content tor esectfonle dsstribistion. Tedsy, matiy providers of coritefst have thousar^ds or o^en toris of thou- 
sands ot t:ties in thesf portfoticj, in a tntisic sxsfnpie: ft is not unusijSl for a ct^teof &wt>sr to f^ave a asngie mftstor sound 
rooordsng avasisbla Oi^ sov^rat diffsrsrtt f otrrtats sitrioifaneousty |§,g, CD, tape and MiniDisc). i n addit iert, a S!n§te forn-iaf 
cm ham a master somd rscerdirsg re-mastered or rs-fniJted for a specific dstrifeuti&tt ci^at>nei. As ars exairspie, the 
t^-iixifsg for broadosst radio ts-say be difrsrsnt tf^ati Itie mMn^ for a dance dab mmd Uaak. which tnay be differetit than 
a ij«f!St^sily avsslstsfe consutrter CD. irtvsniotyirt^ sod keepissg trsek of these different ftfeiS cm b« t)y stesome, Silot®- 
ew se; (nmy ownete e? master recetxiisigs ofteft ttft>e§ fe^issue old tscerciings m vmom sybsesi uefit «o!!ecSI»r!S, 
as "'Hw Btjst Of. Of in Gi>rt^pttatiot>s for ftmic&f $t)«nd traciss; to rftevtes otftet collections or ooft~!pifafioos As ??x:re 
contEjf'i ts- o'tefed digsSafiv -he fettJ to re ntis and mcom the content for s>\eiy.ry'k) iin'(!>i..,v^ty\ cj>t-^'."5 M<tnv t!ff-oi' 
provioersi nesd t;; uso tJlo' ieooriSing fonfsats as gtiides to seied tt>e coErsoi fn.-!S-.;.- s.c.yijd ■^.■o■^■■:5 n-ij-?. t-nd isavs.- !t-:;ss: 
soj-iiid n:K:or£i:nas !ep!Oces;$eci 3n(5 oricodsd for r.;>ieas«; for ;:i--K;tiO!)ic d!S:rit;i.!t!0!-! T-;;;; fn.:ty t;e ^-s.p5:;:j,:;iSy tf!.:e ''or 

!> ^ V!.' :! - c-^ '^.-^ r- vvi r!!-> 'i'v at)-^$t ' nd i iv'^c.~.%v j->f„\^ «r r!M'->f., 

pj iateiy Anoil^sj:- shonoorning is the posssbiiity of opsraror irsf^soiiptten en'or in seieclihs <^afa from a database. Ao 
co^-dingiy. a nes.-d ovists :o proyrfs content providers a meti^ocJ to aytos-nstioatty rofiiovs sssociatsd data and master 

reoofdiogs tor contert! such ss audio. 

[G0101 Cooi«!>5 ovvni;>s p.'ODa-'i- -^neif dKSii;?; c ;;nis?f-i c■:sc^fo.^ic distr&iition through a process i«iov>«-! as ancoo'ing 



ni.isio. ths diigiiai cofiietii or song may tiavs very different eha»<;ctedsties depending ofi ti-se gs:nre sf the rrstii 
nprsssiosi algotithfr, ana ooEnpEession levei seieeSod fsr ons gerire may not be ttss optifna! ci^ioics fof afjottw 
v-;jS!C.. Contsni ^.i^vidoi^ may sindcertairt ;;otni:;i:vi[iofi;> of oorsipfession ssigoEiihfns .=ir:;i oci-pfessio.'- '■C:'J--. 
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heavy TOial MiirsJovsK au'iio ijrigtnoefs rtjusi ofSen eciiJciise She srsiiiac perfc;!!-!. ayr-hiiMi. •n-iqii wdjus /Viijniss and pef- 

The roquBemsnS io always 'mw. mafiysliy se! ihssss ^f-oodlnjj pafair-etsss such ssiUnjj Jh<5 ecjusllsaliofs tevsSs 
s atidthe dyn«rr!ic nu-^s setttngs for each rfigiJai ccsr.teni cj=sfi s;ss buf ds?r.son-i8 ReUi?'"if'C! io mn^t. ex^smpi^ « cotifant 
ofWider for music with g coiiscJiOf? covering a vausxy of frsusic;:)! gsni-s- woi.iid h<sve io fr!.->.;iya!iv S!:ior; h,t ;!0f 
Of set oi songs lo be swoded. Jhe dsstred con-ibinaJiosT ot e-rsooding p«5ran-istsrs. Accor^mg^'. h --it^e^, s^ist s fo ovcrconie 
Shs? r!(?ed for mantsaiiy setections} process pararj-istsrx ?of eneodirtg. 

(OOI'!] i^rp!Ot-&sstQC»ffipressconsenic^tiJsqu!feiitese?iwou>-iloi«3s^^^^^ jicoi c a^y 

J0 f-"- ,s -vc! ; Itsmssucdas Mi-ies-igth fcsaiiijo rswics, Pto^Stiere o'cctn!p«.s£:; ■! .« ■^oiitr -sss ofs! !!oi.;;:"\K-isoffs 
«ncl sdvanfaoc-s assoclstsd m\h their coirspfsssson U?chnic?L!*{;. ";'h«.<f>e Stssdc-otis inckj>-5«: IMe aivtoi-nt c-' f.:;T.& ai:d com- 
p;.:-;3?:on.:;i ! t;soi;!res. fiOfi-is-'ri tp cotrsprsss She.- corri&rst: She aPOU:-!! ai compiresslos-f acnlevsd koir; o.'ij^iifa! cc;n;£?!i;: 
ih.;- dos!f-;d ;■!•. m-.i- piaviiiick: fh*" p>ar;Of!riar>c^a cjusiiSy of -hs; cor(!pfes.!Jed caaSssTi; af-tS oJhof ■aciOi'a Usifig -v- 
enc ;;dsn>:s pic-^r^im wf-ioh -^Jko inp-jt a sf ••jStiPKttiifi {lift a!xi ijsnemts an sncoded ouipiiS tiis Witt's :;XPr;r;'! li'sdjcffiiop 
■fS pt progf&ss or siaSus is a ptotssijni, &i<3reovs!\ tn raany ciKrij-Ysfi-aficef;. c;-he!' prog'^rrss; are ssssd io Pfsii oc to iTtaitage 

!^ ! " 'I- 1 f ^ 5 5. .jar .{> < 5 .0 sc!KHjt(i«> vs^' ^ i«t^$ trn ^' f"^ v >i5 " k^. 

pjoDis::--! Fu'ihorvn^fc li^is cars oc Gspesssiiy burdsrssome In casss whsrs batches csf content hav® been setectsd for 
5f5 ^' - 3 r-fipio u<^ >.'Anist<}ds'8f»^ ^i?t^c^p(oq^sss of hs^f'codfrg process Accsfdngty £■ esH^x^te 

[OO iS] S;:;: MnoShpi' r^iBon dig^Sai ccrfenl p!Ov:c;->.s -^rvX- c-i-o^- slow to sdopf sisctrosiic dtstfibiiiion for ihsir conSeni 
is sack 0;' S!a!^da!-ds f--;r cf'-sats^vg dipit«i psayt'ts o: c- ciovicss for sfsetrenicaily cteiivered content. Content pre- 
v;d>srs, eteotronsc stores, or others in ttie eteotronic dis-,!UXi!fGr! chiiim-nsy wsfitto.oJfsrsystpmissd pSayors on st vanety 

conterit d'j;i!!9 piayirivj Py « ';i-;!;;i p^irr,- ;ii 'x-ooed. Morsjo^fer. a uit ai tijois- Is rsoetted to iiriaPis £.-!^a us-sjr !!J rnanago 
of a icic&i iiPrary of dipai consersi vvimoii! asijjvsinsg tiis end user so n&Me access to the content for uses osher sh&n what 
was jstjrd'siased, 

3CJ StsS another reason dijjitas contests provSdors have been sSev* to sdopt osiifss dssJributfon of digSai content Ss 

fhs time Is tskes to iS«iivfisf content, ?ven cortspfssssd over ssandard phon® lim%. Other s;ys;e!?!s exist so provide intof- 
nf^ation over tsrosjcctsst infrssstuoiijrs, such as fnte! InSsiBcast system and "Htighss DirscPC- 'htst =5 iow she downspsd 
of digits! content over sxlsting broadcast infraslnjctufs. These broadcssS sysf^?^ aSfhough ijsefui. srs not wishoul their 
shortcoi-riings. To begin, these systenis do not provids. a secure snvironmans for the distriby tion ot digltai contsnt, !i.isny 

ss of tho systanfis availsbio today, rsquirs thatthe backchannaS, usually a phom line. b$ usad so seises ths csigitsi comsnt 
desis-ed, if fhs back channel or telephone line is unavatiaisfa, She content can nof be seieisled, D»sef systems do net 
provide prcmptiQn ^m. content (j^ita. x^nfS mstadats if! a single digltat cf^arinei, bsjt r^sther retjuitfe an addltipnas tjids- 
feistionai chssinst tor ot^e ormore of these fi^scsions. T)i8 prosent ss^venslsfi msiy uss a isjdiree-ionas eh^rsnes, If it is 
«5w«ii8bieJordow!-fload-o!vde?n8!xlasweli8sforefl!3;ientr8tfanSfrif§slof!ofcorfij^ Accoidlsigly, 

[OD 4| ! tT 5 t f c is t i % V >f 

idsntscai tools to atsirsbijte contont OiJCiirsfy over ■&!ocot?'!roijr!ica;K>r!i: lines, broadcsss :i!tfassri.«;tLi5« and tfi^iigfi cofT)- 

C^omi-nofcs.'" by Oiirs SibS!! C-avi'i BetrsSiasn a:'sd O^i-i Van WiP.. if-'erTrissS "{"ocihnoiogses Coip Si^ns-iyviiie, GA avaiiisSis: 
so oniis-se LiRL htspJAvwintestfEi&s.eof'vairhitsctiffe/sifi.htn^!. Am "Csyptelope Comaimr Technology"., as-s iSM Wnlte Ps- 
oer: available oniin>» URL. http:///oyptoiPps.ibfn.cpm<'Whtte htm. 



DiSCLOSURE OF THE INVEHTIOf^ 



iPio a p:'on-;0\iO?v:: ofiesfi^g for rervsevv Siy a u.'jer. seiecEing by a ussk, (iijt« Sjs rsJCi-ived rijijiss-p to int- piosnc-iiot:.?; 
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iSfid vtffwfeif- ftiiJ diJts h«i> beef; pf-.jvitt).!;:iy s^riCiypU;!^ a wnC'VP^irtg k«y: <!nd .ts.-oeJVinG ihs; U'V\ d5;;;!y;5tif;-5 ki;v 
via a conpule;- riMuSabte >T:«d(tJ>T;. lix; fst;;? <5<s3-ypt!f:9 hey for d5?0!-yptff!g ss'isst iomt; »^ im djaUs r«Ci>;v<,>d 5{..;> 

s [OOlTj Ij-s another s-f-jbodifnetii , a sssjci sysJsjjf i io iraASfnij sSsua ssscysiy from a web bromfc-isi C8njf« is dis- 

BmBP mBcmpTiOH of the dhawin^ss 

< <. )f" -^^ vv.' <.tt 

(001S] i- iC-i ? ip hiork disgrsiii^ tit^strsl;!^^ cs&r-^pfe Seciise Gontsirssr (SC) ans \h& s&sociassd igfsphica! rspfs- 
s=i,>rii,it;ttns :^.co;:i-::Ki the present iEJvemton. 

[OD^O] tOi . a . - i^rsta>'^ ''v-r^f-^"^ owvfvv i*t*^:> i>'"0!Vptfip O'oc-os& 'O! k Ss*c>.''>^ Coots x« 

fOS2.2] i-iCi S is: a Ly;x,k 0:fig)af^i :.-.js.E;fi-;-X; ,irt oviim&sn oi th« i«ye(Sfcirihe Bigiifs MaftSigg^^eftt A^-Chitecttire of Ihs 
Stt;;:.ifc D:g:i:;ji Content Di-sSrifouJion Svsieni of FIG. 1 according to ths present Invgntisjt^. 

to the: Licenss! Gonlroi lavsr o? FiG. S- 

(082*1^1 FSG. ? is an ttius-raison of ai'i sxan'^pie liser intsr?5?cs for ine WofK Flow Ma;^sg6r Toos of Ffc. ; aocos'ding to 
tfi>s prssent invention. 

FSG< B Is « biocK 0:aqfair of Lf^s- ■r;?;*'' loois-. coi-sipononts and processe-s of tns '.Von>: Fiosv Managsr corfs- 
Coi-tsinE SiOf-j of K-iG >:icx-:c;f'i:ng the p:i5s.an! jnvsjnEiOrs. 

[DOa?] FfG 1 0 ;s 8 btodiagram 8iust?aiif!g ths msjof compeftents and procsssjs of aa End-User Oevieeia) of FiG 
1 accofding to tha presefii invsfftson. 
so imtB] RG 1 1 is 8 fic-w diagrsrt'! of a rtiefhod to caicsifata m oncodiog nm factor f &r m& Ccfitojit Psxjprocessing snd 
G<;!Tprc'S[5!or! too! of FsG 8 accofdsng io Ww pw^mi fnvenfert. 

PiQ, 1 2 is a fiow eiagfani of a meihod to aufomatioaiiy rsfmve a<kJitio}>&! inferrnaiion forth© Automatic Msta- 
da;s Acqoisiiion Tool of F-iQ. S acoording lo ihs jSfsssnt irsvsntiors. 

f 13 is a flow diagf «f a tristhod fo gsifsmatlcsiiy set fhs Pr sprsissssing and 0»mpri^siQri jsaiamefsis 
ss Qi the F!:®prs3Cigssfr!§ and Goniisi^ssbn Tost of RfS . 8 asoefdi?i§ so tt^e present Invorvfiofi, 

RiS; 1 4 is an oxanpfe of aser toferf acescr&enis «f th& Playor Appiiestion dewmoadirsg eantsnt to s iocs! iibrary 
di-tscrifeed ir* Fia i5 -sm^^ »>« ^e«««:;i«««8wj,. 
f(Ki$;&3 FiG. 1 6 fs a block dfagfa«^ tetfatiftg fhe major corrspooenls arsd pr«ces$&s of a Pisyet Appiicsiiofi ranftirvji 
or. Sf)d-Ussr Dsvfaj o? f=iG. 8 accsrdtng to tf!& preseot inventfcs?? 
« FJG. 16 is sxstn-ifiis user it5!«:!fi:-:;e scr?N:;^s of fhe Pfsysf ii\cpi:cation of FfG, 15 acOTcSIng lo Sh« pfesorst 

itJVSiltifi!-!, 

[GS34] r-iQ, 1 7 i5. ;i flow fJiacira-Vi of an aiUnf^ASe 5;!r!f!od«ns}f>S to aulsmiyioaSfy roSriovs SidcSftiona! infarfrisiion for fhs 

Autofnaik; ysisdsta AcqulsSion Tboi of FiG S sccoro-ng io if'se pressfii Invsnfief): 

i <.< c ! \ I <'^l i ■>( ut. /-■>* V ■'ti ^ ! Pin' Jit "'^t f<($ u Ul'^i' J t 

100361 i^!G li'^ "J d dsi«!is?d biocK diagt«n-i of Fi(5. 'sS. iiiuisUwiing af) si-sfrsafe srribodimefif of slsctfofiio di^'^iS^rjon 
of digital content ys-ng S'o^dcasf infrastructufs , according to ths pm$mt invention. 

[0O3?1 f"lG 20 is a biock diagram of the packet being is^-oadcasf if? the siternste embodimesit of PIG. 1 S. according 

St? I^vSkI f ! i< Jt*>.<^c»( ! ot p^tcs^as*"^ cot V < > ^ 

affsimiij enibodirneni of FIG, IS., aocc-c^^^^g 'i-.t? p:Oi:cr.; :r,vo,-r,.j- 

U^i^ > < V ! ; ^ )o f^d f J t > ^ 

[0042] FiGS are a ;;efi^j. of sc.t^t-n t.noi.s siiiistfistioq iho liSi^rs purchase of; a !e;4;v;S!on u?:?;^ •■i-i;?;: 
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DETAILED OESCBfPTiON OF AN mBODMEm 

A Tiibis; ss! Gof5!«i!-)Js is pfovitScs^i lof Shis pfgsenj !fsvstUi<jq is assist the rsisds'" in quickSy iocsiir>9 ciisfer^fit 

sscuons m This emiiotlmml. 

lOij-UJ V:-;s^ invi-'iiio'' .-iS cii5i!V:ca is assscrlbscs in pastjcufer In iX.C and X.£ and wim rsf&rsnce 1o figurss 18 to 38. 
L S£CUR£ Umi'kL CONTENT ELECTf^ONiC DJSTHiSifflON SYSTEM 

imm] 

3. Opi^n Arc^h!f6^:^l!re 

5, End-User D8VjC6(s) 
G, System Uses 

Ji. CRYPTOGRAPHY CONCEPTS ANDTHglR APPLICATEOf^TO THE SECURB DIGITAL COHTSfjfT ELECTRONIC 
PiSTm8UTiOJ«SVSTim 

A. Symmatrsc Aigofithmg: 
OiglM Gsjt^icatgs 

E; QU!S!€! To The SC{S) Sm|5hfei5lBSpf$$0:i*tatfi5,ri 

F, ExatTip)^ oi » Secam Csrjlaitief Smwt^o^ 
l!L SECURg DIGITAL CONTENT ELgCTRONfC DiSTSilSUTICfi^ SYSTBM FLOW 
IV- RidHTS SSA^AaSgSENT ARCHITgCTUBg«)SgL: 

1 Coniiy- ! or-!;on!r;> i.,-iyo. 
4 Lii5af>s«: CoE«fOi {.h'^ar 
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¥. SECURE comMmn structure 

mm 

3 Righis ManasiSfncitJ! Lan^usciej SynUtx and Semafsilcs 
C. Ovsr/isw of Sscufs CDRsainer Fiow is-i« Pfccsssing 
D Msladata Secure Coriiaisw SSO fm'nsti 

R Tmnsacaofs Secure Contalrter 540 Fofirsst 
G, Os-derSacuirs Container 6S0 FoiWiSt 



VI. SECURE CONTAmER PACK^HS AND UNPACKiNQ 

A. Overvisjw 

C. Key D&scfiption Part 

A, Q¥efV)8w 

D. Ai^dlS Lags Tracking 

F, BiiBrsg: and Paymsm Vsr if ieaUBn 



■m WLmmBmpmmBn 



A. Ovsfvmv 



2; Um Content Rsauesi Process 
S Sup&tvised fieisttu'e Process 

V Mei-;d--;lS SC!S; Crssi'dCirs pSXJCeSS 

8 yV«t5.-;r!i:^rh!!-i;j Process 

10 ;^.ontc^:":L OuaiiSv ;;..>?•; ro! protssss 

1:3. F:ifi:S({ Oualftv .Assurssnag Ps'Ciiisjss 
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1. Atjiofnslii; fi/tetadiJ&i AcqsJtssSior! 7boi 

2. UfimS MeSssdsjki Er-lty Tssof 

3. Usage CorKitticii^s Tbol 

4. P«m! of }.5i3 f'jfeUJciirta SC(s} 
6, St!p«!V(ss5C! Retease Tool 

^ W»Js;fr:rf: kipg Too! 

2, Pit;sroc<:s.j.:no and Coniprsssiori Tool 

3 Conl;;ni; Guaiity Gontfo! Tooi 

£. ContsnS SGfS) Creation Too! 
F, Final Qu«sity Asisyfsrtoa Too! 

^ - ^ - ^ - ^ - W'>b Site 



2, Convenr i-sosisng Sii<s<s) 1 ^ 1 provided by tr^e Secum Digital 
IX. gLSCTRONiC Ommi. CONTENT STOREYS) 

mm 

A. Overview ^SuppDittorMiJlUpteElectmnic DigS^I Contest Sfei-afs): 

1, intsgrafe BiSiquiysSTJgrils 

2, Cant«?!i MiS?uisft!Qf} Too! 

3, TranssjetSsrs Preesssmg ^odiJ Is 

5, Acc»sir>t Rsconcsjiation Tosi 

g: Wsb bteaciciisiffjg Over Sepsmfe ChJ^fmis Sfrsfoedifragst; 
END-USSR OES/i!Jg|S) 
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Mills' r \,f 0" r(''c<J<3 ^st *<!fv vV 

I SECURE mmi CONTgNT gtSCTRONIC SISTRigJ-^'OK SYS^£^« 
A, System Overvlsisf 

i t> ! hi c ! c 3 I >,s ty o '\ ^ < ' It o >t ! J < "tot ci< ^^uc<• 



'"'^fei * N-^iv > WC V(.i ) M t» '^A' •> DilVb-J'^kOf <51V Ci'v'^CC"'^ 

tiefn^ f t-S u '"'^ t.'"Vi«* nii'^bsi of iS ws t rjf* mt 'v t^rri} er ^ f-Sv ds vai?d Asecenaa-^ 

^of ^ <SC^ f«>.ki<3V T'^e. CL-i*- i^Ho <se(s^ |.»<!Vid!iS Kent, au w s^xtion by er-^bi f^q ed ^te y« d 

?fotJ^5 ¥f f fj tit 1 0' c «^ o-^t J uti^i vpK ) ■! ^ >t!5f ^Ui^tifsCtJ*c«> i' o}'V!o'f>'>K to 

« "Sit tt s ^^ cMoof •'ifiti>nf> chr-^'i '^t <n < ut* <>« > i> 

■i Too. <.t5i.i! It itk<)f M hfl (til \ t <^ 'K ! !^ t ^ 



t*v>Jvv Nt-v. si ^ 

i tOr» iaS »o s» 
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specify Kopyrijji-ii irJom-s^'iof!, define gijc-sji-sp}!!;; disiHbytiixi sm&n. and adii oUx:-r piKsitXJjn ii^i'ci'njisjitss-i. A necofKi wa- 
!«rnBfk is ef)>j::-ffa>:3e(i in Iha Cof't&ni «5 Jhe End Ussk Dwice(J5} Uj tdsnSiiy Jhsj conteni puschastJ!- (of iiosfmse) snd End- 
s Us(?r D8V!C8{s5 specify ihs pu!x:hs(s& or iicefsse cofidiJions and ^tefe, and add sny oiher peftifisnS inforntsulon, 

IWt] Sifws wsSerfT^aste bsjcorrte a^i intcgfiJ! par; of i^s CotJient {h<sy ifo asirisd m -he copies iriCfepsndent of wheth- 
&r the coptss auShotlsss or ?sot. Thus ths Digitai Gcnt&rst alwsys eontssins informailof! rngspdirsg its soufce and 
its pgrmi$jsc} use rsgafdisss of whsrs the contenf rsslciss or ¥*ers it cofrsss tei. This infci-m&iief^ msy bs used to 
combat i iisi^ai use of ihs Cofttsnt, 

2, ycflsrlnfi 



ki?v ij);;: h:sf;-,;f.- ;s. c:-5f!;s;<5 ihroi^cp th« (3e8nni?H{)ase(s), This r&cord nWom for the rnsteting of iicsnsfns auihon-j-iuof; 
and Jns; oiigtfjAl c<.n<i!:>on<5 of vj&s. Ti)s> UimsAciim recof« can be irspcnso to rasp£)!'!St&i& psftiss. such ;is i.i>i;tO i; 
propfistori; i>f C^ontant F?>avidsr(s}, rstsiiers. aftd etnsirs, on an ift-imsdiste or p&rsodic bssis to facitttats stectronk; rec- 
onciilisfKsn Qi tf5aE«8<)fcof> pavftsents arirt avhor {js«Si 



3. Ooen A(cniliJCi;;:i> 

(£)6SS:| Tne Sscure Oigm Content Eisaromc DiStrlburfon Systsrn ;Svs'5;ti! is m e»m sfchitectur-e puDissfted. 

SLiC-h as iin&ar ?Ck\ for digitsi mmis, of a totn-at ac.f!i3ved by additionst pmpro(5&ssiftg or sncotSing, such as fiittsnns. 
coRipressicsn. or pfe/ds-emphasis, sod jrisse. Ti-se aichitacfi:ir& is «pen to v«rfcu& ftncj-yption snd Watem'iarking tsch- 
30 niq!j3 i! siiows for fiiss seiseticn ot specific tschniqtiss to accort^modafe dSff&f&nt Co«tftm typss md totmts and to 
sikrvv Vis inifoducf ion or ?!(5opf ios) of r\m f«chfioio§l«s as lh«y stvoiv^. This ffexibiilSy aiisws Ceniefis Providerfs) w pick 
anc ev? vs ;i"s tecrti^oiogses tfsey t.pe for cJata compression, ©iicryplson an<3fetm%jf sng vuitiiin fhs Secure Dig^ai Centsftl 
ElscUon>c DiStfiDuiiOf! System, 

iO&^S] Ths ateniisciiire is aiso open to different distribtition rsstwoiUs and ciistributsori modeis, Tj^e areftifscfure sup- 
ss ports sonfsnt tiistrifcutioo over low-speed iotemet oonnscfions or higti-spse<s sateiiits and cabie netweriss and can be 
ijsed wEth point^o-point orbtoadcast r?-iocsefs. in addition, the architscttjfe is designed so ih&i thefuntsiens in the End- 
tJSfjf i:-<5y Ice* s) can be irtpiemcRted on & wids variety of devic&s, sncUjding few cost consunisr devteas This teibiiSly 
{•iiowi- Content Provider's) «!)« refaiiers to otiet Cofttsftt to inf-gEinediate or Er-!d'User(3) thTOUgh a vsri^iy of service 
o!^or:ri;5s iUMi efiatsies ih« iasers to pisrchass or iisefts<g Cootetjt. piay it back, anS tscpfid it on various cotnpliant piayef 



B. System Fjisetsosait EtetMRis; 



tic^' Sy5tiT.i ^00 encon-soi^sses ssvt»rv^{ Pusifies;- . - ^ i-";; sok^i i.-^ in<.i;;c::;-5. Confem 

Providef(s5 10' oriha ptopdetors otxhs Digital C H j Qici''!'; CcTsnt S:ors-!s) ■!03. in>sr:Ti§d!3te Mafissl 
Patt,ners If^ot sho>f>'n), CisaiirsgHcussts) 105, Cc^^-ir:--., S ■ ■ ■ "--.n'Sfr.^S'on i'^fr';st";jcturss W7 a^d Sr;d- 

t. Jfvtci ^ ir «c c ^f(es«- bi. ? 'wss & tic .t- -i >. & >>ot r>) o' t \ bi*... <, Ji ^ti^■< ■.' vt ^ 
Distf^biition Systeii^ 1 00. ,A iftgh iev^ d&sc!lptK>« of tiiess ^JiJS!r^ss.s* eten-ssnts an«s system cornponsnts, ss they peitain 
specsfttsjiiy to etedronis Content lia^i^stribntion. foiSo^^^ 



ident Corsterfi "i 13 for further dsstrfeatisn. Csmen!; Pfovidsf(£! 1 G1 nsay exssiort i!>e;r nqhta 
!? i;.- 1;^(- i-;i<;^!.'.r;!n!<: Osgsat CorjUrnt S!a;e{S) 103 ifu-i- n ;?.;; ;^'s- Maft^-i.-; P':■;!■!<^f.^ h-." 
Con'-ont ti-sago payfnj-nts; r«:li5t5!d to O!i^cttonic conf;fr>tK.e ieve-^uij? EKJstiipiS;;; of ^~;cf;!0;ii 
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pj^J C&f-ieni Ftovtcfer!;?) ' 0"! use JiJoSs; pttjvid«d sss patJ o? She S«sx!fijG;$iii;?J OonUJfit ESssitfOf-is; Dsstfibution Sysskssn 
10Ginord«r io pfi^sara theif CwntenE 113 ;af?d sefet^iS daS« fordteSnistJiiof) A WotK F!qw Manager Tool 154 schsiSuijJS 
Gom«r« 11 3 So be proces^eci smi ■ racks she 0<Jr>S8«^S 11 3 as it f iows i hreugh ■ hs> vanous steps o- Confefif 1 1 3 »f essaf atki!-! 

s atid pack:5<«og so frwiinUs-n hijjh quaiity asJS.uri!!K.«. Th« jetn frssjiatJsla !S useci throughout ihis cJoctm-sijris jo sneisrs >;ja£a 
reialed ;o C;;ns<>:!i 113 «inci In ihs smbodimem c^&ss mt mcK^de tie Content 113 iiseS. As an ;^x^•n■^p!<^ ■■:-;e*>i;i5;U? 
Joraeorspr-v^'o^ ^ sr-:, Uss or song cr&di^s but not Ifts sou«d recording cjf thssong. The CQi^tJjni ^n-- wc. i.cicc'-o-.in 
Shs scL,"^d r^:co:Ci!:iq A Metasiste; AssiJ-niistlon cin<3 Sojry T00M6I (jssd to S)4}rsGt mstacistsfron tn^-j Cc/^ip:-;- Pro^'idsr 
i t i ! i-j t oU } t t 1 s t ot*- { X t IN f 

it) 113 [nfori-j^ation such as CO titia, a;tisi name, song tiife, CO snwofk, arsfJ mom) and to paekags S far siectsnsc distri- 

3*. ! > ..^ VI^^OCUPV <C-i:t C;Ot viS.ilt. i'Snvn.^to!:. £ !Jf>X> ^.'"VJ\iS ^' 

f;-K.t?,ss<:- y A W5;;e;;v)a!!<:;x< Too! is iJ:>ed lo hids; in She ConSens 1 1 3 thji- i--Ss;-nSf!"!;;s tfje conSisni cwr!-:>!-, sii<;. p>;;oes;:;i>X; 

i. Jsf-! t i ro' it( > i fi^ = M } - > 10 5' . „^ ^ i. ^ V 

iS' " ' ^ <j J ^< ■■ * M.. 1 Jc . \ < ;*<i <i;>i n(j'^.^i>p)>t®*<i- : 5^a! tv v ;r s 

C-iii.M- -: 113 k. ■i-.iN:!s;.5;:iKi.:o;r.p>-s.i.:o;i!i?vt!;i.. ;:-\.'V|. ; " -:3 Thss&can && scSapted to follow tschnws! 

trof^fc DigtSai Osnsens Slors{s) 1 03 sncs mfem^ediate iVisrKet i^a-'insrs inot sh5>i¥fj) faciiiSs^ss. Since boSfs ihs Content 11 3i 
fcs< Ts, -Jr J- <^ 0 X x^.'^sss. coc VDtod ^o-Vfil " "3 * .'vtt c vau.nc^ t t'"^ Otei,' '^^^^ oi,so - s^o. 

2, Sl^^ticviic Ds§.;at C!j;-Ssjf;! S;o-s>!s) 103 

[8070] Siftcsronic Digital Comeftt St(ire(s) 1Q3 are the> cnSili&s who martet 5h« Content 1 1 0 5hf3ugh a wids varietj? of 
30 ssivices or appiicallons, such as Content 113 mer«a prografi^mmg ot emrofsic wafchanciisinjj of Content 11 3. f}!eo- 
Srsnic DIgitai Content St^t^s^s) 1 03 m^inag-? ibe cl&sign, dsvoiopmont, bys!S>sssopsf8tsons, selstefTjefjis, rtiorshantSisirig. 
niarkstiog, ancS ssissof theirssrvices, Eicampfe on\m eisdronic Digits! Consent Storeys) 103 ar® Web siSss shas provide 
siscs-Qpiic sownssads of solars, 

[OOTI] xVishio SMirsssvices, Efectronic Qfgitai ConteriS SSofe(s) 183 isrsp^emsnt oortsln fiinctlons o? sho Secu!« Digital 
ss Conlsnt E!etctr<inic Oistfibufion System 1OO. Eisctronic DigRal Consent StOire(s) 103 aggrsgsto inSonnstion from the 
Content Pfs3vidsr(s) 101 , paoK content antJ nstadsts in sddltjonsi SCs< an^ deiiver thos& SCs so consumsrs or busi- 
fi&ssss as part of 8 sesvica or appSfcstion gigcsmoic Olgas! Oont&m StPr8(sj 103 tise t<so\& providsd by tfje Ssjctire 
Digital Cont«3r(l giscfrOfifC Distftbutfon Systssn 100 !o assist ssfiiSi: metadata exttsictlors, stJcond^ry «s»ga conffitions, 
SO packaging, and tracMsis of ftsedronfc; content tfst^sac^lotjs Thesecofidafv usage corsdmons data can ii-sdijds rstaii 
« Pusiness offofs snch ;5s C->f:;eni 113 pisfchass price,, pay per isst-^^s p^oe :X-spv a>.!l^^of!■5^^■!<^f; .vvi l r;;o; davc;.- 'vpo? 
or limfld-av^allabiiitv rsistrtotions 

[Ga?.2| Oiwe an Ei-K.iJonic [)icilif;i Ccnfent Storsf&l 1 s'ir; coiv;p;«rt'Js, ;5 vf-::;; for irl.x.i-Oi^ic ConSiJ;!; 1 1 3 Uom a^- 

fsioaso fhs docrypi:;;n key ino Cor-Soni '3 u; c.us o-iei Tiic x-jcf.'onsc Digital CwnienS Stofoii} also autnoftscs 

t;:nd-S;s;:?;--4} !-r;:i>' iiavi ■jf.isKi •)■!;? S5.-ci.:ra i)?;):Sa! CinnSeot Sieclronic Dissribiition Sysiem :03. or \h& ivificlmnic; C-igiiisi 
St! Co-^<$"^' ->;-5J ; >! ^03 inay cont..*cs iihifr cosaornet sssvtoe ssippott so she Cla8)-i'njjHPtJse{s) 1OS. 

55 pfovide Content 113 seoureiy ta other ixi 
!Tiaj,eri?:l as. p*:rs friiiliii-sg o:' fnatkeiincj s 
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isiii-esiies c«ii;!C: ifusfrviedij-se Market Padnors. These paitnsfs may inclKde 
(.y.imi t.iscorcisr.q:;., &;jcf: a£ record sUi'SiOS, f:?p!ica£o:'s;, i^r^s p:cc:;jc«-!S-. Ti'i^.s.;? 
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ii-s'efnwdR-ie Miirkat Psnr-ins. tesnisfss dwjrsncrs? fforn Jhe Gie^i-irKjf icsiJsets) 105 in ;5rd«! tss mifnypl ihn OoniijisJ 113. 

s [D0?5] Th'j C!et5j!fi9i-ki!jse(s} 105 provides fi?<5 Jfcsnsing aaih^r^setioo ar.ci r»coKJ keeping foi sii usinssctionis ihat 

a r5;Kie?tior a ds;;-?; ypiron k$y for fhe ConJeni nsfroir! m ifiloffDsdiaSs or £n<3-Ussr(s}: me CisaringHoyssIs) 10^ 
vaiidaifis u^s :n!s;q;tSy and atiJhenticiiy ot me info!>Y5fit!c;;i the retjsjsst vMies that ihs rsqusfst was sfJthorisstS by sn 
SJs^iUoriic Digiisjsi Gonteni StorsJs) or Coni&nt Prnvstietts.} 1 0 ? and v&tifses ^hsl wm>&%iss • is-.gs oorrpii&s wim 
»s coni&nt Ussg& GondiJioris as dsftn«f(5 by 'hs Cot^^siii Provid&tfS! 10^ . Ones ihese v«?rific;H-!or>a !^:g ssnsfied. Cte-ar- 

" ^ 0/ - ^' V .-^U i! S f ' " f / ! <^ \1 Wftii!; «' S^W > i iV ^ > 

verifsabss^ coff^pfete. or aijtf'Of issd, ihe Giearifigiiouseis; 'sOS repudiaics the raqacsS fssr fhe decfypSlors key, 

(ODTS] ri-:t- :;:ioa};r ::'-;o;.j 10b k-moi. ; f.c-y.^ o- i": if -ifsc- softs siftdas^ m-port tf-ss'rt ki fes.pofis b tj past ijs. s^jcfi 

10S Ct-n ;3:S(.- rsotify tf;& Cor-isstJS P(0Vidfi>t(S4} 101 mdh^ BiKixrar.:c Digsiaf Qofi-ftfsS Sii5>e(£i,; 1GS ;f h fh;st liv^o!- 

:r Wi^!' a SC f-f!S SjesJi cofaprofnjssij of doss not compsy with Ihs ContsnJ's Usage Conditions, Ths tmnssctbri 
!*x.ordi!xs 5;nd ••■spository sapabiiit^ of she ClssnngHous8(«) 105 daisbase slmciufsd for SsSa n^insng snsi report 

[QOn\ '-iiiOihsr ombodimenl ths CissnngHoussiJ) lt-5 ^-^sn ur-ividt- cuS'Omt'! si^spon sxcepvon processing 
for tfanaac!ic5fis such as reforscis. sr^rssmissier) laliursS; ssnci purchsise ciispuiss. The CIsafifsgHOLise^sj 10S can Ds 

Ji-;i5 L-jid-USiJ:- Dov':C;JiS! 1 5S iii aaoliiijf iJivsbodinifjri! JiieCis^sringHousois) 10SisparU>^^ha^;■:€C^■cr;icDi^5i■L^ 



3CJ r>. End- Usar D«vic&!s) 1 0B 



10Q7H] Ths End-ussr Davicsjs) 109 can bs any pSsyer <fevsc8 that corstaSns an En?S-Usef Pteysf Appiication ISS 
(dssc-rlbc-ci iatar. coiTspiiant ^th th« Sscars Digital Conlsnl Sisctmnic Disiribution System 100 specifications. These 
d&vicss; may sndsids PCS, set top tsexss (iROs), and inis.'-fist sppllancss. T>>e EncJ-iJssr Piay&r Appiiesiion 19S cau!d 

managsmsnt ?«r!eti0fis, the End^User PSayer Apsslseatjon 1M pet?em-ss SO prscassing ts snabis sights management 
(ft !h8 KncHis5>-' i5&v(ce{s) 1 es. Th& gnsS-User Davicsis) 1 0S msnages the do wn tod SJid storage of ills SOs cofstaSftin^i 
the Dtgitai Content; resju&sts arjci maftages fiXSJipt of the ©fscrypteiS Digital Gontsnt keys frerri m& 0\&&(hgHoimsi&) 
9? tno;c{-'iiM t"- > V!< it{> M) -tK 5 ^ i>« v i" ^ x Hi ^ Consent i&co>«»>0'pi<5ycf3 fr^-^-'joj- * i \ftv » ofrc -fj 
rnac'e (t-r doiet C'-i of ihs; cc^py) :'■ ^cooufarce wH'^- ihs Disi-si Cofrsonrs Lisfsge Cos-Klfiio-ss: *:nci poi'c-rn? ic- 

^v:!iorr;);-:f;- Tf:o !OFn;;: E'::; ^hsoris.) ano Snd-Uset Pisyet Appiicaiiofj 195 are throughout liiis to rtiean iiifotig^i 
=^ rc , c ~ Dswe(«) im 



imn\ Ths Sscurs OigiSjf Conteni 



accspuabie rsssponse tirnss Ihsii? lower bafiiSwidtn iniKssifyctijres: A sesvics iifipiscaison designed for a poif-i-t&i 
dtsi!lv!i!tfon fiXS5i«:i ca.'T ■os^ adai>ted sjuppost a broadosisl distrfcijtiors fnods^ sss weiS. 
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[Wij TtMi Sixam DigMi Content Elixrtronic DfsJnbiiJion Sysefn 100 sjsiafofeis She s?iC!.ft<i dsilvefy of high qyijtiiy, 
etoctfsnk; sopses Coniafn 113 to Er.d- User DsviosKs) OS, <ivhethijf cooswrn;)- or tJusif^ess, «od So fec|ii!a$ij snd i^-ok 
s of tfse Cofsiefs 11 S . 

[Waj Tfi& Ssjctjrs Dsgiiaf Conlem Slemnic Ois5fibyiicn Syslerr; 100 souid ci.?pioysi3 In « variety coosumsr 
SficS t)usm©ss-JO-iJUsif»sss sefvicss using both new an<s exisiirsg aistfitsiislofs ch&nrisis Sacii psftictiisr ssrvscs cotiid 
t'ss « cii^fsrsnt financial mocsei thai csn bs s?r;fofcsd through the tights (Tfjanageines-it fefjtvires ot the Sscurs Dlqsts! 

^•nd ;r ;-jr:rj;;dij:K,- fv^t-' ks;; Pf-'tt'sr-j fs ;;;-..5ai of fiexibjlity m C'«at!;;a i,etvk:&s iiial sei! Cos^terst 113. At the sjirne tiois; 
can i:5pj.-c,p:iat« cosrspafiSs-ttioo iot tha ifo&fising of Contest 113. 



il CRYPTOGRAPHV CONCEPTS ANDTHSIR APPLICATtOH TOTHgSECURS OiOfTAL CONTENT ELSCTROHIC 
OfSTRIBOTSOH 



tc-^.'Sphy This seciion int-odircs? bas--; c^ypteo-Hphy teaiinotiigt^js -fie pf^ssni irrvsr-iio;i Ths.- v!S« o? pijfciic k«y 
eTiCfyption, syn'i!T(5-s;c key &r^€>yp\K<n.. digits! s^naturss, cilgstaS watstmsfks m4 Ssgitai eertifseatss is known. 



A. Symmstsic AigorSthms 

ss 

\ t< M\t' r ({':;^>f ? i. y v<k< -S s^cs n rnc .<k^o Sh'^^i, bs' i.u-^v. jfu^ r ss^y ft ut. 'u :^' C!v,:)t 
mcya- c;Ata The a3t.5 sende? anci tho ox'ssmc^o p:t;:^t snust shsro key, Tno shasefi key is iduned to ho,'o 
=■.!: fh'^ ?yir-!ict!>c s?y The Siscurs Digsisi Contour t-kJcUonsc Oistrfcsjtion System 180 archSecture ts if^dsparsilcnr ef 
30 J'-.: fpcr'c s.y-ri(->-!eiic -iigorithm seii5ct*ci for a patticuisr fr?'spterr!&'?mtfO«. 

imm] Cofnmon synmmc -Mg^uihtm <vb D£S> RCS «?^c! RG4. Both DSS ssx? BC2 afs feloek ciphsr A s>iocH ciphss 
encrypts ths data using a btccK os d^y bits at s tsms, D£S ss an ofticsal US goyemmem sneryption stsn<5arc!. has a 
S't-bs5 bkxsk S!,?s. and ijsss a &6-bit ksy Trs5!«-D£S i& commonty tjsaci to increase Sis s&cunly ac}>!8^;ed wsth simpte 
D£S BSA Dfita Ssourtty dssignsei m2, HC2 uses a vambie-S5ey-si^« csptisf atid hss 3 bioek Si/e of 64 bf^ RC4 
siso dsstgnsd by RSA Data Sscunty, is a v8n8t>is-i<eY~Si/e s^eam dptier A strsa^n ciph^i opsrstes an a smgie data 
»it a- a tsr,& RSA Data Secijrity ctaifns that eight te sixt&e« sriRchine opemtiona are rai^uu stJ for RCiS per &ute>u* byte 
[0067] iOy dssi^jnesS s fsst aigof Ssh»r! saiied SEAt,, SE-Al. is « stfssn iiigoritinfl^ tf)m as&s a vahstsis-ien^fi key sncJ 
tn«i nas besn optimised for 3g Ssit presHg^sof^s SEAL rsquitee gbeut \m eter^eftey jrxwhlrse sfisifuctions per dais 
tiyi{> A 50 m-iZ 4S8 b8s«d cofnpiiter tXifts the SEAL co'^s at 7 2 !i?sg8i:!yt«s.''sesond tt the 1 60-bit key used tiss sifeady 
imm presfixiessed tstfo inlsKng) labiss. 

[OaBS] Vi osc't ) a»o' m ■•o&'jM of sficrypSfOrt psilofmenfi&beftct^mrk m its Dv&rvisw of CcyjatoAPi decuiTifirst, T hesfj 
fOi i ;c>t^<'< \ ;cv ci^^pitca'ion i.s.fngte<'osons.C-v«^oAPi !i,''i^>'^ger'8 1?0 MK' Ps,r(fijm-r^isedcor»j'fit 
Wilh Windows NT 4.0. 



Csphsr 


Key Si^s 


Key Setup TlsTse 


Efscryption Speed 






480 


1. 








286,888 


BC4 




t>- 





B. PuhVic Key Algoi-ithms 



lM^ In ths Seous-s Digstal Contant Sisctrersfe Distrjfciison System 1 0CJ, synTOsSnc keys and ots?©f smaii data pssces 
are encrypted usiiig pufoiiC keys. Putstic kay afgontnms ysatwo iceys. Tiietwo keys ara fnatnemsticsiSy rsiated so tnat 
data ericrypled wstt? ons Key csn cnty fee decrypted Witts the other key The owner the ifeys icaeps one i<ey private 
(pjivate key) am pubitciy oistHhuti^s. -he socorici ksy -jjublic koy) 

[CSOSOl f>>sp«^u«i.tVvrf •i^ ^s)«ft") v'Oi oo\f> r\^^.»<)<<j=5H :^ asc^ tinofPur ^^li^t^c j^p'Nmvc ^wnts 
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PytjSb Key ingortthsTijs am aiso assisi ks j|ef;i5:i)U; digiUi; signat-jr^s . Ths; private issy ss: t!:5-;:!i iof •!;<:• jx; i?.-::'?^^ i -j i c.lL:;W!f;;; 
seosSof} provijios in'of!r(3f.ici!vs!r. iilgHiii ^igiMihir&n. 

iOO&'i] Ths fpos; cosntnon «ssjc! pybfic ksy aigori^hrt) is th& RSA pyijiic- ksy ciphef. \t has bscostje Jhs d«-fsck> jxiblic 
k-v" s-J-sr-.i-tKi !hi5 iEjdtJstfy. Ojher c-isjiJjflihfT^s 5h«« aisc> work wsli for smypiton afsci dsgiUsi sjgfiaJures SsGissfsai 
afid R;3bif5 RSA is a vsin^biei-Ksy Isoglh apfim, 

|0ij§2] '■!-voi!ic key ■^.k;.or!ii-in>£ fire much fasfsr than ths pufeifc ksy aigoslthms. In softvsfare. DES is gssnsraily al 
'.;0 i'n:c% a& fisst RSA. Bs^iauss of ihs, RSA ss not used to snofvp^ baik data, RSA OsSs Security reports \Mi 
an a SO MHZ Fsntfum n'^achinS: RSA Oata SscufiS/s looikit BSAFE 3.0 has a Shroughpul 5or p!-!vst«-ksy operations 
(sncrypsion or dsctyptiot^, using the privats key) e? 21,6 kilobfts/sseondwift a 5l2-bU modiiies and 7 4 !<tio»!ts/ssc«nd 
with 8 1 S5»4-bit n-iodtiies. 



IQHm] \n m& S(iam:& Di§i\8l Can^rtX Ei;5ei!*nic Osfiiabui-or! System 100, iM issusJr of SC(s) protects tn& (ntegfuy ol 

digt-dt of ine fsoesveo massj.;;;?: ton;p';;.-5i v.- :'\. , ~ ■..-ed »ris i? ths message has fsot beinfj ait^rsd during 

|0i)S4| if5 the Sscurs Digisai Contsnr Bieclronio Omm\A:or^ SystefTi lOO: s*f)ce SC{s) coritain sevsfai dsua psrtg., g 
dipsss is. catcuiaisci icf sach pan: a--!d s surntT>a;y dtgsst is calciiiated fof if^s concaisnates part dtgesvs. Tsie si^rTimary 

[009S^ '^v/f>. i\l i-i > - "'^i ' ! i^c tj',<. A iic-> ( ! t Ki. V n > 

in ofis direction. IMt is, u is s?p.s.y to csiici.:io-o -s-is digos- forftd inpatm^sssas*. but is is vary diiTscuj; (cornjjijtaiionaiiy 

)n{SS:SS4>i« S to Wi'sd > { ' ^ '^'i^SSt LeCSxi. O of m«» r!0(>P Ji^** si h" C X' A' V * { ) iC )0f ■^ 

sn® ihink ef a msssa^s digest wsfingetpfM af the mssssge. 

lO&M] iHte mom: sommon sjfss-vssy hssh t'unotions am MDStrosn BSA Dasa Security snc3 SHA; a'esigsied by the u®: 
Natii>naS Ifistityta of Tschnoisgy aod Standarcis fNiXS}, 

D. iDig^l CsftSf je3l:es 

[O&SiT] A digUaJ c<jJti?tcat& is iis&d to authsfitieats at verify the idtjnfity of a p&fsoo or entity that has ssfit a digitelly 
sigi'sed ftisseage. A certificate is a digital ciocumerft ies«ed Oy & certificaSisso a«!henty ihat binds a ptibifc key te apsrsori 
or xinWiy The certiiicsie incUsSas pubiie key, tbe n«mc of Sie p&reof) er entity, an expiratiors dafe. i^le f-sjjue of the 
! t<^f ti <ao'-}v! i»t(,t Tr< c" »i st < <^ i wtu < fc<'c- < 

CissdngHoussis) 106 nas. ti^e option oi oerti-icaies io the iXioctronic iJi^ilsi Ccalstit Blofojs) 103 Tnss .siiovvs 

the ivhSS-Ussr Dsvieeis) 1 08 to irsdspensssj^iy vs? ity lim ihs Kisctronic Digits! Contsnt Storeys) 1 03 hava asen gsjtiior- 
isad by tho Seoiire Dsgitai Cofitant aectronic Disttlbution Syst&ft^ ItSO. 



E, Quids? To Tba SCis) ^raphlsa! R«f>f«S»fttStiS>t5 

p<!!ts. tha sncfypbiot! i<sya. snd oettifiajtea Rafefriog now io FiG 2 ;sf: &s;;5,:';5pie dfawisjg of SCis) £00 The foiiDwing 
!ngho!j.s8 irtdissue t^'^<3 ksy swoer. PB: insists she handis indicates t^sat it is a pubiic tssy ii'^iis i<ey201 is « CisarinQhovssa 



14 



m 1 mmm 



pt-'bisc kay PV ((■:>!«;? M ;-:; ^^rrijie ipjdicsfejs i-iSX H is a private ssey. Oiiirrofid shafse is fJ-nd-Us^r Dkwiii S::;;;«UiK: SO;'; 
"Hk! initiate if!<j!C«;e ^vh:;.!? p;iv.;;;>j Kay W3S usesi to cfassie {h«: stgaaUire thus; in EU is th-j Sf-d Listifs ; ciigu;;! '5:Cj:-:.:;;;jfi> 
Uom tsbig fo«!ow. Sytfim^lfE!: k«:y 203 is used to «!K-!ypi cojjterst. Ars smypts^ §y!rsms=-ric k«sy objets ;:04 fxsfnp; isft-i) 
a syfTimtrfric kay ?;03 ensfypted wish a P8 ;;f CLRNG>-i Ths ksy on Jhe it5p bortJet of ths ffXclafsQi® is th<5 isey u&sd in 
!h8 enctypiior! of the object. The sy.'r^bol or tex't ir-stcis She rect8n5}i& indtc<S8s Jh«s eocyptsd object {« syfr^metfic key 
in ibis cass). Afiothsf encrypissci ciijscl I.t ihis essmpie s Tmnssctiw iO sncrypted object 20& is shown. And Ussgsj 
Conditions 206 for conSen} iicsrssirsg msnagsm&nt as dssc.>-lbsd bsiovv. The SC(s) 200 cosrspnsss Ussgs Condiiiofss 
206, TransactioD 10 sncryptsd object 208. an Appiiostion iO sncryptsd objsct 2Q7, arsQ' sncfvpts<s sytTimstric- key objesst 
204, ail Signed wttii sr* End-Ussr Digitsi Signssisre 

01 ] The tsbse bslow shows tiis Irsitisis that idemify ths sigrssr a? SG^s) . 





Componem 














EU 






Ci8.--(hnghOijs8(srj 1 0S 


OA 


cs!-ti}lcsiiot5 authoriiy(iss) 



ttPCi racov^r irfosf-^^itbr; tsorv; SC(s) The SC^s) imtl isaesSed and Mecrypied in thss process ovsfwow n&ne->-!! SC 
i.-Sj. it ci;x;s nnt respraseni any of ih§ speckle SC{5) types tsse?ifor rights management in the Secij.-s Digitj;! Oonts:-!) 
EieotFOfsic DistrMior^ System 1 00, The prccess oonsssls <j( th& stsps dsscrlbed in FiG,3 ?of encs^ption process. 

Process FiOvv for Encfyption Process of FIG 3 



[0103] 



Step j f'foces;, 












Sendsf enctypts the syfrimotrio Key usifig ttie recipient's piibitc key PB B£Cf-t.jT refers to tr^e recipfent's. 




piibiic key. 




St?!-.d&' t: {-'^::vo;( :; ^ v t"! ^<:<v th'ouc;*- tt-j i,5!Yie hast- gfisotitl-tfr: lisod sn fits;p2 to ptocsuco the 




syrrtmsvs-ic icey digs'sr,. 




S$ndSi- Ritv? corvj-stenaticr. ot tiw ix-nit';nt rficjest and syn^mstfic key digest through th© ssft^e hash 




•iiciijfifiif?-; liSftd :ri sts-p?: it- psodncs tha SC{s) dtgasi. 




o^.; .ci-"' Of Tivp i -he SCip'i ■i!9est with the sencso!'§ priv.stte key to ptodvico tnc dSgi-a! t'-c SC 




isj. PV SENDER refers to the ssnder's private fi^y. 




Ssndsr creates a SCfs) fiie tnat ti^citjsssttte encrypted: eot^tsm: eacryptes symmstfic key, content Sigest. 




symme-fic key t&gm. sendsrs certificate, arsd.SCts) sip&tum. 




fvM .--i.-S- .?V«. Ot5tv:;X;d tiKsi>->/!fsC;ato juBTP^CDft)^Ca1;0i5 {■i;tf^Of!(y p!!0 '<■> ^ s>; 




oofr-fEKifiioatloii^, Tra codificaison authofity irscii-sdas in ihe ccrtiiicate the ssndef's ptjbifc itey, ihs sendt;; s 




nsRie and signs it. PV CAUTHR rsfsrs to Ihscedtflcations si^bodtys private key. Sender trarisrr^ite tho SC 




(s) to t^t© recipfent. 



15 



m 1 mmm 



mm 







413 
414 

^t? 
413 


frorri She esrtificats, 

P8 SENDER mfsfs to tea sertdofs pybKc key. 
5\ -(hut t ill Eis \ K ^ . (. > i I -^^ 

the s^fs-istisiSsx-; ksy digest. 

Resipient compafss the nofnpijtsiS sytnaieS-ic key digiMSi iVisii s-k; tine reafitvsci She SGjf; s ii is th& mu-.s. 

ciec: ypi;o:i piocess. if mi vaJid, recipiem discsr?^ ths SC{s) a«d r?osifls« me sender. 

rifliispiSi'iS )i.!!'!f- 'h& sfjcfyptsd OQfstssti hfoygjH t^is ssns hash :8(g&oit?n^ ussd in st6}34l1 to coifiiputs ihs 

. . . " - i A- ^ n i>j!c.->,. i-£i < of";«ni ha;; not been ;»:fc:!S:-:S Rssttlpjen? Jh«f! corf5ifs<.iSS mih iha 

Rgcspisnl deCiYpts she g-'^cfyptedsyi-nn-sific key using ts-ie fecipiefifs p;:v.',*t« key, This rscovsre ihe 
symmetriG Ksjy. PV RECPNT infers ii> ins recipient's privsis? ksjy. 

Rscspient uses, the- syfmietric key so dec-rypS ths e^aypfsd eonJens. This recovers thaccmsfs; 



m. SEClfRS DfSlTAL CONTeMT eLECTflONSC OJSmSUTfOM SYSreS FLOW 





The fofiowmg prsjiisss flow If? tifuslrsssd Sfs f iG- 1 



m 1 mmm 



A L;-ic;:-:-p!'.y^£.£:d PGS^ audio t:ts Is ptovidsd Corn&nt US by the Conissis ProvicSes-is) 101 . iistiiertama is 
;;ipLi! rfi > vVcrk F'iow Msnsgcr 1 54 Tool along wltfs \h& Cc>ptef>{ PfOi.'sds{(s5)' * unioufi IcSsntifie!- fcr the 

Siibs y;s!s?»r: -(-is; Gofiii^fsS Prov)dsr(s)' 101 unique kisfi-sjiet !ot ihtJ Confent 113 and stiformsisofjprcjvidecs 
by ihs; Dsiaaass; Majipsaij Terripte. 

"! no Wo! k K i c: vv Mai isgc; Tooi 1 54 js used to direct the cofiJert ilow througii ths acquiaitlon and propar&ticn 
;;• ocs: a< ivta Gor-k nf >-"'(c>vidsr{s) 1 01 can ?Jso fos yas?d to irscK the status of isny piece of cos-stent in 



issigeConditiGnsforihaCtsnteni r 



Content 113 ii£ 



inform:; 



I ii w&s capuirsd, ^hers h came trom (ti-iis Conisnt 
IS Cmmi Providgr(s), 101 : 

,0 ^ '-Sim? sfid re-s«mps!"g to ti^o 



:c3.s.:or!tes'eis. 



-nstrio 



i oine-r !fifofn>ft:&n utit-nl ihe Contsnt ti3 is then packed Ir^ls 
> ;!)«!(■) packed into a Co«Sant SC. At this point the processing 



Vhs; ConJent ijss&iirsernsf" Tooi sends ti^o Contafri SC(J5) is si^t- Cantont Hosting StJe;s) 1 11 'ins Gonien; 
Hosnrjg Sitsfs) can reside at Cent&nt Previ£fef{s) 101, m& CiearirsgHouss's) 105 or a spacia! location 
dsdicatftd for C&nt&m iiosting.- The UBL fftf this sits is pmi of the mstsfiata ti'sat was addodtothe fv^sSad<5ta 

SO:. 

■'f sJ i^OltO' , "^tCJf^Oi.CS Won v"- S '"c- V ! '"<^ j t't- ' ' f ^' ^^' ^ 

li^si: ss :8dded lottm System 100 

The EteGvroniC Qkpiai Gonieni SloKiis) 1 02 wii: uss? ths Corifsfi' Acquisaion Isoi to pijS? OiJt any date \{ 
tns Stelacfeta SCis;! tiiat tnsy mmt to urn to prsmose th& Gantoni 1 1 3 on ihosr Wob Sits, Accsss to portsns- 
0? this rrietadats csn be secured and cha.ge« -far if c!8s:r«<i. 

The Usage Conditions forthe Coriloni 113, spsciiic 10 triss EiscSmnic Oigitsi Content Sjorsrs) 103. «r« 
rssirsaions tor she ciifief&n! corripsession ievsis of tho CoBtsnt :ttS, . 

1?;^ '^'^-cpia- C;- -^Uwi Sic 1 G^spsKsfsi; U,-iasjo DorsdsSons antlthe otiginai fi^fifadata SC's) ar» 

pfiscksd sfsio ari Cfior SC by ms. SO Packor Ibol. 

Aftssr 5ti§ Eiectronic Oigltei Content S5ofe{s) 103 VV«b Sits is updated, tiie Consent IIS is avaliabte 10 Sod- 
Usm's) siiffsrsg the Web, 



iSfi' AcquiSiiion Isoi to : 
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106 

141 
142 

14-^ 
143 


'M&o ii'ii EiVd-UseHs) jsKdS Conliftr ii S ibii shsy wiStS buy tniy di« ^ifJ ii'conSat icon, such as s nVusic 
Pif'd ihe W&r. is adiSss' io niam&r shoppis-ig csn whicft is f5-!«"iisir(8d sjy jhg Eiecj'onsc Digits! ConJsnJ 

0 c- Ooniem StofOis) lOsl for processitig, 

Tf ;:^ Fiectf oftic Dtgstaf Gonient Slofe(s) 1 03 tngfi intefacts witn cr&dii ««d cieaf inci otgsnis&isofjs to sjiace 
f 0 J Of) the iufitfs if? ssfne way ihsy do byslness today. 

»i5> EliScJrosic Digitaf CoMent Sl&ra{s) 103 reedvess tiie asdit cart! authsfisJSiJion •■surnber back fjw 
.3a-: card d&arifig oj^artisstiOP^ it stores mis imo a daisbaso and iwok&s she SC P.=!Ckef Taoi to buiid 

.3 iiiAm SC. This Transaction SC jwiydes all sf ihe Offer SCs tor \h& Contend 113 tl-sat ihe £nd-Ussr 

■ s. • s-ins ptjidi>asad. aTsaiisscMn iD \mt caft be trscksd back to the Efeotmnsc Digits! Content Stc.»a(s) 1 03. 

■■i;c.-:"\^tioii mat idarsisnssTf^e e^cJ-Us&rcs), compms&ior. isvsis. Ussgs Conditions andti'ss psica ust forth^ 

sofi^js putwhasedi 

T!?!s Tfarfsaaisfs S0 ss: IrsrssfT^ittsd to £fic{-Us« 

vvh$r the Trsnsactiofs SC snives mins End-User D«vics(s) 1 09, i? kcks off tJie Ersd-iJsef Psay&r^Ojjiicsfcon 
■i'^? vvhich opens me Tfansaction SC and ackmwiedges ths S'-sd-Ussr's sjurohass Th© En<5-Us«r Pisys^r 
Apphcittion 19& then Ofssna the individyaf Oftsr Sc5S snd i?^ an aiternate stTiboditnsnt, msy iniom me user 
w t'-i ostimata of the aewnfeac! tsms. It thes^ 8s!<s fhs ussr to specify mn&ri thsy wsftt to dowjiiSoad tne 

C;(>!vi<5:nt:1ia. 

3assdof}thstirneth®:Snd^Usef(sJrsqaested:fhs:downSo8dahe£nd-Us8f !*iaysrApplte^ 
up ari d irmiste tJte stsist of tfie dowrsto^ci process by building « Order SC thatcsfttsins among other things 
ibi Encr/oted Symnietfic Ksy ^or ths Cofttsnt 11 3, the Tmns^ctson ID, «nd End-Usef(s) infofrsstfen- 
Th-s Oi-daf SC * -he!-! ssiiT to CieafftigHousefs) 106 for ptttcsss-ftg. 

Ths- Ci^=.-iri!■^gHous^^ts) 105 f&c8iv«s tns Ordaf SC, opens \i srsd verifts^ tnaf none of the date has tseen 
fS'Tipert'Ci mub. The Cie8rfngHC!*iSs(s) 105 validaf&s the Usss« Condtiiorts pusxif^ased by ih« £nd-Use!-(s). 
Thjjse Usage Coi)<!ii5!ons mustcoi^^piy w'stH ihos^s sp^eiftsd by tfti? Conisnf Frovidetts) 1 0 1 . This informsSicsf) 
IS isgs«d !ff a: d^tafoa&o. 

Once ail ihe cnecks srs eompists, the Snoryptsd Syitirnstnc Ksy is dscryptsd using the pnvats k«v of tfis 
Cie-=if!nciHouse(s) ICS Tfse Symrjiotfic K&y tsthofs encfyp-ed using the pubsic ks^ of tf^a £f?ci-Userxs|, This 
nsw Er-crypted Syiweifsc Kay is th&n psckages mt« a License SC isy th« SC Pack&r, 
Tf-ij Lscense SC ss tjion trsnsmittsdio: the grid~y$sf(s)< 

v^>;'*':$?i'i ihe Llisens^^ so is Tfiseivsd^t th&^nd*Us6? Device{s) it)9 It is stored irs-iTs^^tnory unti! the Conterst 
SC !S dowi-siosded- 

The Knd-tJr-ar Devisa(s) 1 m request fr^fYii the C<3?')tCf)t Hostlr^g F^acdtly 111 . sesxiiiia fhe cojres^pondif^.^ 
L.iOijf^-5e SC h->t the pus«{5.=ss8d Con!<?Fitii3. 

•""CJi V s'vtr f> hoFodlfc^ D^v -f-iv) "C* po*^ t>^« re^0'pU"i« Crtnie M ^ »0v v-x ptc'vs,', 
•he us■^f Di>^'5o«'!S' ' O? ^js -ig snc Svnfnsinc K®y. 



SV. RIGHTS mAHAQEfi\Em ARCMfTECTURE ^ODEL 



[01§8] ?^IG ? i3 c3 nioc!-, a!=i!j!c;n-! o!" tJ^o Rso^-its-. M!V::3^smsrit AfCh:isctUfS of ths Secure Digital Content Eiedronic 
OlstribuiiOi-i Svste!T- 100 

AfoivvV-tj. V V v'>c > op ri; Sof\'c{>.: ' '^.t^" &ni Sievvfcsf^c Distribution System 100 the UcertseC-o.^ho! 
Lay^srSOt, the Content Idemificaiion Uy5;f 603, Content Us^age Cofittiol Layet S0&. and the Content Forniattinq Lsysf 
oO?, Thss overaii tunctlofssi <^jecttvs of s^ch is^sysf .sn« ihs tndiv1<3u8l Key funtafens for esch isyst descrrosd 'fi this 
ssotion Tfia tuostions in ssof^ of tn& f-s^yesf, ate t.=tl-iy -'xiijpend&ni of The ftjnctlons m the other layers. WShin broad 
ipviits^tions. ftindjorts in a fayer can be sitijstitiitsts w-rii similar tot^ctsoi^s Without sftsctli^s the fundiof^asity of She other 
iayss-s. Ooviotjsiy it ts rsquitsd -hat ttts o-j^ut f rors-i ons iaysr satisfies fotmat and soi^-santfcs acceptable fo the adtaest^t 
taysf; 

PiM] Tm imtm Cmiml iMf&r mi mmm& that; 

» the Digit*}! Content Is proSejneci dtjring dtstfibtJtiofi «g«it«t Siiii^a! ifiietMption antj larrspetinj}. 
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Dijssia! Content Hi&m&i -lOs: 
* the Dkjita! C(sr.t«ni psirc{)ii«;i;r h<!j> n pwisafty iicsjnscd ijppiicsiiiijf:; 

» the rffststbijtcjr is priid by t>^e purcsvsiwf te^oro a cq>>y ot th;j Cijfii<iifi! 113 (s tT:;3cie avissiabie to 5h« psj;x;h«s55ef o? 
s Snd-U8eff?<); and 

» « reoofd of ihs tfaftsactiori is Hspl for snacnin^i pyrposes. 

^Qx'ij ]i -.i\-}ntr^, ori: c .ao'- ! rtven-o;* mBowj ?>j ^i-- " o i r f"c copy ^,^l<"rr't*~C! oc'^S'v 

»0 any, aiiihonssa or not , capy ot ths Comsfif 1 13. Tftus. the GonJertt identification Lsysr §03 pmvsdes a n-:aans to combm 

(0111] ? V C'> >ni.4c.' Jo loi vv.f 606yrwfc'^t* i;r<iirofJV<." ^fvCv^t. \ '\ 4 40 v^ik^'-^s 
d-^V;ca i=!cc;-;irdi ;o sru? Sicr..5 Usage (Gondii briSi T'ha S-ofa Uss-ije Cosidiiions 519 ny<-y i-pi:d'\: >h« i^urr-ib;;!- oi 
piiisys and Socsi copiss alowed tor trsS; Goni&fst 113, ssftd A'hsihsr or not tfis Gofttsri' 1 1 S may be recciraeci to an sxisf nal 
poftabse d«>vscs: Ths f ijCfCBons tn sno eContent Us8;)o Ciostroi Laysr aOS koa;:.' tfs.ck of tf:;> aooJont's copy/play iJSiage 

Conierii !13 wnich is 'j^ii:0 tne p^^rci.r jcr^ siuU-, itis f<5c-3ived Cosiisni 113 also ns-eds to be pf<jc.«?3s<sd io achieve 
S; toJ'^iat ?pp;osri';iff ■c^- pi-uyback or -riinsiSi 10 a portsbls device, 

S, F'ufictiofs Paftttso«iftC| and Fiows 

ts-cwisi iaye'^ ;o ihs; opatating co:i>p;,-r!an>ts: niak::t9 up sbo Socjri; uigisai Ooiii&'r: i:-;!Oc;!on!C ^istfioi^iion Sys-tesv, 100 
ana key funeiianssHsadi layer; 

so 1 . e6s«f«« Ferft^issting Lsysr B07 

[01 1 4] The gsnsrai tunctions assoc-ssied ¥s;ith me Contsr>t Foimatting uysr 50? are Comes-)} Prspracssslng SOa and 
CoaprsssiorsSH at ihs Con^eni Provicisr(s) 1OI, sncf Gontsnl De-scrsftifeiifig 5 13 and Decompression SIS at ihs £r,^- 
U&sr Device^a) 1 09. Tiie nesd for pr 8processis>g and Jhs exssnpias of specific f uncJiona were menfieried aSjovs, Conieal 
Osfripressiofi 51 1 is ussd tQ fedccs Shs f iie atee of tSis CJontent 11 3 sis tmnsmission timts, Any csmpreasioR sSgorilhm 
appioprla^etortlisfi^sof Cosit&nt 113and Sraosmission msds!^ can be used in Jh« Secure DigSta! Content Eleotroriic 
DIslsibuilon Sys!m> 100, Por music, MPSG '^/4. Doiby AC-3 and AC S, Sooy Adssptive Transfomi C&ding (ATRAC). 
8nd iow-feii tat« aigoritfjms soEns of th& typicassy used eon^pfosaion aigorsshms. The Comen1 115 i$ stored in shsf 
Sod-User Devicefs) 1 09 in compressed foirft to reduce ths slofage ske requiraw-snt ll is decompressed dtatfig «o!]ve 
P!;=;v'bac:k. D-:j-sci;5!f -btifi';; is aiso parformss^ s^uilog active pJsyfcacH Tho p«)pose and ly|je of scrambiing wiii be da- 
5icr:i::ad \-^; ri^ira-f; ilis; dis.;:i;ss,ion df the Cofjtent UsagoContro! Layer SOS, 

g. Conteni Usage- Contmi uysr 505 

-^S [OIIS] Ins Conioni Uimgo Ooa-ro! i.^iyc^ -^O;.: po;n-:is i':;: ^^p.-x: ^J-'^rf t-nk.rcon-jr;; o- She concisions or resJfio- 

\ <,.pt vsii^lt <ro rr ^ r^ iti,\-^ % " 

FffiV!der(s) 18.1 s&ss ths aiiowsPis- Uaaga Conditions 51 ? and tnsosmirs shern to tne Eieotronic Digitai Content Stora 
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EixJ-Ujisr Deviceis) 109. The ?iayi:'. AppiKriJiion "S'?? g5;!X:!«!C;s; s s^crjjjribitrisj koy for esch Goniesj^ sb.jrn, csnd iJ^'iJ key 
is 8r.c!yp!«(i and hidSen in she £-!xi-l>ss?f Devis;i?s» lOS Tfisr;, ^vesy sin-ss; the £nci-User DsvicB^js) 1QS sccsssses the 
Gomsrit ii3fttrce)pyoq)iay,{heend-Us4:fD«v!-.x!<Si 109v«n-ifs«:;Mh«oopy/piaycodsbef«rsu3ilovvingJhedevWiJj-s3bHnQ 
of thii Com«m 1 1 3 md iha execiiiioti of iha piijy or c >py The £nci- iJssr DstvlciHs) 1 09 &\so appjcspf lately !.ip<3ates the 
s oopy/p!ay cods i!^ ftie onsinai copy the Cc-ntsnJ 113 snd oej sfsy secondsfy wy. The copy/pisy coding is 
pt>rfortt5«id Of J Contens 1 i 3 thai has isees? compressed That Stiere is fse ne^d to decotript sss ? hs Contooi 1 1 3 Dsfof* 
fhs smissddfrig at th« copy/play e»ds: 

[01 17J The £rtd-User Dsvfoe(s) "S 09 kisss «j Ucsnss VVstdrmsj-k 5S? to e!r:fosd the copy^isfsy cods? v/m^n the Confeni 
113. Only ihs £r)d-Ussr Pis^'sr Appiicstion 185 ihai is. kt-sowiedgsabis? of the smbsiddinq aitjo-iihir: Rrci ;;•!£; s!S.FCC:a1sd 
»s scrsmDimg key is s&ls to resd or modify Jhs ofnbscided dstsi. Ti-ie data is inv:s.t»:e or inauci^bis; to r iuim-s-^ obj orvo; : 
f'^.T i"? she dssSAmfi-odiiCOS no pofsctsvabift de;*' -.u^lic^s' ;o t^>>-^ CS'i'o!''! 11? siCO t^'o vs'a^^-ir,? < .-^un- vc,> st-v -->r t i-;^ 
or con-;5!-ii Droccssino, d-sSa contprosiso;^ !)-U5 A and .A-50-f) convt-rssoit. {"xi sigi^siS dogtaciaUon itsirofiyajd by aoin-.a] 

110. fhii fvf!iS-Uss- i--ifiye( Applica-jon 1 95 »ssiS s-ocuteiy stor«,«i US3<s« Conditions 518 
S. Coif(tef!f EdsRiif tesMft: ihy&r sm 

UpoB feception, she Snd-Ussr Oavscsis; 109 vyarenviarKs *s cosy of ths Cortlsnt rso v^uh y-e conien; putcfBssrs 
r^'^tc and thenar-- !r(..>r :^'.ot^ Sv^ tf^.^'^ v .--^ „ ij^^-x'-^ v?v,?>' ^ -^ s , ^ t ' s„c 
date of iicsnse s;"ici CondiSion* 51 / fi-iis wstefn-ssrs; is ssf^fted -o hers the. ;;csn&e wats.-rniaff';. Any copy 
oi Content 113, csbtasnssf in as gi^Sfisfissd manpssr O!' not, and siifcjsfttto sadls pixsssissirsg that presejvtis 1s)s content 
i^tjsiity, sairiss fhesopyfisMand licsnss wasertsasKs. The Gsntentidsntffieation Layer SOS dcsfsfS piracy, 

4, Lisefsss Gsfitm] LayerSei 

30 [81 1 ^ Th& Iteise Controi Layer S01 jSEXjf scss the Com&nf 1 1 3 apiost yr^authoriseci fmsmsptfon m(3 ensures mat 
the Consani is only reteassd on an IndMduai bssis to sn End-Usests) ihsj has pfoperiy iioensed Ef?d-Ussr 0&vfcs{s) 
1M and siiGcessfuify e^mplstesa Iicense;:py«5h8 

1 0S. Th® Licsfise Cofiiroi Lsysr S01 proisots the Content 11^ by doubfe Encif^EiOfi S31 . Ths Corstsnt 113 is sncryptsd 
{jslfsij as snetyplisfs gyi^f'^s^f's S^f ^fstsd by tha Sonlsnt Providsr^s) 101 , and ftie syftimstrie key is ^ncryptsd 

ss nmg the piibHe ksy 621 : of liss DfissrsngHouse^s). Onfy ths CfesrifsgHouss^s j 1 0S can instially: rssavie? tfis symmslric ksy; 
[OlSSJ Licsnse coiitral js dssignscS wim f he Ci«anfigH«ys8(s) 1 0S as ths "friiste<s party", Ssfora nalsasing pon-siission 
fiX tfie Lfcsnss Request 537, {{.&. ths Syrrinxjtric i<.ey 823 for the Content 113 ?o an Hnd-User Devics(s) imx she 
Ck5:sn)->9Hoim!{s) 1 05 verifies thsf the Trafisactsofi 641 and fhs License Authotfeatlon S4S ar& compieSe snd aushsntic, 
h5?a ihe Si5cUon)c Digi-ai Content SUJre{s) 1 83 h;js. aErt^ior isaSiert ff ofn th& Seciira DigiSai Content Efectenio Ofetf Ibuttofi 

« Sysiern 100 iot fhjj ?«ie t.>? efectfofrio Content 113 ssf'-s thfit shs; EivJ i.f$e;-s; -ycpeny l^oersssd appifcasson Audit/ 
^-V5 i \,f^*f',5 <v^-5 '■is^ }i -f > ii->^-cx u c - \ - '5 >' . >t K " ' Mi f> !>f v^ri^ hi! jf- .J' ."od 

[0121| Licsn^^e c^niioi ;s ifr:j5!5rf;c!fiH,\i ^ 'ojon -fX SC-.?) ;-c: s«.-i \o o>r^'-n^-v.io ^^rciypSo;: Oonte;-;; 

ll3:sriaffifofn^i3:lionaoiongthesys!:erpopefa;ioncorvip<5n!5niJHrr':ore distssiiijdstrycttjjessKtbns betow). 

[0122] bcense co.T:roi r.5qysfes ti-^at i^^;: C--,c- ; ■■■: >v d;:::s: 0' i-;r;;>n;c 0;<;n:-:; Conion; S-.c-!5[3; lO', i;nci 
so af o Ejssd to SLithenticsto fhose ;:o!np;;.n«;;Us;. Ti-ti!; iXnd-User Davifis<s} 1 09 ars mt j-s5qtjtmd to have digits! csitsficates. 
C, Conterst Olstrlfootion an>xi Licensing Control 

[f^ ii] i > L \ J) t .i" J ^ J > ! V ■> it J\ V s 

!->:!:X.;: c.-ni>:-. Digitiii Gof;;etV! C->tor4;{s! • 0;; coijid a>so be over tije interfiet or 05h{;r nsEvvotj^. iE is .'i{;ai.;r:;ed iha; tt':-? C3!';t2:-!i- 
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purchase c*n^xH■css!!r^ir!sactiorsi^:^tw8en!hl■^Kn(^U5;e^ Davf!B(!;) lOSiwrfU;!? f}S««ro!-:;c- ;M';::<;! ( ofn^.-" Store's.) 105 
)s»a3«d':;rs s'.andsrdimsjrfisUVssbpto^wcciis As p;srS c;f ihs? Wvjb-t'i3;sedfrsJ;j!-<K;Slor!. Jh«; ^vfid-i-i'SC" ;s) !f;;'ks>.5 shBsef^ct-fcn-i 
of \hii Gci?)i«rn 113 s::':J!-(;h«3$. provicfes psfsotsai sr.d j'inijjxrl^ji mJiXEncSiJon, ssxi isgrcirs ihc ctJJxJiisofi:? oS p«!ch;sssj 
The eSesronic Dssjiiai CotJHiJit Siore^s) ICS co-jid obtiiin psiywrsi «ytf;ofjsaSl»ri frorri asi atiquisef instiUiaor^ usifig a 
s pf otocol mch in SET. 

Pisysr Appilcation 185 to sn Snd-Ussr Devics(s) 109 based on sfanciard Web protocols. Thsarchiteoturs rsqiiirss mal 
Shs £isc!!-of>!C Oiqiiss Cof^lofti SiorsJs) 103 assigns s tidiqus appisoaSsoii iO 1o Ihj; dov.*niosQ'sd P!?!y«5f Appiicatior! 19S 
-fi:',- ih<? •:-;;id-UiC:r L\^v!c.«(s.) 109 st&t&s it 50!" fsi&rafjpsicaiion ii<;ei-!S.s vcssiicssiton {ss<? ssiovv). 

Cors'.s:": UO ui^ing asi ChnctypJtori syrnmo&sc k&v tocaiiy gens'-s'.od. ana onctypH; -.ho Symv.Qtnc Ksy 6.v>3 usifig ihc 
Cicaiinghou&c's 05 ks;y 62 1 !-i ss? ^liScri site etViS-Jdimei-it, 'ihesyrjir-neEfic tey inssoad of baing locally g«?nc;v:ri&d 
rnv b(; i-^ra ;h;; Oor>i^iK »(c-^kif>;{s.) 101 i'rom Iha C!ij;pir!;;iic.-jstt(s) '^OS The Cc.n!s;'-.E Prcv;d-.?r;s} 101 cfedjes; a 
C ;-;'. SCi.i! ?30 -ifOL-ic, fro -.iflcyptc-:: Cor^&n' 113. «iK! ,-s V!ftf>i'5fi>A ?Cif>s 82{.s a>-6^. ;!5 -i^;.- ;;-x.fV»!..;<i SyifWiift.' e 

aSbtifTs. For eacn Corsieni 1 1 S aossi:;, ths fstetacista SGis;} S30 si&o iifis rias sS^« Siota Uaagsj Condisiofis 519 a^;soc!Si;ed 
Will' aie uonvgni; U!?aqe uomrol Lisvgr &05. 
^f? |Di26j Tfis: Co'iseni Pjcv cic-;?: '■O'i Oisuibs-Scs li^-s.- VcUio^ji-; oC,;;) *.v>:'; lo orje !>;■ Elssctfonic Dlg:i&l Conten; 

Digit^i Gontiersl SSore(s,t 103. r ;ufr. CJf-?? SCss) 6-': T^;? O^i's; SCias §4- iypic-i^iy cssriss r'-.uch of ins 

s<ini& sfiJormation ihs Mt"«S'.;;a 620 -rtc ;iU' Digk.^.i S.9:~:nU:'>2 62'^ u-iC Ct-rtenJ PfovidsrvS) ": 01 snci 
Uie C-sriificatS' inos $now;i irs- Cc-"~ef;; P(ovi<5e((a'; 50; As rnenisons-d esbovo. tns Biscironsc Digital Conterst 3iOr$ 
^5 1 0 ^ I > . t -i, i.^^ " i 1.)* < S91^ ihf-!^d-^ by ^^&Cor})^)! dfeii5s,Co«'j<^i j.av« "! t) fti3,v 
iiy 0-.;;t!OV ■••:ov;;i>r;s.; 1C1 •;)pt;;:.'\-- :y fhsj Content SCfs) 630 and/or ttte Si^atadsta SC(» 620 i& stjjnssS 
vv-itf; & Uigaai SsgnaiufS.^ 6.24 «! »•» Conts.T: ^•^ovldc:{s.; 101, 

[8127] Alter m& cof^pieiion She CooteE^-pureiiase transaesiof? fceSween she £nd-Ussf Device(S! 1 09 asid th& Bac- 
trofiic QigM Content Ssefe{s) 10S {stepSOS), ths Beetronic Dtgitai Contest S10f&(s) 103 estates and transfers to th& 
30 Srfd-Ussr D®v{ce(s) lOS aTs^nsactioo SG{s) 640 (st8p8D4)-TheTtansaction SC^s) 640 inciucieSs^ uiiit^ueiYansaotiofi 
ID the purchaser's swn^f (i.e. EniS-Us«r(s)") {not shossri), ih^ Pobifc Key 661 of the Snd-Us®? Oev«;s{s) 10S -^m 
}h8 Offer SC(s) 841 assocsatsd Wilh Ihe ptijchssed Cotitsnt 113, Trsnssctlon D&i& 842 m FiG.Q re-prssgpts Dolh jh*? 
Tf8f5sacJiOfs ib S3S snd Ihs Efjd-Ussr(s) nsms (nos shown), T^e Transaction Data B^2 is encrypted wstn ine pDbSiC 
Key 621 of the CiesrirsgHoussfsj t05, Optiona»V: th© Transaction SG(s} 840 is signed wisf> a Digifai Signatiire m'd of 
{ F vXJfoosc D g^si Cortex I Storsts) ^OJ 

JOlMj Upon ree^tisn «f the Trsnsaction 30(8) 848 {and Ihs 0f1sr SS(s) Ml instucfed in aj/ttse gsisS-User Piayor 
AppteSon 196 fonj^ifig on EnMis&f Devisefs) 1S9 solicits tenss aulhortsatfor from t^Q OmilngHoimis) lOS by 
fFHians of at? OfXfor SC{s) 6S0 {«f«p6QS). The Ordef SC(s) 8§0 ineJ«(ies tim encsyssted Synwtfic Key 623 ar^d Store 
Uiiags CondifioE>s 51 § frojri Iho Offsjr SC($) 641 . Ihe enarypfed TransacSion Dala 642 frorji she TrarssaaiOfi SC{s) 640, 
« 45nd the enctypi&d Appfefen ID 561 from the Hnd-Us®!- Devicefs) 108, tn sr^olher err^bodimsrsl, tfie Onk^ SC{s) 8SQ 
iiEi signsd wfth a Digits! Siei(i8tur<& 6SS at the Esd-y ssr f>svi£!S{s) 108, 

f012S| L>p-on rftcepTiO!^ of O'-dsv SC(s) 650 frOMn f hs End-l;Ser D&vice(8} 109, tho CI&aflngHoiJSSfs) 1 m vsdfios: 



1 ihiji -he Elc":^?". r.':(j"':- Oi -",uN., o ..'K-'CJ) 103 hiss aufi^orisstfon frorn the Secure Oigitg! Contsni Eisdronic 

3 ir;c;- the Trar!S,"Ct:on D,=iy 5'IS anti Sy;'P' ~r;- -.c\ ( ,-:- cornpiele aiid sutt^entic; 

fKi^<^ii -"v^^.^ -^-^^c-^- K £^0 User Devests') ''0'»aeocrs'S*«ntV!(rh 

those Ugsga Corsdstios^s 51 7 ssi by tn& Co;^!s^n[ Praviasri;.; 1& ■ : Sind 

^\ it\-)J 5 " '3 ft vo'^^^i- turs ot? i( ^ - - . -OH, H'b C:!;>"n ^ s t e Svr-' xi <. 

(;>i&p606i T-r;i5 i.-i^sfvie SC:.(£i} x^SO nfitms ih« Bymn-s«:;rk: Kay 62:1 a^-^a Trans aot;;;;-: D.jJa &42 !>;..;:■ jn-.^yptSr-S 
Lii;incj n.-s Pubhc Kay 6S1 o! the find- Us-er Oevicafe) 103 If fSrsy vc-:it;c ai!C:;i iS. fi;..; s.:j(:.ci;-5s,f;j! ihs: Gk.ai- iioi-^iXji:-; 
55 {s} lOS d«r!(«;> tha iicansss to tfja Ef;d-U;5«:r 0«v:c5;(s;) 1f39 isrid ir-'of-nsnhe Erid liijet £}«:vk;<5i;5} 1D9 f Oseaunjj- 

!-!ttL!St?(«<j 105 aiso ifrsmsdiiusiy isjfcsnjs ttia EU'ctronic Digitai Content SsOfa(;5j 103 of this veriffcaiio;) fiiiiiifs. in isn 
isil&rnaie embc-diftjeni ths Cieanfigi-toissefs} 105 -he Ltcertse SC^s) 6S0 with ifs DiSita! Ssignatu-'e 663. 
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[0131J -r?"y h4.<^S'» '"'>-'>>^ i>^«f K*;^jr ^j»s""C!^,fc!-^<*i& i«»t«ifr '=^^sn^ >?tA«: o■"^s>.■"-^t ^'^m^'"' 
V, SECURE CO^flAfNEH STSUCTUSS 



(0 2] u < ^ ! <e: ftcSI )c-itsoH^v »*- ps- ii ». <- it I 

J K » s J i S 



• ^ yffC^ c ^ ^tfo ^.trivf 5 n5,<n,t-<3'» C '-or "iao 's<siiot'«nU''f*{i> oft ^ j 
» Piibissrisf of m isCis^ 

• Dssa tmt tne S^i s s was crsatsa 

• KSESimaof! <s8?s st Irse fe^-tsl 

• Cisarini^Hbtisep: URL 

» JO !0f c *>^0 cjo isEif t ed o'^^sdi.?! i tsjfSc t j v i tsSv-taijK '^B&A) 

• '^ipA M(5«aJ f < C'vpi d qo<<f of ^f of { <E v<sft{,<« 00 \<»d rt<^(>!»*« o' roiuooJ ^^m^ 

■^C >» i<3yftR ftio ri)t»*> v otjo'^sCK'S For <; k »t}pi{> < Cfe < c'*j J ihr- o , 't3i yo<3Cit3 e 

"-C C hdff ({>'*0^* }s\s, , c" } OE }^ otvi r ii 0 s Com " oi" " 

>i Id 3 ^ ^ ( ) * ^ V f I 6 0 1 ^ ) ' ^ fx 

it i <. 3 i 3C ■>! * ^ * s^ , \ i\ ii n o ^ \^ i ! J f ^ j fy 

! i.t! ji^ i -ic s tN'*fo?>.> m so'-v " 1 » i j { t Ot i: vijg civ.'s i'~c i^M^^OK 

"^"^^ 5 ^\\jr\^f-U^fn t oCr)f^'"''fiA^t}fr>co\s(ihaf85r SOV fc c>-o-3*sr} i 

have rscsids !r> trss fssw BOss . 

j;0t3Ci *;Cv!s> ■^■^y^isofr'^'vso ^KevCss^ pto' p!»r» <te>Ds»c e or ps^tt* ire use 'Oi-of tcc^ur^'o oviirg 
snfof ms'^o!^ sbaut -fmpf&m parts tne SC(s): 

\ \^ ft" 
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■■QmiWm «? Sie jsysTiiriStFf!; fe:y that was; ussjci sjncsypt the ijrtosypl^d pafj 

li Ihe SC{s) thus rsst cofisaif; any (jncrtypisd psrts;, Uwn thsf a is fso Key Oescriptio'x piif} 

[0138J Ths Rights Managsn-sent Language consists of psramsters ih^it can &s> assigned vft-uss so dsfins rssSriciiofss 
CoiiVjrii 1!2 ;f ii'i? tJifigc- CopdfS^ons 5:?. Sach Conte-^t Provt(j€!«s} 101 spsc:its?-5 ihsiUsngs CoridifiOi-ss. 8'-7 to- each 
i>; 6;?0 a«d us;eth8 infom-isdion to pKJVkie seted optloriSttiey 

i"" i< \ i < ' ; !< s. otrt' 13 ^< ^o o' Siofc >^ ' 5 r'- 1 < ' 'of< v. < < > ■< 

iS' C ^ >) t V. ^4 b'e b«^! 's^C. "^sifXi 5 A'.j (.'s^ ^ v t ^ > i\v ,) . -J.-tfJo 5^1" 1' s5.;i ^ ifo." u\; »V ths" 

* Song;? 
» Song a 

[8141] li^etadsia SC(S; 620 srs fc;:ji:t by Cofftsnt Proyid&r{s) 101 m& srs its&cJ t<5 detsrse Cmient 113 itetns such as 
songs. ThsC«3tens 113its,f?H iS noi !fid!jd--5<i in !h«!SS SC(s)bsK:a«se me sfe& of Jhs Content t13 is typscaiiy loo \&.g& 
30 for t^issjtrsnic Digits! ConSsf?- Stc}!«i(sS 1 03 and ertcJ-Ussrcs) to efffcienSy (S&vsf-sioad the ccntsmcr-s, jnst for ths psj^posa 
£>f accessing fche descripSvs rrjetadsta. IftstsacS: SC(s) indiidss an escteniii! URl iUnifofm Resoyfcs LocaJot-s) !s 
point to til© Coment Ths SC(s) siso inclydes rnstsdsss thai provsi^es dsscnptfvs sntormation about the Cons$ni 
'! 13 8fiy ot^hsr associated dais, such as for music, the CD coy«r srt arsd/or digitai audio dips in ths case ot song 
Content: 113.-. 

ss |St42] Bisctmnic Digits! Gontsnt Stsfels) 1S3 dovwlead ths ^istadataSCSs) im ^H\ci\ ttisy sns authonsistcs, 8fsd 
buitd Ofisr SC(s) 6<*1 . in short, m Offer SC(s) S41 consists ot some of the parts andtne BOM ircm the Sftetsdata SC 
(s) siong witi-; sdditiortal Sntotrf-otfon incivided by the F-isctfonic Oisjaa? Com^nt Stors(s) 103. A (im SOM ^o? she 
Offer 5C(£; S41 is cntuxod wtefi the Oflef SC<s) 841 buitt, Etesitfenic Dssjits! Content Stofe($) 103 ais?) )jse she 
MeUKi;5t«: S:?0 by Sixiracting ^Fsetiidats infomjsSicn frctn iimfti to build HTi^L p;)ge.>j on ^hair vssb isiiss •;!>«•! pnfss>rsS 

J^Sv C ><^' C M .0 Fto t'i<>^ ,S! tj-5.i<JiH S-t) ;>^<>y , Ot\ *C !V C '"t*>-! 

[01431 Ths infowstion intij* Offer SCts) 641 ttiatis aditeJ by the Eteclronc Digsai Content StDrsi's) 103 s typtcaSly 
i ip < ! i > d i i <^ ^ ^ > vito AnC\'.^Ct^K^41 m no 

«5 ^ - ■< < - ~, of<^v ^c E'pot'o?^!cOc;><iiCor>er(Sfe!^iSi <ri? 

Of ( !l K<^) )> th s"-t \ - ! t O UtUJ 3f t\ 

5S '< vi V cot S''";^^ f^'' . ^-'V * - ' . < ^^ , 3 '- 

inckxfed again in ths Offer SC(S) 841 . 

Ui-in i> - - - \;' 0 .-^'i.' ^i.' 5' " ' . cvPi ■• . - .V -■■ - . 

witfi S'/sryihifjg Eh«t is fsqiisfsd lo a Licans^ Watsnt5afk52? and access pyrchssed GofSsnt 113. Ons of tne fijr-icr;ons 
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stmctloris ftofn {h« Oi'ief SG(s} 641 ami ir-a ConXsr.l 113 frofr. >hs CcptsnS SO{si 650 An unaypmd Sytni-Ewific Ki;y 
S<!3 tsconi acii^asly cantehs fsxsrs ihjsn she «cttjai {ssxifyfii^tJ Syt^-t'-iinnc Key 623 3e?of» «>;(5c:iJi.!fi!j tsjs antfypuofK ti\o 
Gonisrn Pfovtdef (s) • 01 rrsay opSfons^' appsrna fte n«!-r)5:- io Ehe ijoUisi Syrtimsff ic K»y 833, H«ving Jh® ConJsfii Ffovide? 

101 jxirrie t'wtypted !og<gth«r wiih ih« SyrtifrteJ-'ic Key 623 p^-ovides ssscyrity against sps»-af« Cof««ni. Ptovi.;5«;{s} 
101 shaf has buist o-m Um<Mik SC{s) sbo and Oontsrfl SC(s) SSO ?rom SC(s). Th<s Ci5.;sr :\'i;"i.^;.!^^■^!;5^ u>S 
vsiifl&s that the nsms of the Contsfit ProvisSsr^s) 101 encfvp^ed togsfter wim the Symmsirsc Keys- Sk'} rr^^s^znei. 
j^sms »? the Gontsrst Providsrts) 101 in ths SC(s) esrSiftcals: 

(0;-'37] If ti-!{?!f5 .^K! any chsiicjos rsquirecJ to bi? fn;5d8 io tfiS wstSiTnsfKsng !!ist!tiCtiO>is by S'"!s; Gisa;-:r.-5HC"ji.e;r"; 105. 

^^- , . I ■• 5s tx< Yt^Si ^ip t"! 0 Kc^ ssOo !^ro iH- 11^0(3)* t" >^ r !t 
ffnL-iV|.-;s ihcni ■MjiWi ;js.:nc; a r-ow SyiTsfTXiisc Kfty 823 Tfje Syp'siTTOUic Key 623 she--! to-oroiypJss ijsirifj -no Pubi c 

iho 5C-S.; sn i s;>x -vi:;;? ;f;e;-;) ^^ijj.stf. <v:tSi jhsj PyJjilc Key SSI oi ihtj Ev«d-Us;ef C'«vioe(;5j 10S Thi? (;;«;3i:!H3!-v.X;«;-5;s; 105 
;;;.::ids .i; i.! ::$.;^^.s> SC;^-;; 660 th,:;! irsclixifts Eh& f^&wfy srHiryptSij SyrftiTsfttfs; Keys 623 and ijp-:5««>d w^aeiniark:^ ^ l ix - 
i-Ofis and sas^ds it io -hs Ersd-User DevscsCsy 109 sn respon&s tci tneOfderSCCs} 650; K the pracasisliig of tfis Qrd&f 
SC(s} 850 dofis camp^ffift sijccssstiissv. 'ih&!) tns CiiJifiiirsi^nG-js^JJSj) 10S s'sfcrns to tS1i^ End-User [)ev5e5;(s> 1 89 Stn 

The £r>d-Us.e!- Psayer Appiica-ion 1 !sS usss Syft-^-sieSnc Key^ fJSC; s'fOfn -f^s LioefiS^? SCis) SSa lo dscjyp: Un? Cojitef^l 
nz. msisdala. isnawgtefmsffcsnginsiwctionsThswalemisrkinginstfijCitonsafetiienafe^ Cofsism 1l3&f>d 
xm Cmtmt MB is ssramfelsd arsiS silcsredisn the Snci-Ussr Dsv!ce(«5^ 

D, Melacsate Sectif« CcsnSsiiKKr 620 Format 

[014S] T ha fciicwincj laDii- ts'K-wa tr-:S jjtit-s tt^sss sii'j "tciud'Xf ^•■^ef«'>!i;^ SCvs.) iiatii -Jos In sne Pavis ccc^lijmn 
is a i<ep«rs£! obisct incsiised to th& SC(s) aSorsg wish *e BOSvl <>iih !hs exceptxHi at pari mm&& Ihsi sfe suivouadsd 
by 0 chas-acters), Ths BOM contains s record for a«ch psst !ix:fodsa in -he SC(s). The Psti Exists coiutrsft indicMss 
vvhsti-is;- thi5 p&fT Ssssff \& scttjaiiy incii«ie(i irs th© SC^s) and li^e Digest aoiamr^ indicates whatfj&f s rrses^age dijj&st )s 
computed tof ihe pan. Some p?!!t?. rrtsiy f:Ot tse propsgiuesd xvhen a SCfs) ss sficiudisd in Ovher SC(s) {iss dsterrnlned by 
Shs associSEsd Sssrripissig), ailhOijgh the entire orsgin*: SOM Is propsgafed, TYiss is done bscauss ti-:*? sjntirs BOM is 
jsau:rsa by the CiesrsfipHoussts) ■iC& 1o v-sfify ihs {Ssgtisi signature if? Ihs ongmai SC(S! 

[01 SO} Ths Ksy Description Pan cofofrsns of ths foliowing tabis dsfins the records IMi srs inciudsd in ihs Key De- 
scriptsor) paft of Ite SC(s), Reoofds in stis Ksy DsseHptton part dsfins irifarrn sneryptiOfs kays^ and a!^ 

g&nthni& tnat were ussd \o encrypt parts vsithm the SC|s) or parts wMn anoihsf SC{s). Each rscors indudss the 
sjnciypied p«rE tiJSfTfe and, if necessssy. a UBt. that points to another SOfs) that irsdydes l\m enaypt&d part. Th& Ri^suis 
fsi<!rf-;; c^;^ki^nrl delirtes tte name Ih&i is assSg!-!««i to tfje fsait after W i§ decrypted. TM Encfypt Aig coitifW defirsss the 
ffnt! vc-iof • .sigo-^ih-n -hai was lised to enccypt lite part. The Key i<l/Enc Kay coiyrsf^ d0fiti&s aitt^&f m idsrssisicfi-tiofj of 
. \ ^ > \ . p NOV t ^ (.^ 5 . >C'(i o 5>-xtVv' tt)o -i< t ' bti»^€eA ovw,Ai\ if iH o'Xfyrt x-i Syf "•'t'! o -so^ > b : 
!! V. 1 I V. \}. }. It' ] X .v^tK<>,' Ac ••n\r->'Vfe> ^ < >■) at > )0 

< , )' 1 'v*«s >^i'^ ^ < * . ^v'-^'tr. t ■^'i O'^ v ( ^ >5''^vi>x „o *n sSi fi i Ncy 
The Syf5-! Key iO coiurrif! i& an idsriti?ic5t5iofi oi the efscryptfon i>;ey ttiat wss used to encrypt the SytTa-nsifiC Key 
SgS whs;^ ihiS Ksy id'Sns Key cotumn is as sneryptsd Symmstric Ksy 
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fOI 51 1 The fdlswif (Jemibss \hs tefrfw thai sf s ijscjd in tfis above MesacS^ta SC(s) tsbJe: 



O'l..] - -X prtf,i'^\ ^ s u - !ho ^(.y Dsscrip&ftri psst. This is s URL rhst poif>ts \s> the. sncry^Ji^d 
Gonlfifi^ '-13 -t^j. C. . .i ; . " K .-5 ^ff5oc>tJt8iS wih \hi& MeJadst« SG(S,! 8!?0 The ii^Uadst?. SC(i-) S3Q 

iisssf does nov contain she sncrypfea Cofiigrjt 11.3.: 

[MeU;df;ia ORL i A p.iN:'^ :eK:: ;r jooof in the Key Dsscriplion part. This is s URl that poirits io ihs encrypisd 
n-iSiadaJi, -S^.s; Coi-so-;; SC;,;?; or.H'.Mr:..*; i'sscsciatsci with this MeS^sdists SC{s) 620. Th& 5^$tacJata SC{s) 620 ilself 

fnciudsd in this psrt if ii^s- Memm& SCis) 620 rsfersnces niors than one Confenv 11 8 Usm. 



[Tnafkirsg in the CofsJsrsi 11S . Ths watsinssfkirtg srfssnjstions sTiay be itiodifisd by C;!fiar« 
EtBT'isci bacK VG Ihfi £f5d-us4::Devlocii.'5; 10ft viftfhi!^ the Lfcerisa SCis) 6B0. There fe a ceeoi'd trt 
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Key 6^3. bh swmq \im Is ^vas {c.< 4:!Kfyf:s{ iha wassrsnarking inssr^icticjns the of-csyptKJr. i^ijjixiihr;^ th.:ti wijs 
ysed Itt ssncsYPJ SysTifnefnc Ki&y §S3. i5>-sd ibs ideniiiissitlofi ci ih?; pytnb ksy is required ;o ciesrypJ 
Symnsstfic Kssy 623. 

o !;e - ^ < t -> * «. no i.«f^J V k to tiifi t v, > ~ ^ <. fi"* < t )t ^ ^ b c \<^V {^^ 

^v,- 2- V <. ^ %-i<"^'DA'hk"100r!to 1!; ■'-'"{-Its 0 <0V6<"1 O'^lf^Cli ' \ - ^^iS" " 

Con:!:i.;>U-{s ! - A C!?!t T!C>i;o ftof.-; a fron)t:c;^i(on aumortfy ot Sfom the Ctear irigHoussi's) '; OS tii^sf c.;>;-;!fit!-i;5 iht; signed 
i-^jbi;C Koy ■-'''1 ■■^f -'O onhJv irn; cfoa^od -i^o SG(S) Tnorft ?visy be niofe than ons? ccrijiica^t-, ;r v-hicr css-c; a 

cor=; !C ak -ir- S s.;:< :>'• ur;;: U o iC A' ss.! iovs^iooHitscisU: is; !«?;«.}5od wsni i? contiS)!>«: ih« pubiic tey of ihs- SC(s) cr<:j«Sof, 

* ;C • A ■::--ii^i(> :D ;; ••; •■:?<:; o hi; SC;;i5; by \hat crsatsS SiKi S(;(s), 

V i * \ < •< Ogs>r O'd?! ptc \ 

» ExpirsSson DsU? ■ Dais ^fi® SCig; expires ari^^ is no ^ongs!" vaisd. 

« '"■'<> ^ ^» «<\s) f^S Aj<-< <> . " " „s K\-> SncJ-UssrPtaysr AppifcaJ-crs l?5?;}miid 

•rn&??td Wiih ;c oWa ;'^c ircpc ' ^ jMc^ so accsiss ihsi Corners? ViS, 

* Di0Ja! Signslu-e Aici :D ■ Afi ideoJ^'se; cf irs algo.-ahn ysed so encfyps tn& t&gmi of thesoncaSsriated part digests. 

I \ i. Hf }. i \ M \ K {K pf(^ty*^i■'l.^ ««-a 

OutpijL Pai"i - "i hs> ntit>-:s,- to to iUis Oijtpu! pi:r! whs;:^ asv i5ti;;;Yp':eci pari ■:5iicrv'pt£;c; 

» RSA arid RG4 - Dei&uil aicryptiM aSg»f ithms used to encrypt fee Syn-imeulc Ksy^ S23 snd dsta parts. 

* £n£5 Ksy - A bsss64 emoalfig ot atr eaetypited: key bftstdr^g tet. when deeryptied, is vmi to d«»^t« SG{s) 

» Ci-{ Ptjb K<3y ■ Ars !diSir?t!r!«f that insgcates thsi Stte Gtesringhouss's 1 0S Public Key S.S1 wss mm to encrypt tJ^« tiaUt 
E, 0?tsrSecum Com8!n8r64l Format 

IStS^I Th® folfewirig tsbis shows the pstSs feat are; tekided ihs Offer SC(s) 641 . Tbs parfe^ wSj; tt^s sxespliar^ ef 
soma of me metadata pans, ar;d BOM from the Mssadata Sc{s):B20 are aiss Itseiuded ifi the i^er Se(s^ S4;t^ 
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Cenfem SSoEi&fs) 1 0S This irifsfErsaOot? is yij^tciaisd by Ih^ Cfoats-sgHoussiS) 10S fne«?ns of -he rsjcsiveci SG(si 
t«>vspi,-(t»s, •!> fEwkts si-'i'S \h8l atjythirig \hii{ tf'& Ei<:ctt wtc DsgsSai Content Slofs^si 1 G? :>v«!tldC5> i.s wstJjtn Uk- j-oof'S' 

Slecsronic Disstai Content Storels) Csi5!?ic.sl$ - Ac&fiitscaSs pfcvsasc £jsclronc C^iysS ^ Co ■ S'o^o.S' • ix-i 



[01 S4] 

Kt>i' Jt' 5 



oth^witivS \4->ki Shows \h& psns \M\ indudod in -he Tras^sasjtion SC{s) 640 && wsl! «ss its EOM <^M 
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» C-j-iii ^'j^-.s Pi;;j;!o Key • The fXnd-Usffr^s)' Psrok: K«y S61 Ui«s « used by she Cie«!ifisHo«si5{s) K-5 to fij-afsctypt 
the -■■Jyn f:x- f(^ ^ys: 623. Tix; £nd-Usar{s)' S^ublic Kssy S61 is l!«n5.fn!tU;d !o this Efectforsic Dp!«S Contes^t SiOfa 

» Offfit SC!>) • Off«r SC(s) 641 h( th'> Cisritiffti 113 sUjri'is th.-^s w$fs pufchiist'rf 

» SflS^rctions; ;>f Con^■^f:• Use ■ Af; aff«y of U.ssi^jcs CoftiJitsc.-ns for e^ich ConJsNn 113 'tsni beifig siufohasfsd foy ihe End- 

Ljj.erss). Thijfs? )s an mlr^ fof eisch Offer SC(s} S41 : 
' f-; io D"5i- .-<v - One or n-ic»e HTML p^ges tf^-ri me £nci-Ussr Raysf ApplitJ&iiofi 185 csisfsteys in ths imsmsl 

50 vsrilv th§ irstsqmy and SfUtiiertf scity of ihe SCfs); 

fhs hasfses of ifte SCis'> parts. 
4 Vt't-^i' She srsisgiily ein<3 *5!.!ih£-n-tc. ;y oi s-*?cf> Otisf SC,s>; 6^- • -•kCujOsci m Ehs TfansACiiOo SC\S! ts-iO 

ijy!pOi,t>s C" v.--ts!'J-iied &y C •„5.i!ii!;^Ho-js.s;;&) ll-s p^ifts asvd BO.V rof>> sio Dili.-; SCB; Hic at%^ i^xiuded 
in jnt' Ordsf SCis; SSC The SojYte sjnrsg in she Part Essssts coiumf! of 5li« iVSelsdaiaSCfs) BOM sndicafes that ine soma 
0? ihose p:s(TS. am sioi tnciuded in ths Ordftr SC{s) SSC, 1>i8 80M fr&f« tim Msiadata SC(a) 620 is si&o mduii&dmlhsiist 
Any cnjioge sti th.^t 1«s CisadsigHousJSis) 105 c&ri vsifdate th& ifttegftty ot ths Metedstta SC(s) 620 8rt(3 pasts. 
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The foilowms describes th§ tern^s shsJ ars yses in th« above Orcssr SC(s) 650 that were not previousiy cssscnbed iot 



Trsnssct:©'-! csws^^ BOM ■ 



csbs? card Thss iP^oirnstsftsi ss 



thsl tha Gffftr SCjs) 641 does not hsrtjfie the ffljsSorrsj!- bsKifsg ! 

may:h:aj?dieft[5ei>!ii!ffg 



h esse Sho C!«?ar!ngS-ii5!.isaf3) 1CS 
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pi SS;i Tfis f;;ik!wii-!$i laJjis shows parss ib&l -vo ifiobded is-s She Lic«nsa SC(;s) 660 as wsfi as >Js BOM, As shovsfJi 

Contsrn 113. »n<i Cof'ienj 113 triS'.acisUs s^avs bas-f- rs-s-r^cfyptiKi by ihe Ci^afingHousofs) 105 tissttg ths End-Userts) 
= Pybiic Key 661 . Whsfi the- Sfjci-Ussr Device(sj 109 recsives Ji^e Lic$i?s« SCis) SOO ii rfecsypts jHe Sytrimstfic Keys 
S23 fsnd use trisfrs to access lh& encryptsd parts frorrt ih& Lscsnss SCfe) 660 a«i3 tiis ConiS'm SC{3:j 630 
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[QiMl Tfis foSiowing i^bki shows (h« purln Xi-Rl mo !fii;bc^^d in -he Copts?*^ SC(ss 630 ^sjj weP as ih« BOU 











Vv'S 















[0161} ? fos iSwma X's^-Wf^os- u5rt^!» ^ n She 'itsove Coptet-iS SC<s) 63Ci thai V!fs>« nof pjovfeusly sissfiiiSsM 

* cypteci Comps'. C^ntoM 11v^ iwf w^s- cf jry^S^d by 9 Comni Prcsvider^s) 101 using a Syrtjnetfic 828, 
sit 8 ?<yMm:s;tiS K?y .V? 

Trc c js re '^cv Ds^cr -Tum ^^^f* tncydad ir> Ihs GontenJ SCfs) 8S0 ssrses ihs keys rssQUired is desjjj^fjf \hk 
^ i S£Cv,H£ CONTAiNER PACKINO AND yNPACKINO 



CisSisd in si^hsra muSttpteof fsirigte slap p 
Kisy Di5SC; ip;tof5 pari ate cr5U5t«d and inc 



OS anc; oij-^s- t-aquiri;'!;; SGCs) Packing. A BO?v5 and. n&c:8Ssa!Y, a 
ihjs 80M anci K«:y D&$.crip:iofi pads ssfsd to inciud® paris in !:h8 SC(ss. 



m 1 mmm 



CQdQ »!■ jtioy arecislisd through ^n ssxterrtai ifjfeffecs. 

IQiM] Tr-Q interfere to Iho pacisr ior ijuiicling a SC(s) ss iStsix; by aci APi ii-i^i «ix.«p;$: Sh:? foiiowlix; psii-j-i^-ss^ksre 3S 

» A fjoinifif U) a biff'ef of oo!)c«5ef?aied sirucUja's. Essh strucJ-jsx* in she fouffs*' is a cottirriiind io Win packef with ti\s 
Ir.fofrriatlon thsu is rsqyitet} to execute ths cornrviartd PacKsr camrrsar.ds ifwiucj<& gcisJing a ij^f- to the SC(s) wi^h 
an associated BOM record: adding a record to {he BOM, srsiS adding records to She Ksry Dsstsription psfl. 

» A miiss IndicaUng th& numfcsr of co!-icste?^«t&!l siructuras Gonti?Jnod m the abovs; descdbod buSsr 

• Nsns :>n.-3 ■;:.o«!:on o? ^hft BOM ps;ft. 

» A V:^;l;.-J \v;iil 03Cn DiS b<J!-;;; •-! aoi' rod iiKiJ as a m&eSVSCi naq fof iUkJit! US^.' i'S-sS; fOiitW-V "-.ro CuJ-fSf-jy (i&V.-'QQ 

s !»i;cU ■■(■ U;;; bu'i-jr h;jv«; bear- psocassiijd. BissjdSif--;; th«s psjri;S ;f:!o Jiifigiis iasi. tniEs- 

is psftcijrnsd whftn bitiidirsg a SC(si. 

5:on.-!;;;: o !i; •,x.-t>U".jf«;2 \;<p\ ii-asOfs? tJr5S SC-(s;) buf^rfit;;^ into a ofojoct. 

iOiiQWiiig pammeSers as ffSDUl: 

• PifS' Ai-''i C'l it'Ci ;0 c.-esU! Siii C"' ^slt-^ais ;'SOM$ p«?t Dy p%:&si;ig tf: poiiv^sr So s sirjcti.jft< that cofisisis of 

ic i. ■^^ \ --^ vt ■> cxf^^"- ^j^sistfjatWiSsSssoQed *i»?d ^ *feas v*t "^^sA'* 'et.i^s 

» The FiiCkaf has an APi imi ss !.iss^ci wi'ionsjver a ns-t ts- ad;3(!d to s: SO- s). Thss API accepts a SC^fSj hsf'dSs. which 

d m& pfiifi, she m(m to yse ij-s she BQM tor Vm pal, the syps at p&rt thst is being sfidsd. a iiaah v&hs to' She pari, 
fisp. m, 

• After aii of tiis patts f-i«ve besn added te ttje SC^s) « P&cksi- API is caned lo psick ail of tije pans. Jficfudinji the 
30V pii't !'-;o .-^ sif'jie sees) -sfoiQcs. which is syssicaih/ <s fii&.Thig APi accepss 3SC|s) harsdl<s. which was isrsvioysiy 
■sUi! -?o ssy t5 prsv ojs Packe: APi, ihe rsamsto us&torths packed SC;s) 8 pasnsef io s strycsufe with infonrsation 

lOtMj KsJhsi th® pacKSf orthaefitiiy caiiir^g paoKsrcan uss a S©(s) tampiats iaissjiid a SC{s): S!S(s| temfaiatss 
i^avc iPtonjnSiors that defsris paste and records ihai sre mqusrsd in ihs SC{s) thas is being buiit, Tempiates can also 
do?' x; •V'C'vr^sC'! fw.hosis and k&y rsfererices to use toreEici-ypUng Syrfsmefrs; Keys 625 arsd encfyptsd parts. 
[0167] T'\ i.'t*c«Jr has m APi IM {$ ws«3d to isopasik 8 SCfs). Unpssckwg 8 SCip) i« the proc^^ss of iai<iflg a SC{s) 
«;!Xj .5cp-if :-iq t! i>-!SO fis ff^aividyai pa^ls The pacJsef s«t? fefs be csiiedto decrysJ 8!>y of the es'iCrypsed p^Jts !h«j!:ww 

t:!X :5 CksSCi SfOT 5 tilSJ SO(s) 

B. Bii! «f IsSateriais {BOiSfl) Psrt 

^ ) <= VLd'xl t^^e SC^is) E'ich fe~cfd n liis B'^V to or sfrtjis 

\ ■! / ^ ^ tt>ro f 

3s. ! s , V ^nd j3 <j!gf5a ^sa" ^ t>re h n C!?r bo us4.ci o yi-lid» e ir« s-i* hem oty 



\ f ■• ( V «it o (jai V pert? t^n^ n a Sr << , T >■ f> f^^i NJxr ^to « ^ ij '^od 



" c \ oi "-(i T> f & t)rQ Sh>- { * 1 t ! i to o 'he o ) k ) ^)'< v t ^' 
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Th-j iij psijpofty is R tji-isqsx; vsifuij {h«! {ssss^isxr-'i So this spsciffc SC(» by Ux? efJ-tty Jh«! « cscxnsf-jj this 
SC(5!) T>!!> fomtal ai the V3!«0 ;s iS^.'sSixsii ifi a later vsfsion of tfjis dtxiiBTuisil 
vaiija Tix& T preEXiJty spesifi?-;} She lyps oi' thsj SC{s), w>>ici-( shonki Xai one o?: 

ORD ■• Af) Order SG{s) 650. 
OF? - Ar? Offer SC(s)S4i. 
UC - A Ucsnss SC(s), 
TRA - A Tfsrsssclior! SC{s) 640.: 
MKT vA Metadata SC(s) 620. 
GQ?si - A Co«tsi1t: SG|s) 



■•;'P«;rJy IdsmSfies she author of pobSishsf d ths SC{s), Author/ptibiishet iderttsies shqald t,=j>> 



con-iparssci, vvt-ssnevsi possible. vv;t rcjhiK. 

The CCURl propstty iosniifies the URl of if^e CieiiringHoussiS; 105, Tiis vsiiig shou!d bs5 ol tsi® forrn 

7h£> H pr.3|^^:5!;y -jo-rtuitts iiigora-irn ihs: w.^s. i.!s:a<! io CiiicuiaiG ;r;i;SS.;:gt; i, -a'. parts 
if-seiudSiS in tns SG{s.) An iixarnpie dsg&st sSgsrithm is UOS. 

A D recorti Js a d.%t« o( pan en?fy record thatcoj-itaim isifofmaOofi mat idsntmes tiw '.ype ot pari. Sii& nstms of 
Shs p8r-, th* sopitofia!) digssl o? the p«!t, and sfj (epUpffaS) irjdieation thai th& pan is not indyded m lh« SC(s), 
A - sign iiTin-isdiaseiy afisr thg typs iderstsfisr is tissd to sndtcsts that tns pari is oos Irscfeded in the SC(s}, Ths 
Joiiowsfig ars resswsd types of data of psjt records: 

K paft.,natns|:dig&st| 

Spseifiss thsKss* DesjfiptiQft part- 

SpesSifi^s ths W8termrki?^§ instrtidioM pm.. 
G paft^rtsim&lsspsl.! 

SpsKsifssis !h«^esn(fio8t8{s| ijse(3 to vsisdste the digtal ssgnsuufs,- 

Sp«x::i{!i?s ihe Ujiage Gsftdifiofis pad. 
YF part, jisnjo [dsgesti 

Spscsfiss ihs Tern»lst« pa-t for tn?! Oreo? $C{s:) 650, 

Spsc^Hss ihs- Tsmpiate past for the Lso^nss SC(s) S60. 
m pan. name [dsgesti 

Sps^;;:' !D{s.!ot tii5 Ci>rit-->m 113 otths stmfs) of Cofiterstiis {jsingrsfersrtr^^ 
CH p.vt ■■■^meUi.^o.-jti 

Spsscsfkissfi-fe Gieailrstif-ioijse^") 105 csfrifscEste p«ft. 
SP j){-:t ju-iVse Itisi^fssii Speciiissj; the [iiee.ronk; C i. '.^ ? ■; Ktc.'rs!(£) ■!;33 coii;f!(:;5iSr p«-rt. 

5?p5:d-":os; ==i BOM p;-?t fof ?!;ioth<;E SCis) ihai : ; -i 5 ;>i.:b■^><^^ of par's i ioik. Sc-i vr .SC;:;; 
BP p«?t„nsrrs8 xc ,p8r!„ ;ian-!8 [digest! 

Spsciiies a SO!\,<s pa.'S for ssnoiher SCis) \hi& is indutted as a sifsgie pa't in ifiis &C{s}. Tf;a sc^parS^fiasfje 
p.!;r;iifPoiftf I,? ino !->i::ne of th» SC{s) part fs^af (£ ir^oiijded ifj this SO-s) ^wid -iiai t.'S'.? SO?v^ iioiins-s a 
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Cv Key Dssei-ffstiofs Pmt 



Thcc/ CfK \ 1 ii r- tScm 8! fOiCJ scs U e 8nc>£;W *kv ih^twi us^jducov vo^lR<^S/T>ms^t*<• 
wss : usied to. ertcrv'isl in© iJas^ 



1 1 3 , Th is is oaiied the SC Afiaiysis kjoS 1 S5. soms configurations Ihs Olssr- 



?^!&c:l!-«?S!C OigiUii ConEsint Storeys) IHnbodifrisirti 



EsecSronic Osgj'.ai Cornets 3lor8{s) "iOS t*'- . 
.'io;;;- Co ! : to ttis Secii;« Digtial Com 



Si,"!* ic p5!fi:cfpR!-? as a selssf of Corneni 1 1 3 m jhe Sscufss 
rsqussi -o ons or irso- e of !:hs Dlgm- Conimt Ptm\ii<5ti&) 
u Eimmnsc DiiStofeyjion Sysifit?? tOO. T-here is f?o dgfinftivs 
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pfoce^i. \ot rfiP^klng \hs mqmB s;; toEig 35. ihs tv}Q panm come 10 Sfi afsrjssjfixisil .Afi«s Ihe dicsitiis conienl Jsbel sych 
iis a Music !,abei » $j Sofsy,. Tffns-Wsitrier. s>tG. decSciss io aiksw ths Electronic Digits! Contsfit Siors^s) 103 -o seiS iis 
Co ^\ VI'' C, tho Ck> 1 > -(.i'-^o^ •>ot'5'' ■< s>? s ^ ; T j<. «xi 'j^v <j y v ? E ^ dti wtt «} u'qt'i^s v h?> t ctw l. ">i>^tU3 Cof«o t 
Siofsfis} 103 Ue «(3<!ed Xo \hs Secyta Oigi;ai Contef^l Sisciyow OissriUition Sysse"^ "^OO. Th« digSai cofuem tabei 
s pfovides ti\& fK«ri« of th» Siectfofsic D\gM\ Cornens Siotss(s) 103 ai(S sny olhsr infofnialiOti Jha! fr«y ise f^qwifsd ^or 
fhs CieafirsgHousei's) 105 to (seats s digila; certi?teu& '.of !h§ Ete'onic Dscfiiai ConiiSfii Store(s) 103. The f^iglisi cef- 
Jlficafs Is sent }o fhs disilai conSsnl iabe! in a securs fsshton.: srscj then forw«rdei^ Isy t!i& digital content isbei to the 
E!iK:tronlc Diejjtai Cofttsni Stors(s) 103, Ths GteafingHouss(3) ICS frsaintisins a d8ta&as«5 0? dl^ils! mtfifcatss thst it 

it) Sha issuer (s.g, . the name of CisarsngHoassss) 1 0S), a mngs sf dmes for Sfftich tm csriifsoais is considsrsd to bs valsd^ 

i > iSn !! ttS If i't v., ^ I t v.i f t. ■'^'O ! " h f) <,<iV S It'l ' (i ) 

ihe Public t<s;y S21 of tiis Cbsiririgt-icuseSs) 10& can vaiidate tf-a cafisfics!® and ihe'i be asssjrijd th;jt a SC(s} with a 

sii^natufs th3t can vaiissatsd using ttte piifoiic Scsj? from tna csftificst® Is s vslld SCts}. 

ii' [0''T3] V ■> „ (. ji. ' it-^ "-nw ; 1 <\< vi. i otini ^ ik ! <■ ? 4 V. \ < > 

\ ^ ' 5' n " 1 ! V ■! ?t \ <^ V, t 

C ^ ^ i'^O - ^ !^ ! ^ vs.-- " " t i,"^ -^^Cv \, '^u.Jv >^ iC:V<jC^ ic- 

}m may Ijs If^ciuded as one 0? the parts In a UcB^se S>Cis] insi is crestsd by she Cisarsftgi-ioysjJis} 1 aS, SDd-Us©r 
iL'Cvicc-i'j; lO;.* !-;cep ^. cony t^^; tt,vo^r*^(CT> 00 Erci-Jse- Dov-c^is" lOv so -.Y>cy c?,n i,se u as p<ift o' th^- 
^5 i \ ,^ ; C: x^■of 1 03 ^§it8? esstifbaSS vaihaiasior?, WJ^&nsvsr \h& End-User DsvicsfS) 108 receives ii 
l..;c■:n■ii;:^ Sc;,;;.! S60 ;! doU;nf;:;^s;,-$ vvnothsra new rsvcjcaiksfi Bst is Inctudsd afid it so. -he ioeai mvocatior. iistdn the 
Eiid-Ussr Devicois) ■ 09 ta upciaiod. 

M 

[0l74j Th® CIsarlngHoiiSsis) IDS receivss an Order S0(&) 6S^5 trom an eficJ-Ussr{s) after Jhs encf-Ussf(s) has rs- 
cssvsd Jhs Transamion SC(s) 640, ^ftiich inciudsthe O^sr SGfs) 641 . from the Eisctrmic Digitai Corstsnt Stdm(s) 103. 
ss Ths Order SC(s) S50 consists parts tfiat contam iriforrristion rsiativs to the Corstsnt 113 arid its use, irsfort^-istion 
sbosjt the Biefttfftfifc Digital Cantsnt Stors(s) 1 03 ttjat is ssHing the Oonterjt 112, and iritormalion 8b»sst the £nd-Us&f 
(s) U-!?,' is purc;,n«sin$; ihi; Cofit^ot 113 3ei&r« th&vOieafsn^otiSe^s) 10S begifis pfocmSf^gthe ifsformation in the OrcJsf 
SC<s) 650. :t !i:s; pof;orn-s som proeesssrsg to iftsute thst {h« SC($) 1$ in fact vatisj snd ths> data it contains has t^oi 
bsen-mmp^ in any way.- 



1 03, ttj© Snd Ussr Oevicots! 1 09 or any (xmvsmsaon of ihsm.; Then . she CieafsngHotisets) 105 calculgtss tns dsf est 
0? the- coiwatenared part digesfe of *s SC(S; and csn-tssrsis if with tne digital signaturss's dsciypved Content n 3, if the 
iwc; v--ii K'$ iv.tc t".:; c, .5 ui .iKsfti-aure ts. vfabd. "to verity tha insagiity of ft&ch pan tho Ctt?.-tf tngHoasv.,*; ^ Cw cc,.rips.ii!>s 
so: if OiQe-j 0' if -s p<;;; •='.fd iiompares it to the digsst vaiite in the 80&!. ■i'h<s CfsarlngHoussfs) 185 toilowi tf!(5 .wfis 
.->; X \ \< t' ■> .S:o't ;i sssjnatijrss sod pad snts-grssy for tho Mst.sj«ata ssnd Of?sf SCis) 641 parts; inoiiidad wittUn 

5 ( ^ ! ( ii;V ^oi,t% r M t t < 

h>;;5 i;v«:^;7:'j;h:i;.' 0: ths ,?(S;>odai pfivats? t<ey, On!y the Sls<;tronic Digital Cotufii?! SJOfijjsi} 103 h«s c-vvneri.nip of if-;? 
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(S! 641 ptibskt keya 

[QiTTl Tfiijn, SU)!« Usjsga Goi^dilroi-is 51 9 oi lh& Co-tSftfU 113 which 5hs> S^ti ■Ussf(s> b jJUfcNisinjj af« vaiicistsd 
s »y thij Giesiringi-iouseis) 105 So lEiSi-ire thst they M wShsn ih« fsslncSions thai were sei if} ib« ivSets-tfeis >SG(ss 620 
R<fcs» m^il ths fviiei AdtiSa SCfs) 620 is \r.cmm wiihifs the Order SCf«i SSO, 

w (0 «.! s } { K V t t 1, ? •< t s ! l\ s- t 

t <- I. - 5 ! uf*^ i <M ti^ y ^uKvift i.5tfJv' c>v V " 1 S ^ of" ^ ^ ! ■>! 

Coiiio:-:; SlO'Cvj:'; ; o;--. ;ho vRiicisSfc:-'-; O; -ho Siore IJisge -Ocji-iditiof^s 619 r.^sve l--:X!;"! coinpioioa s.ucc«»sfuiiy. 'The 
f- ' < - f >!f < ;..v. „ t>«^C fv'i lily t < vi<.M , r s >\ < n"? c>;At:<3 " l')o ^cy 

1 V (. (. i > > lii K-yf^;?1o' V ^ - o ^C>- "^ wro^tf ^^y^ 0 

iS Keys 623 «!s dcifis »y thft CosiEsnS Pravidos-is) 101 ths ^5s 

within the ^^eladals SC{%) S20 pottiofi in the Ords? SC(s> 850- 

pO!-ifon of ;he Ordsr SC{»} 660. The CieanngHous^is) 1 05 us$s its private s^ev dsesypi the Syi^smstfic; Keys 623 and 

I sot k> ^1 ' hv 0 x>., i ...V ~'i'c^ . <^i>p,oub\ oj ic\«\sc;J:^., CiCjaedr 

zs thg KiiV Descfipiiort sad of ihe Lscsnss SCis; 660 \hatth$ CiCii^rjfxsHoasafe; 1 0K fefsjr.^islGfhs Ei^d-U&sr Qsvics's) 108, 

fiCcfisonstaihsfwateirna^irsg instuic-iOf'S. Ifthssssihecase, Sierta'tsrtf'feCteartngi-louasfS} lOSdsaypfsli^eSymPs^^^ 

oei «s om of lbs »am wsShisv -i-iS; !. iconpo SC(s) &S0 rhat gsts !-«T«tned f& \M Kud i k-y Ccv toofs) 1 0*$, 
30 if all of iixi procKSStfiQ of mo OicierSCfe) SSD is ssjCcessfoS, tsisn ih& (^issdsigHoiisafS! 1 0S retusns 3 llosnss 

SC{S5 SaO to me EE5d-Us.sr Disviceis) 105. T^e Snd-Uss^' D8vfcs{s5 10g tises the license SC-s) §eo ififixn-seii&n so 

{loivnSoad ihs Contests SCss) S3Q gnd access the SDcrypted Cofstsnt 113 and nfjstadass. Tfte watsrr^'fsrKirig isisSrucSlons 

sm also esseuSfed by itss End-Ussr Dswicsis) las, 

a CfeasingHoussCs) 105 is not sbis to suoeessfiiiiy process m& Oro'er SG(s) shss> m nmi page is 
ss r^{\sm^(i so shsf End-Usof Dsvios{s) 10S srvd dispisysd fn an ssitsmst tsrowssf window. Ths HTML page jficSisafes. the 

{■S8Sor? that tfio ClesHngi^OiUSs^s) 1 85 was anaisis tapmrns ths trmmcMon, 

[DISS] in sfj ais®.'f)iate«f«bociifTies-iS. i? ths.ysef pyrohassd a copy o1 the Coftet 113 prior \o ihs mtee d^sse ses 
for the sisie. sh«s |..scens©(s) SO 6S0 is teSwmed withoiil the SyfrnieSffc Keys 823. The Ifcenssls) SC 660 is fslurned to 
she Cies?irigHoi;se{s) 105 or* or alter ths fsksase dsfe to fsceive She Symm^iricKoys 623. As an sxatnpie, the ConSerss 
« Pf')Vid«f(s) 101 3!t<!W !.is*f3 to dc^wnlsKid a newsoog pdof So she feSsijse dase tor the s«ng te ensbis ctistoniers so 
dowiiioafi ii-se s;ofi9 bo proparsiS ta piay ths song baJorss a date s&t by ths Cooteot P«!Vid«r{8) 101 . I his afiows 
if>^.(T.&d:;3to ;>f::>f ■ i.-iCj Gontsnt 1 1 3 ori SSie f^ieaso diJts withoui hax^n^ to contesit for barsdwisfeh and tloiSfnioacS Sims 
»n she jeiesss dm. 

[O'&li V. C -i^- 10' - - - - ^ ^ I vs' - 

dJslriSsijtion of Goniera 113 to various courskios by porfofirssfig ihs sams ctiseks as li-fo Gisahs-fgf-iayss;'?.) 1Q5. Th& 
Ciaas iSjgHouso^s) 1 05 does wristevet chocking SfistS ft oar ■ in case she Clssitfor^ic DigiSai CtjnSont S{0!-e(s) f il3 (s igriortng 
fhs {.ounfey sps<:f& fijiei- sc- by me Contsnt Providf5r(s) 101 . 

D, Asjdit Logs and Tracking 




the Key Descriissisfi pan of She sv'essdsfa SCis) 620 
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of pu>posi;s such ss aytSits of th& S-3<:tJf« Diglta! Contern C-isxtfrenic DistfibsiliOii Sys'ifi-; 100, i;5;;x.-Pu:or' o; r:?j.-:;;;:5, 

TfisjCseafljigHoiiseis) lOSsiso m«lrsfefns .jccoufii bi-bf-ces if 3iiii?^g Syteysterri 182 fot lh« SiecUoote C-^ilai 
s Comsnt 3m>(¥.} 1 03. Pf Icing sUKcSufes forfhe Efscilronte Diglfai Conls-tl Sio!(5{s} t03 is pf»vfde<s to tfisCiesi-ingHoyssj 
(s; 105 fey the digiia? cofiiem isbsis This ifsfofmaSon can mcferfs things iste current speciafs, volume (iiscoonis, snd 
account dsHcIt iimils thai rsseeJ lo be impossd on the Efectronfe Digtlai Confem Stors^s) 10S. T>ie Cl$arifS3Hous®{s) 
106 uses l«e p^i&'^c, fnfoTrssti&n 5o If^scx bas^>nc«>? of :i>s S'SctronK; D'^iiai Comem Store;?! 1CS3 ana insufs fnat 

JC (01 67] fG"tiA'!tiC) opot?r;ons ass? ■ypscrfiiv Soggod by She Git<a!-ir>§H{iUS&(s) 106 

' ^y:^a lJs.c; ijjvfcois; 109 r>3<5U£fS:S for Licsrsse SCis) 66<3 

' i:ij:iPi5i<..>!-n.:-f L.-can SC(S) 660 to i- nd-Uss?!- Davicre(55} 1 0S 



* Date ssno time otihs »sj fchsse vfsfssscsyon 
» Oj^tsRt iO of tM ftesrs ijeing pufdissgd 

* .identification of the Content :Pr!>viESef^s) i.O:t 

» l\',-^s ^■'.-^ , ?.;5 i .>! \ s.>\ - ; 5 C>>«f&!ii Stomas) 103 

» idsntitiaatioft min EM4M&r D&vfS©{sJ 1 09 

» £nd-^Ussr(s) cmttii: amd Mom»mn ift Wn OmmgHaamisl^QB is har<id!ing the bsifsncf) 

{QiWl Tfyj fel^isssfing infaftnstiof! is lypiciiliy fegggd i^y f^e Ciesf ingHotsseM 105 im m &mAi»sf9-mi$k<m^ wli- 
jts5ion: 



Dais sncf ^ma oMhe fsqaest 
Asi»ijf5t chsrgsd to the or edit oafd 
Oontent SD itsm fosingpatcbassd 

Tfansactiofj iO §35 xhal adssa by the Pecstwic Digits! Gofrtsm Siofs(«) 1 03 
idientiSicgais>n at Beetf ontc DigM^ Centsm Stofsts) 1 03 
;<:f{>n;ifKa5lof; of ih& er((Risaf{s) 



■! !5 JYpiosiiy ioggc-C! by she Glo-arif!g!-ioLjse(s} 105 whon a License SCis; S60 is ssnJ 



* Date «no time of me rsaues* 

« Conieru sD of the fteni fjeing piii'CJha^sd 

* ;de-nt:i";cai;0'i of Confent Pmvider(s) 1 01 

* Usags? c;oRds!ions 51 7 

« 'i ;«;is.a.;t;G--: lij 53& ihst >vas sddisd by m6 BsctTonis Digitai Cem&r?! Stors(s) 1 03 
» ;defr:it:Cdt;o-! of six* EI;K:tKtni£: f)lQital Cofitsnt Sfs>f®|s} 103 
» kififi!»!ca?.!on cj? she EjK!-l;ao«s) 

pi§1^ Tf!» f&Stowing ir(fi>fms!ton is -yptcaiiy logged wf-&i:i a impost f&quest m rrmde- 
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» Utef-lif;<;r of > i v \ ^uasvsf^ 5 )5?p;.-!J 
E. R8jSortin§ Of li«sa!ts 

[01§21 Ro^- ^ " -^^--f'iiffc; by ihs ClestjngHoys^'s) 105 usin* 
ioggsd dLirsns £ivi-;j3sr:sj pu!ch».«e {ransadlofis. Content Providsrfs) 101 and Slscironte Digitai Conisnl StorsJs) 103 
-"^iK \ <^i»>iT U Ck'-'>"i5'^-^^>»N«^ 0*~^<"-jr >^ -^Vsrtfc n it) -f^ -^v c ' 

ESeatroiifc OigtJai Csnte^i S{or&{&) 1 03 to nsq;j«staftd nacsivs -sports, T'iie Repors Rgqsjesr SCfs) iiic!ud&s a certiftcsts? 
5ha5 was assigrisd by Sh® CiassrirtgMaijss^s) 1 SB the smiiy iniiiiitif-ij she request. The Cleaf ingHosjsa; s 5 1 0S uses Shsj 
o^ni'icaie and the SC's ciigitsi sigrssturs! to vsrsfy that th& rsitxiest ofiginaEftd tfOifi an au;hors;ftd entsty, Ti^si mquest 
< ^^. ' ^'i . s . . ^ i,- a. Ms \ . i ' '5 Sio !V K i<(Vs^ ^ X ^ hc>0. ; xr i^.^oi^"''* o^tS <<3to5 
thfi rsquiist para?T!6?ers to tnrsare -hat t^jqijesjere cart ar-iy rtX:s:v& !nfa!rRiaJ!Ofi tor iSiiiicsi they ara p&ro-itXiKi lo i^ava, 
f 01 MJ n the Cte3«RgHo«s»(S} 1 0S detemsines that the Rapm Baaussr SC{s5 is aijUisntIa and valid . then Ctesr- 

Scnx. !cj<'>;;;? "usy t;c ;aj<orr&;s;>:i!y gsfierafsd st dsfmed {Ims int^fvafs stored «t she CieafingHouss^s) 105 so 
uiey be iniiTicciijJit'iy :js.n; A'hcn i? requesUs f8C«tv§ct, Tl"i8foiTR?stonhe daia incfodstjin Ihs rsport defined in a 
tafer vsfsion of this dacymsnt, 

R Bii\m§ md Payment Vterifssstfen 

ptSS] Biiii-xi of Conjsnr 113 can bij i-isrtdied etiherby the CiSiSrinqHousajs) 106 or by the EtecirGmc Dl^^ita; Goetent 

Uo^ilo Dicjiirii Content Siore^aj ' 05 st-pii-aiai 'iha c;f!d-U8i5r{&)- otdss- inta eieoJionic goC'iiJ. arid it iHppi;c3bie, iiihyalcai 
gootis. rhs Elecuome Osgitsl Contsnt StoraCs) 1 0S theri, noSifies the CteifigHoijse(s.j 1 65 ot ths transstcsiofi. incSuding 
ths BKMJs«{8r Mteg-Mcawattim, snd tfte: tois! s.*BSum Jhst mem- ts b& authsdssd^ The CfearifisHsussCs). lOS su- 
rhofise* th(? Snfj-UssrCs)' ersdst cafci «ftd returns iS swSiticatsors bssk So the v^isctronfc U^^M Cm\m\ Store(s) 103. At 
ihs s?irTi§ iifr^<ss JhS! C!C!iJnngi-io).!5-.tt(s) 105 is iSvishortsing the £nd-Us«?r(s)' cfedit card the Efectronsc. Di^iU?! vOfn«!ni 
S}ore(s; 1 C;3 can change the- £nd-Uss!-{s)' cr&dii csrd for any physical goods Jha5 srs i^sing su-rhftsijd, .^fter ssch 
stedronic itsrt-i is dovvniosdsd by ihs £nd-Ussr Dsvicefs) 108, Jhs CSsafiogHoussJs) ICS is notified so the c:r(d-Ussr 
(s)' omdis caits c&f, bo cnsrgsd. This ecciirs as ths iast stsp by the End-Ussr Oovie«(s) 108 bsfors ths Contsnt 113 is 
sfssbJscf far usia atthe Snd^UssrOavicefs) ^08> 

tOlMj if} the; case whsrs lh« € tooaio Digitai Costsnt Stereos) 18,3 handles thsbiiling of thssleetronia fisntent 1 1 3 : 
ths GlsadhgHedSSfs) 1GS: is net mslMi sSm^^-tiatmenkxi ua9!-tft» Ensl'Uaer De»te6$8) 109 sssnds the Oft^er SC 
(s) 650 So ths Claafi!i9HC!Jse{s) 105. The Ote}rigHo«s<g(s) 105 is sSiii nosifi-sd tjy ihs EjxI-Ustjr D«vfe«(s) 109 afiet 
each «ieetfoftic <XQm i$ dcswrsioscisd. Whert fho Cie8rstsgH0iJ8e{s) 1<55 is rsotf ied a s^tsds tii ntstfetion its th& Etecfronic 
0\gM Cofiisfji: Stories) 103 ss that the SiscSrsf'ic Oigitaf CtxitstiS Store(8) 103 can ch»fg? Ih® Eod-Us<;r(s)" CfficJii card. 

fsqussi a revmnsn'^ission 0' tha Ccnteni 113. 

[81-981 Rstransmisssons of Content US are dons when an tiis-vsotts) requests a new copy of a pmviousiy pisr- 
ior She Contenl'ns flsmjs! tjnclsrgoing re'.i-ansni««ior(. then the Tnsrisacliot} SCis) 640 inciti'-Ses iriiofn-iaiion that tfi- 
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mgHoimai^) 1D5 ici ths Order SC{5>) S5Q, Tii-i G§«i!!rt!j;-io!JS5;(s..t 10S ifiKifps^'!;; Shs; fS<ig ifi -ht; Oidsf SOjs) 650 Rt-A 

miumfmmmmmm 

(Hi 1 nh <^ J J ovd'^St <'<*(-■> t. 



<.<^ ) ->< r , '^tii Its i <? 0!C}f'4 •^coniiiT f-^ C "^S ot DD}' ^ 

' "Mvi 1 On tvj'^ •' r">D^ lODc^cii qstos-f Cor ^ent 51 >j 1*3 rfoTfi tson "ac 8s t ^v, ) 1''^ *■) 

» V o'^teftt ^istj-^fssitiii't To' '"0 esioftr Di'^ssccs SC^v^ 0 OS's '^'^ ted <ii«'!ib!.,»f i,ant»6s ii'^CiSttt'^'"! 
hassfi^ 5s!te$s> 111 ms timron&QiqM Content Storsis) -? OS. 

ORr oad >3^ % th' F tn^iraoh. Di^ft*- Cmk *aiO'^ '^'i 10? 

a. Work Row MiSfjasjsr 154 

<^ f I. ^ >-!!.'' mdsv d mK j'lr 
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P2a4J Tm W>:>rk >-"iiJW ^ansijjef 154 aisc; hjjs « ushk Intssfacs, JSiJ s'xafnpfe Work i'-km U-Anmm lis«! isns'rfecs; 700 

» & coofigijratior. paf-si {-Ibw sp«;cHic«Sfon o? defeuit v^jyes and aOiJdiJiotus to b?? sssssgswti and psffofi^wci dufff-ij 
s vajicsus sfiiges of pfociessttsg 

» castcjrrifsaticsn of IH woffe. fioxv tyiss and aulomaisd pfocesstng flovsfs 

• job schsdasirsg 

» ststus (queries arid rsports 

« add corntrisnss or ifjstftjcriions toe a sod sssoctatsci so one or mors procsssss 

(020S] L-fiCh ;:f.x.£r^s. a Cr i:;i:6; ;.ic?soc;ateci 'am!?! st mansgecs by me Work fiow MsiPRciar iS-i Ai: ■^rocss'^.a? r.>- 
i'tooi) m a wait aists? i:f trisre ace no sobs currs-fttiy is assossaisd qmun or fsfernifig to ti?.« procsss; at! tnfofmaiton 

T lias;.- ■ iiiss ;:.:5ri jx; cusiiofnisi-ii Uy tha G(!nSarit FrovsdasvO 10i sf ii nsu; Si-iocsa! piix.ass>ia« feqi.^;f:^••ni>^•^s or confisjurcs^ 
sped'ic defsu?te ruiss. Wh^n a process mpods cefTipielbrs of ils assigned task, si nosiflss th& Work Flow hSanagsr 1 S4 
z4 this status and the VVerk Flow S/lafjsgef 164 decides what qiseye the jofo g^Js ptecsd on n^xt based on 5hs definsd 

IGSD?] Cc n^:r.;:ii.j ;rc- eating special handling insinictlons or notices may aiso be attached to ths product at sny of 
V --^v.-" V i,*. ' :^ her the progwsfBtfigAPicrnianuaiiythfOi^s^ she W&tkFiov¥Mi5naqerL'«ef interface 

pfocastas daiccnbed bs-icw to: ■ha VVctik Kktw Managa;- '64 '.mo. oa a Viitteiy of hardvv^iM- ar;d Sv'f/sara pfaitaivas 
Tn& VVosK ?"!ow r^^aaagei 154 m a compSefa system or as any at ifs consfMa processsis msiy ba distfibi^isd as an 
appik^tion pfograst! iii a conputer feisdabis fnedium i«cl«ciiftg bus llmif&d t« eSecironie disttibutios) such as the wab 
3CJ mmiio^Y diskeftea. GD BOMS asid f amevs&ie hasxl dfefe dtlves. 

[829$| Tiiffsing now to FiG. 8 is a islock diagrafn of the majw prswessss of th« Worf< Row Manager 1S4 corrsspoadfag 
to FiS, I. T>se foliowsng ss^Siofss &!immris« each procsss; and desedbss She ififo^^ or a&iitsn rsijuired by each 



Jobs ai^e pisicrad an ^edfic proceases s^ti&yas orsce i^ll is-iftira^atson raqairea by tf^sst pf &c«kss is avaiiable and 
th« job i-ias «!rs3dy auccmsf ijiSy comptet*d aii d?;|j«r?dant prtsegsing, A specs si (jwewa «>xiss$ in th& Wc!ti< Tiovy fS/tiaagsjsef 
"i54 whis;h is sjssi^ •» hol(S job?; fet afs EWt carreatiy availaijie fo^ ptocessfng dae w missing infotmalioa or a Imkivs 
thssi pfsvent fariharprocrssi-^ci, Tf ;<jsa iot-s af■■^ piacad in th« Ptoduct« Awaiting Acsioa/SaJotnriatfssn Pracs^ 801 qusus. 
ivaoh jab in t:^:s atiasx; has a;5sc.c::j;ad aissijs to incsscata ths mtloo 6t i«{oft«8t(6n it la waiting tha last process thai 
— , a . ) d*' tM ''!r5/>fj jcac>d;oanc8 ttiorpi^^ssng OS addgianaHnforma'^ori sofovidad 

(CfS"'i| C-,.n-!p!i-! on - ■ o VVoik Flew Msfsegsf 1S4 to Check ihfs qusjje and dstormifis if any 

-^s if i j - ^^ t ^ X v^f^Sis t*3ctier)o fafcfr^ationo'ovfdedby '"^sproctss t' so that 

iOD ;s. qi.iei.iac: so ths spsfopnais proci-ss queifa. 

Hm Cmtmt k^^umt Fmcess 80S 

opsrasar lo itiaritify thaasj prod-jcis fi;xi i.-;,5a. er 'i! Sno New Coriiarv. Raqaos^s Process BOS This 

55 inciodad lo asquast a'isaKfa! e;)try oi »;a iaiorrr-asc;p feciij-'aa !o ini'aaifi iha aadio processing phase m pasaiia! w:tfi ifuj 
A>.:ti.|" .< \U-:rtd-!U5 'VqijiSftion P^•o£;;^s£ SQ3 Tna rtSt^Kai.!^) atid capabfltties oi tii.? C;irsi«>f!; "i^j u; {'\: ~j^:u>,-^mc 
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pt'f ' c it b (< pt >so I \,noA o(^a\ Mt>}< « /"c t v^<;50< <}r j-jC* f*)oii vnJ o c o 

ct ViC 'i^ptodi)*© < co^J <-<?i>tf noi<pd5.v ^cicn *^ o fc f(< «a 

volt 51 !e uttjPC^'c" VvAVf <. 'trt\s^ "nf&mf t»« sof sf -s-v c 'ip<?t5of "t'ocox.* \s ' 

»roduct io t>& scbsdusso tor cetilsn? pfscsssing, 

[OS"*;] ! t ^ ? 1 -St Of > V i <- f 3 

o!t<. Jit J ! S )f \ vi -J \ j V n} ^ . " I t. t ■) ! f V 



30 3. AutoH^tje fySst«d8t« A««?8i«sti«>fj PtstCSSS 803 

[02tSj 1"- \ 0 >K Me) -•:=if^ Ac£;u>s»il'«*? -*mcess SO? OS om&a s«,'es of qi>«! ss c h^D tMr^<=;o of ^ 

Oi-^d -"Imt jfe>ioni^s.">&sbferiar» >.»0Tat8d f^s»f !or "^'le A i onal-c Vst»?5 t «\caiJ *»iaofi Pjo^t-^s 8 3 ^^q^i -xw!! 
ss i e t<.! m ) q r+yrr< o*^ Dfior to B«¥it sn^ to bis. p-*jcs« o> <te que^ie 

«5 ♦ f^-)* 1 J 5 It it ictr J 1 t tjt ( { 

[OS-i^l t a r 5 >iC K!> S(. t ! ! si. JSC <^ t 1 S ! !> 

f \< Sti>f t-^ pto « 1= (. ' > " S * f 



|,t- 1 ? ; { 
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mum^ Qm^iMpm Wmmm SOS 

fc >5 ^ OE V S'^'-s) C i>' P>( c5-s> SUV or a -s no *^'jpuv *>00 vJ f>W feOo Opi 0^ ?s i3<^«.>' 

Sup&'Vi^oa Refiefsse Process ^Oc< c*?{o o iq o Vo.-^d^id av-^si Cr^sa io^ ^ oe^^Si 80? * «i I (^a ^oj 

S, Sujs&r^issd Release Ffocess M6 



» the f-es^uimcS m&tsdsta 

j-^c* V& adata SCiS> 8.*0 c*sr» crsp^^d ccnpfetoi of Msts^r^ a S^(<s, O rat oi f -vest-* 80/ Ji^e tob « 
defined Wimiam miss, 

» v~of " ^- "tii^t >> rr tC'io iio'- •nr-if \ r, 

[ftig^l i, CO" ro'npict cs-^ {"^e Ws'sfTV s. P)V(>C!sS 80d tie s qiJ^usec! Pf,. p'ocessirg id Cot^p'-essior 
f'-k-^sss ati"^ i! >vs^ -^^vi )s .^va s o o^hemm {ji-Cvied o m oatjc's Awsang Ac* or' rfvn'^ o" Process 
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s Upon ttompSetiotj csl she sftcsdir^g ptocess^ the jobs sfs queuj-rf so -he Contsnf OussSy Contfoi Process S1 0 

if configursd by she wotk Sow fules, ft not, the jobs qtjeoed for Eficfyption Proossss Sil . 
[Oaagj i{ mird psdy providefs of sncodifjg loois ao noi psovtas ti rneihod dtspwy she- psicsnlags of ttie Comem 
113. such fts au<Sf&, ?i-;st hss b^srs procssssci ot ia nu'lhod to inciicsls? th& ^nwun; c; ConSem ^ 3 th«{ has besn snco(3&d 
s p<i <, t t -It d T ? ( { n t tit {• i i 1 ■> 

»S msthos lO dctS5::f-;nc iho Sficodiisg rsfe of DijjitsS Content for !he Copfe-it Pfspiocess;!':;; r-.rd Go-ripr&5S.;on icoi ot f-'iCS. 
T?is m«ihod issgins wsth ?he seisctior; of tfjs d&sin&d eoacsairjg aigorit^m sna a Pit rate, sBjp 1101. HsM, a qsjsin/ ss 
made 50 cfetS'Tfiina it ti-'is aigoritiii-n ana snccsding rata has psX'VseusSy csicuiated rate facior, step 1 1 02. T f h> raU; tac'ot 
a- U:-? si3Ci-:ji ;;s.!7d -o ■■ii-ef'r;tne .he; of coE}ip!«=i53!Of} kif a «p«;i3?!C er(s:odi;x; ftkjofissim and .e: :;pfso bii uv.e. it nc; 
prsvsoasiy caicijisEssi mts tiicsor is ssomd. a ssmpteet ts&CerstsnS 113 isg^codsd for a prsdstfif mined fismotj!-:! of tmie. 

R£i^T), step 1106, The itersitsve upcia-s of im r.«e fac;cf snaSiss aofe!-n^i:-;auori os The sncociing ■■ssis vo become 
^5 , ^ J < >. I (.5 o ^ " 1 V >.■> t ' *i>r4ft 

H c-j!;eii5 !s; ou; f^ir-i^e -os E'sO p:0\':e.;s.!>' stored rafsj faotc-r RSfOREi) by fit 9:v«r: i-iiige oi thresiiold, 

[D2a0j Tns display of ih& erscoding status can tnen b& pi^sssnf ed. TM erscodiog status includes Bimg wi8i the cu tmnt 

enoodirig rate, me display ths s>ereemage of tf?e totai Content 113 dispi«y&ci as a progression bar based on fh& 

30 om;odinj.} a nnd ih0 total Songtti at th& Vi]& f or th& Contom US. The feficoding states can S(fe!> include tf*e ti?ne rsrrsaiRing 
for -he sncocilnci, Tf;9 firris rymairsitig fc-r the sfscoding can is*? cstc>ui«lsd by dh'itimg ihs t'rscocsifjg nm taicuiatsd 
RCURREfCr 'hs.' tctst ie-ngih of tfss f:isfof Conief:t 1 13 Thj; sncotiing status can be Irsnsferfed to snclhssr progrsi-n 
t'^d' -nsij' rvoks me- c«»''^9 process Ifsss can f^sip supii^visory pmgmns lo sncodtng o- co-dspsncisn: co^'tST.? or 
encoding bs opsrated snd bs batched for prc5cssssns more efficiently. It should undsrsseod, in «n sRsmalive en-s- 

ss m&tmmt. fet «nooding c«fi include the step ef watesmsFldng. 

10. C«fttS8l QuaiitSF C&«|;s»! Pre<^s S10 

[OSSI I The Content QtisiSty CorW Process 81 S is simiiiJf in f uneiS<5E} to Sh« Syp&rvis«fi Reiease Pw&ss 806. it is 
« s-n i>pi!ot;ai sisfs aiiowing sotneofse to vsSdate the quasty of ttse eotrtotrt processtng peffotrnsd ttsus f^r. This tias no 
dftp&fiSersCiCS othsrth&n ootr^istton cf m& W8t«(fma>1tlng Prxio&ss 808 m« tfte sfioodirsg portion of ths Pospj-oasssincj 
and Cofr.p!as,=5ioo Pcooesis SCS9. Upd>i cojinpission of the Conf&nf QuaSSSy Cotiitfo! Process 81Q ti^s toilowlns? opKcns ars 



• c'>;-ii!V;-.;:xs can ss pH.x.f-cd ^>.r!--? u-u- :.■ ■.^-■;;;--?;.;:c: !o: Pf>?s;;o;:es.wnc| arid Compression Process 
609. 

10232) 1 f vi iast dpt'Of- '^-^tii^es Sf-at ir-e ijnsr-scod-ic; \ed vsrsson oi li-se song i^ic jt'-n-iain available until after 
Cofttsnt Ouaisty Confrdi Process 810; 

11, Eftcfyption Processs 811 

55 ;=s(ie!-n«fsi lijrioiion to enc-yi;;! eac:h (j! ih$: wiiiernKiriCiKKefiooOij;; sc:>nj| !!i5:;> ■i-jjs ;;;;;c;:;;.'5 h;is. no cJs}?;-i5rsdeH0:es oiix:-j 
ihtsn C{s?"!pietf(5fs o? ait ottTSf awdio pfocssssfvg. iJpor: conipiotiori oi -ha Encryption Process 811 process, ihc josj is 
q«eaed fof Oonisni SC(s) Crsstion Ptocess 813. 
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TtMi Conkint SG(s) Ct«=>>ii!)r( Pr(jc«:s;s 812 Ptoc-.fss rtj-iy niquku i^mio n-s«t5d.siii to bo »x:iixs3d srs tf;i> 
Gonisrn SCis) 630, if {ii«s o-herthafi ihe Cofiieni 113 ats fv^q•J!!«^3. Sh«:- islsfs hvq g<uh«u>rf isnci Sh« SC{Sj Packet Pfowss 
is CsMs&'S io •;!■^v^s•.^ 3 SC{s) 63Q for i«ch comss.'^sstoo Si'vei of 9n Cmtmn 1 13 s> g s sofKj) cfssiiStl Upoji 

Process ^ C^n;c " .>iP}iers6ms!ii Procsss ^'iA qusus bssss3 ddtRsd wofktsow miss 



:3, Fins! Ouaisiy 4s,Sli^■3n( 
(023S] i >^^: -v 'Vou 



i Pmce&s BU 



n ops-o 



i 'he 



s-!.-,(}sS Hovv:.\ s: tois si.Hc}.? much atotis cosrSy ss-jcs jns pfodtifit has to go rhfoui^n re-snctypiior! SiSjci rop-HoKi-'ifj m 
t)& !iSfi!3 10 assure th& qjjslisy o? Sha Cftntant tiS arttJ ^cexifS^cy «ftd ei>ft^i>!ftt«nass of tha tfifonrtMiOn 



{^■^ Queue 'api^x,'''^ unt^ ^ jqSv^C-^ -^ ^--^ V i 

m W<srk Flow Rufes 

[8237] Tn& Wo! i< i-iovv Ruisjs fo> j-'-sG s opcfsae m. th.»se fnajor systems as fGilows: 



and job is d&isteci ffom 
tssrsss. ih« job is fisggsd tn ihs 



AutO{r>«i!C Mciiadata AcquiSsiiOfi Process 803 

Mstadsta SC(s) Crssifon Process 80? 
Content Prciees^ifsgTeafs 156 

Psops-Qcasssrsg «!>d Comptassjdf! Ps-csfisss 8{)§ 
Contenl Oyaiity Cm^xti Pfcxsss 810 
£r(£5!ypt!C(!> Process 811 
Cof-iant SGis) Cre&sioii Prcspass Si? 



/ f ^ K t ^ At3t«rv*.c yoS-i^ atd Av« jt!j ton >^ iac>>s« Si")) 
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Of; way io :5y;p Bsioie fare iV!«:-ad;iis SOis) CreaSlot-! PsooesK 807? 
1 needs 'he efjcryssiors keys ):, 

ofi its wsty to eilh?!!- s;;^ A3 (Shs Fifisi Ouslhy Asi5i.!faf;C«> Procfsss 8i3) or siap M {the Cofiietjf Dm- 
psrsosTienl Pfocsss 814) 

[ fiseds ihe Gontsm SCts) 630]; 
comlrsg ffofr! sisp CI (the Watssynsfklfig Prccsss S08) 

on its way to sS&p 02 ;th« Prspmcssstngf and Con-spression Pfocess 8Q9) 

! ns&cjs ms! msjtsdasa ior Hepfocesstncs astd Compression f-'rocass SOyj, 
conriintj from s-op C-i ;!:-iO Er^ciyption Prseoss. 811) 

ors iis way io snep G6 fJhe Content SO(s) CrftSsiion FrocesiS 812) 

lis. Vviv/ ;o •:?!ri-.5;- stj;p A3 i?hft Fi!-;fsi OijSiify AsiiiJas-Cft PfoC(5SS 813} ?>!&t&p A4 (thsJ Cc-jitsm Dis- 
A\c ^ - < 

ins: Work FSow Manager Too; i&4 fs done for mis product, 
Atls-- si:s-p 3 ! (Lno A^^io^^ o^c =v\?;'"drits Acqi-iisisien Process 803}, 

H - -^1, C Wats TiSfking pf^ocess 808^ s p esert i^'cr h^^cb eriy 

(do ;hfi toiinwsng ksgsc aiiiOj 

providofs. ihs;;^ aiso p:sice ti-is; ptod^c; onSo '^i-jfjuo 32. {Uar-nal ^y'^e^3oat.3 £int;y Piocess. SC4}. 

ets-5 !? supsfvised reisase was s^qussted tot this pmduct thm piac©lh§ proauci omo <jueu& BS {Su- 
pei-visst! Beteissei Pfecess: 80S}, 

sfee 'itm& prndaci h&$ eMhe fotosTnatiofiiffOR^theComsot Proeessmg Toote 1 5Sf«rag«t the s^ei^iiested 
Qyaiity IsveiSj itm ptott?© pi9^-m!0-i!immQ^sm-^--i^mi^Mi^ Create Pfocsss 807), = 

eis© f iag ths prsdaei sjs needs the sFscjypJion Keys piacs the product snfo: j^ueiss M {ProsiueJs 
Awaking Actlsn-'toJ^irnatfenPrecsss: SSI )i 
DiiriRig stepB2 (l^ahualMetadata EMiy PrMSss 804), 

ifstsp Gl(thsWatem-s«fiiing Process 808} f>8S not b6sn toe: and th© metasssts fsesds<5:fsf stsp Gr 
prissem, then pSac© an sntty. reprsssemmg thisprac^ef onto ^yeue Ci , 

(do th& fcii wsj-ig idgie «Isg) 

if meladste needeci torstep C2 ihe Preprocessing sod Compression Process 609)]u85 been prov^^dsd , 

the?) 

fdtJ tfis f!>iic5».'!r<g fogic slso) 

if sh! !-n-5;;-!Si;;;s ihat car* be igsihersd isy \h& lysetaciata AssimiiaSsft and EotryTool 161 is preseitt, 
rnen if :5upetv;s$:d rs^ieast' vvas roc|(!i&si&d tot this protet . fiiftn place the jsfodiJCt onto qtisus 83 (Sijpesvliiftd 
ftetese Process mm 

i r..- o\^"-;a^,t -.-cv.,<-f ^o^-,; ttn)of{hs Content P-c^os^,"-. "-u ? ■'Ss 

pi'sssnL !i-:s3n piiice -his product orsio queue Before (ihe Melacista SC{«) Creation Pfocess SO?) 
else flag the produci; as rsseds the encrypileo Keys mtS pisce this, predyct onto qusue A2 (Producis 
Awsjiiing Actionflnfofmasion Process S01 J; 

eSss do ftOShsng (keep En$: ofodiifilon qosiis 82 (iVsamsa! ?\^eiads:Sa EnSry Process SD4)), 
Dofinci sJfip B3 iS;;i:---:5! v-;sed Rs'SiSKe Piocs&s S06), 

if ihsj; opeta^jv !r5 s;:>r:;5!;(p the pfoduci back fo sSep {^fefiuiii MMadate ^nJry Praoftss S04), !h«?n 
picice ihe prodix:! ofi qijeue BS , 

eisij i? !h(s; epef;;:U>r resiesKed r^te prod«a. Jh«j) 

ai: I i'li? »■:'■:;; ;n«i)Of: Uorr- sJCip CA {t};e C-ricrypSc-n P-'oaeis.-s 81 1 ) e? ihs: C•■^^;^^^■:; Prcjoj.-ii.jin;; Tc-:;:.? 
! 55 (s; pf5?s{!nl. tfrert piace ihts psodsxt ofuo i^Liifi-fe Sei'ofe (the S*??e;3d;3Ja SCja) Cr{!a.tion Psocess! 
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eisji^ flag iho proiiud as f!e«rfs \hs -Eincrypsiijrf Neyss s-Ki ptaoe this produc; onto qsieye AS (S^VciiSucfs 
AwaiSing Adson/iof CHmaJiori Reqcsss SOI ) . 

silse itte product refrsaifss ot> quetiij B3 (SijfxsfVfsed Ssb;us» 

Prccess SOS). 

Before- A-ler st?^' B§fGr« {Jhs Melsdists SC(s) Cf^aaofs Process SOT), the prociiist Mfisiscssts hss b^sri pj-cteci. 
itiiW the (ptoducl/qtiaiily SssyeB txipfes hiive b«en piicked, iNm 

i? me Contert Prijwc!sr{s)' 101 co-iSiguraiion spec-itfe? Ouaiiiy Asstirs ihs SC{s). thsJrs places tUss 
product orsto .A3 itii<& Fsrssl Q^siily Assursncs Process SIS) 

Qiss? piscetfits sroduci onto qiisije A4 ahe Co«tsftt D!SpefssrJ5SRi Pft5S8SS 814). 
oiss; ;'!•-;;; ^isc sroa^jci as fujods. ii^s Gofiicfit 113 &Cis) and pSatJS this prodsjcJ onto qusus A2 (Producfs 
Awaiting Aeiion;1«foffi-iation 9r<ms& 801). 
©1 ; Mm step CI m& Wsiefjnarkisvg Process BOB), 

(• ;}50 nieiarfisiis -K-isded !or CS iiha Pfeprocossi-x; asKi C;afnjjrs;;5i5iO!) Pfoctsss BOT; is pr'jsi.>n;, 
ihen ctcviU-; V: or-.y fc- s ;D:od(.!cy-.5u;5t)N :&voS) fijpiii asid siiict" WWitT- onto C;i,->jo 02 

s!ss; tiifi) the piod-Krt as needs; th-j r>-;oii5da?a far PfoprGcessii^g/CiomprsssiOii and psac^i frsss pfoditci 

this (pfodKcyKsuaisSy fsvei) supte onto qussus C3 itne Q-onimt Quim\y Conifoi Pnoeess 

elss pi-ioe ihfs ip-oducfqkjoii-y i-svei) U-p c. -j' sO C--i i-i-se £:x;!YP{ion Process §11), 
CS:: Alter sts<p CS dne Contenl Qtassiy Con-rol Process SIOs. then place 

G4: After step C4 dhe gncfypS!*!" Process 81 1 }, 

provide? Tiis needed ;nror>v53J:0;i ire., the SyiTiri^errio Ksy 623 gensrstsd by the Prosess: snd ysecl vo 

it ■r!j;:.idA;;s t;-:!rs; feu^;r-:K: lor C.'or.kinf S-Ois:) 630 is r-^ssr;. thsR pSSC&tfts {praducfc''(5iiaiiJy 

etea f iag the; prociiici: -as. ns&ds th:& me^asim'kit Castsnt SG(s) SSS f^acksng mi pte this (praciiiGt/ 

€6: After stsp; CS (the GontSEft SC-is) Graatisfi Process 81:2)> 

Pag She i;!.«?;!ty mol the Cofi-snt IIS stthfe qm\\\y isv^j hss b&SR packed, 
if a!i fhs (pfodLsct/qtiasity ievsl) 5yp!es hsve fessn packed, thsrt 

11 me product ss ils^gcssd Msjsdsta fias. been pscksd; ihsn il th& Content Providsris)'1 0'i coni'i^- 
uratton specifies Qiislity Assure the SC(&), then pface Ms. prodtic^otito Queue A3 {^hs Fsnsi Qisaiiiy Assur- 
mc& Pmssss B I S) 

esse piace this product orst.o queue A4 phe Gonteftt Dispsrsems^^ 

&!S8 fiag The pjiaduos a-s nssds me Melacte SOi»65!0 and place this prodtici or;'-,; --^y^u^ AJ? 

{sSi the (pfSdacyquaSity ievsi) luptes have mt beett pseteS) f^o wi^iifj^ • anoihsj- tiaoQuot/ 
quality levei) typfe tflgpi^ aeSofi). 

C, ife^sdsts! As8lm>Mlo» asjd Entry T«*£>f 

|0a3§] Motedaifs coris^sts o; iho rials describing thg Corsior-; 1 1 3 ;o!- cKPiT^pis; in fT^usiC, titi;; oi the tecorOing atli.-st 
but n Should bs!.5ndsrstoodbytnosssKtB8dtr: the art fetoths;- cents e.<^., video, progrsrris. muitiniedia.rnoyjss. 
Tnis Stidsystem brings togstner • he data *8 Content Providsr; s) ; 0 ■ pmvidos to ihs Eisctronic Digitss Gonte nt 

iongtii) th«i d:?';;; ent p;.;:i:.t»i£;e cptsons. ttdij Lj«;Acji5 Conditions SI ttie Conient Pf->vfd>5f(s,) 101 wa.'i-s ;« ciio; tt;i5 
?::r({K.>s-:K{s) Tr-ft dais et pscksgsjci .■•~*to a tW'stssdsstA SGiSj ti^ij and inais ava!!A&i& to ttie f-Jcctronic OiCjitai Cotitent 
Stors(s) 1t>.^. To ;?;caint!pi!Sh thfe, the toteirK) tooSs jifs provided: 

» Ausornatic stadiiia Aoquiisitscsn Tool 
0 !vSafi>;«; Metsidata Em.sy Tool 
» LJsaqe Cenditions Toot 
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* Supervises^ Bfefease 

{Q^Ai} Tfiijst? iocsis ij!^<ib!e Cofisefi! Prcivtderis) 101 So impisrnsfi! ;hj? pHxasssa dosofbad above for Wofk Row 
M<5m}<jer 1S4 Took desatbed h«s« a?? « EoolKs; bassri on Jsvs it- fh» ptolsrfaci eft*odff;^<5oi b«i oJhof progrstT-fnif-ij 
s !afigiia§8S $i;cb as C/C++, Asssrfibfer and <5qu!«)teErt cas^ bs; sjsed. 

! , AiJtomatte MetadMs Acqisisilion Tae^ 

nunhads, are avs;tssb!e to a-jitJsTiate -hiS pfscsss, TH& ConiersS PiWidests} 101 can taiiof She dstayit. n-s&isdala tempiats 
I'; kteniiiy - ha iypc;;j data th)S. Coriietr; Pfov!sjef(s,) 101 x^-s-nts ks psovisteK- vind U^i jrjs) (•.? g, corni,x;.:se!. p'CrSLicef. 

-N i < -^ <. V >k „ h>< { !s t i ! vjt^i f 1(1 i t I ilb O 

whicn afs t-cqtjirsd by she Lnd-Ujisjr D&/x:&iii} 1 o9. tJsiiiJ f!i:i;Ss which csn bo cspiiDrsaily fii^vld^id i:a 5h£ End-U&cs' Dsvsce 
cSsta Acquisition Tool uses a xaijts ihal rrsaps- the type of ctata !;s.$i., composer, procsucer; a fetocsraphy of ths anist) to 

e^^ah prodt-ct ;£ ijpdatisd «::h the jftsajif g? n-<^ Auiornat-c h/: in a'Ssiia Acq;j:&it!on Ps C)C;5«;; 803 A ptx>duc! v^hich :s fiiissiing 
s;ny rsiqui^isd ■^aia queued •iSaJHtai .Vi5j!«<5.nia Eiiitiy f-'sQctJSS 80^ oih{.«%v!S<a i; avaii.Kt^^.-sjoi pacK-ii) Into a Matadaia 



30 g. Msft«a! S^etacisSa e:ntJ:y Too! 

[024Sj The Manual S^etadsta Esitry Too! pmsn<^ a assrthe ability inipjemsftS ths Manu&i ^^stadata Entry Process 
804 csescribsd abo^^s. The Manaa! iMstadsSs EnSry Too! sfiovss any property asjlhonssd operator io provide th& rnissing 
d&53. !? fits opsraSoi' tisisfmsnss that rnissing data is ensvsilabfe; the operMor can attach a eorfir?)8nt to t^s producl 
ss ancS rs£j!J8staup&mf!ssd rsieass. The Gsntant Pr<svlds.r(s) 101 niay rssqyjr®, for qiisitty assurafscs reasofss, that the 
product undergo Siipervised r&lgasa, Onoe a8 Ihs required data is pfessrst. ar*d if suporvisec rsieasfe has not b&m 

3; Usags Coftditicjss TbsS 

[024S| Thfi Usage Cos-iditions T;>o[ ofOVides: s i^ssr -hs abiSty So in-ipisatent the Ijsage Qond-lsons Pfocass SOS da- 
scrtbad atjova. Tha prcesss ot ;>ffar(f?g Cnrttenl US Soraaia ot reni (LsirstJed ussi}: lising sjiacSrorsic dsiisary. mvsivas a 
Sv' i J J\5- \ OvJPtont '^'ivivoou'') "vJ" xox5»'. wfr corns; > csSiC ) iovc t^; * \ Ci. -iu^" ^ 
rrifide .^ivaiiabie Thtn tor each cotnpross^c? oncocted vefslor! of ifso Content 113, one or more lissge condllions sre 
speci-ied. Each u&aqe coi-ttfSion define the rights of the Enci-Usor{s): and any rgsiriciions on She En(l-User{s), vwith 
regard to the use of the ContsfiS 113.. 

[02471 As P';rt of Content Processing Tools 165, a set o5 usage condiltons {£nd-Us.or{s) fight-s and rsstflctions) is 

etiSiched to the product, 

St! 

• t;x: •x.-vitM;; oi ;^:o a!>C;V(;; :j:-:-t.j afie- v^-i;?..'; i'-<!i Ct:-fttt?-':; iKi Wilt no iofifjer piav 



>f Of ptayatjfci copiosi the K!i<j-Usef{£) is aflows^d to >r 
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» ;!!■:;■:: wh;;; Kinds: c;;" fne«S;i h&^£5h«: rnakis Sixissij oojjies; {q g., CD-Rixcordiibis {OD-P.). MirsiDlsy;. S^ixsotj-iJ 

4. ih« j>«Hod of tSfrxs durifig v?hfd} the- pus-chjissi/resrtiii tfsifjsacJfOfi is a!iowe>3 io ocoix (I.e., £nd-User(s) 
pijr(;hssiy>-«n{ uncifff She terrtjs Ci? this «s<5^e ccsfxSi'jof! oriy afs«f th§ ^ssginfHng avsiiabiiiiy tiate m<i XnfQfs tf-s iasi: 
date <3f aysjlsbility). 

5. c-ountfiss frorrs wfticii an £nd-Use!tsJ oars {ransact Jhss purchass ^Of r&nt3!)< 

6. Ihe price oJ tfje purchass.'YsntisI {rsns^iioii undsr {Ns usage condiiion 

B iht) U'po:^ 0? ov'!?!!Ss \Nf.:ci-! ioqiifro notiUcation of tha CfearingHoussCs) 10S, 



|02<mj The Canmi Rrovid 




Sccs-pLsr.ts? lO ill* >■«>■■ r;>:e;5sfi 


0? the Gh.S(i!-&!Vi sosKS by a {. 






Thi! test Wiis !Ti;;k8 ii^ss song 








V '>)<( -.V \q 


















wants the CfesrirsgHoijssfS; 


05 So co«m every sopjj? made. Tnis weuid cfosts Usage C 


c.::Ci;;i;>r;sastoik)>fi?s: 




Usags Condition ■! 


Usage CondstiOi's 2 
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i« ,\s , ,. ?LeK:;:j •i^iid;-.::!, vide*;.!..; 
i^v'U-wr. (aJfing with f;>!:y^«i: of >;hs ,-;&v.i^Wi5 Je.-g,* t. 



r.;:Vi^ws -slorsg !^.L!;h focmsit of 5:^:^= ravis^ws; S^.g., *:«xt:j aiidio. 



B. Supsfvissd Rsbsse Tool 

|0£S8| SupsiVissd Bslsasg Tool provides 8 user ths abifity le Implement ths SypsmsscS RsSsas® frosess 808; da< 
mkmi above. An IndivisSsisi designated by the fionlest Pfovider(s) 1 0t as having supstvisssa release asjthorify; mny 
cSi up 3 proijyct swaitisig sifpefv^sed feiease (I.e.. a pfod^ict m th& qmue of the Sypetvls&ci RsSssasij Pt<K&ss BOB), 
mimtm ix& Comm$ 113 a^d its 8c«ompany^«g: comments, and: 

approve iJ-sC-ofrtenisllSsndrnfesseths^wdustfof packing 620ror 

;r!«-i<o ;5;v/ ritscsss^sy c&nsfttjctns srsd retesss ths pro(3ud for p&cjklrig a M&tadaia SC{s) 8^ or 

;;d!i c.ctrjfViorsS spsKiifyi'-sg thsj corrstJtSvs action to tska asid rosybmli ihs ptoihct ta tha SSamias ?i*stadat3 Entry 

fns Coriit:;.; ; -he SCis) c«r ss.- opesied snd sj^asriint'cl ?o? compisiQtjess <inci sccgracy, and, thas tims, final 
sppro^'si can be oivs^; or cicnied fof ms producS's fetesse to ths retsii channel. 

D, Content Pfocessmg Tooss 



m 
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n<i t 1! p tt i ) » q s < f 

I ) q\ >-f> It <^ I'-ti \, ot \ o \ iot\ iK tt \ K. J ! 0 iJ T is 

t !■ rs 1 or s tcH t i'^ 

^ t ! 1 1 t! f tor =»v riof WvV k ( i 

K nd niy~o !18 rf<!s»v, o >{n{ ht ««.n«!rf mt-joripnotl io ox w!' J 



.(;<imi:;;^;ss!on Pixtc-s«s; a09 fss d&scr&'&d sibovs. Audio «>n:CO!i:f!g liwoivos. two processjis. Eiwoiiifiq ss basiiciifiy tf;® 

j'^ pp^a«^ to >^ 5ti8 tr p«jn> t)d it,vi bsrdv }dO v*.f o t * t ) u« <■ d'^wrS'^r 

i<\i'^ -v v4 > :3'^ f" Ly icjofihf^^ts VPfQ ACJ? fid v \,£ =*of v,o^ n o «. !e 

of r ms) s^s y>,v fV lea a rsi ^n->pie« ? i vser ^rs^ ",ft<ps f'> &Lsry^ v*>rs£3t «i8 cor p<^<*->fo 
p ^) >s? <. t nya s ' c CO" >, es ion '"s ot fsce. o? pr«v f < v d ofsou o < 1 to 

N <y><rik'«>oli <«!.f^ ''Vv, *« pt(.u>C'">}i> 5 K 3 (^t ^1 s -Sis'*! ( f « i 

Ti ofiof lpn«-<^^;, '^tiipf f?sof<^^s8 t « f of " t ) f M ^ ii t f ^ 

« <. i. 5 Cf n J f ss } (if (. f! « ^ ) f ^ I 

prosficss. With oth&i-f?, the dsiSsrsd preprocfjs&ins is psrffsrmed pfisr ss the eofr:pf®ssipf]: 

fO" "^1 t o ?«<Jto 1 1 f'a Of T t o J t. s •< i d c ) ot '^ytf 

t f ti s B*^ { « fii'^i.orof Th" ^^Rst^cod! q he "^^i^xMy "^cnte-^l 



Of ! o } fi'^ pfo 
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Coi^iern pTOvid«::;;i 10' ;s. o>;cy.!!r»-ig One -jx-ii'Ttfjio of TOfs-enf sfi m mdmCO ftfi'ibosSffi-sent in <m ausiso CP a-^ftJocli- 
rrujnt the foiiowing ioiie.s: 'r:ay Da isvciifebfe Ufiivsfsai Pncft Code (UPC), te)fi»ti«!>fi! Stendsrd Recotdtrig Code {iS- 
RC}, !tseni3ii&n<!i S!iif!d«rcS Mfisic Nijrtibssr (SSMI^i). This sdsniifier sejscf in ihe isppropnate fjiaver fof ihsj contort, ^or 
eK«rfip!« an «!ij(3iij CD Pisyerfor audio CD DVO piayer i;).' DVD ntovics. DAT rsxiofxtet -or DAT fsjcording as-sti equivatefu, 
s stt>f> 1201 . N«Kt :h!s identiiief is useiS io indejf a Oa{«bass! 1§C for Conlefii Pfov(c5fif{s) 101 , sfep 1 SOS. Sosvse or 
m of ihfi informsJiori retjuiret} by Siie Work Flow Manager Process as ds$cf1foi»d in PSG. 8 is roifisvstS m Daiabass 160 
sncS any otnsr feiaisd sources, step 1203, lUs informsJiofi can Induds Conien} V\3 snd ins mstscS&ts rsiat&d io 
it in s?fi» 1 so«^. , {hi? additions! infofmatiofi rstfievsd is used to slasi ths Work FSow iV(33nsgsr 54 tor crssSng «!!s<jJronjc 

w .>.t^Mp vj«-.-". I -c^A^^o - .0 Vt--..^ -Xocjuis^vtonTooU-^cisaTs 8 series o? Content 113 tot i5!sc{fonie*«^ 

i-'o; c=x;-;: ncifi rfl: vx; Conr&ps Si 3 ccrjid ije croatftd fiW; a ssriss of CDS or overs ssiscfed SracRs fs^fi-s orss or nwriE! CDS 

[0S64] ;r; i-r. ssls-^rivj- s er-jbijdsrBetii. Use prijpfocassiing parissTs<>i«:!s can b«;- teSftevi; iKini tri'j Da;i>>.i;.;3ss; "iSO c-; -hs; 

ui ?:G. ■! 2 Trie ;-.:;;io ccrnproiiiSioti icv'ss arsd audio toiTiprs?.;. c;^ ■■^Jgori-hr-vs ssioeted a?« thm examined; stsjj "iOOS. 
si-souid ^-jsd „^ Uio P'rsp:oc£-553i:t9 <s?i« CortpfQSSton Process SO^1 1304. 



3. Content Qo8% Commt Tool 



25 ^iCi.'^l t i it <■ ! «. ; H 

feichnlciafi -o f&view tfis s;iK:ode(3 ans waSesrfiaffesa cof:iefitr:;s=sani5 stppjove ot i'sjj&cs corneni hiss based ors qualify 
' ic f.^-sncadft ths> ooniant rsHkirsg ft'iSiiHiai prisprocessirsg sidjitsur:e!i!i> uni i ;;50 '"iiialiiy is; sidsquasa or 

so |_02SSj ih--:> process siiijp C'Sn bs confioufad Jry ibe C;o(>U.=nt Providof(s) 101 an c-p^fons^i c-- iequs&d s>Ecp of th& 
content processing wjrK ficxv Af! .addrtionai opiionai F:f;;ji Qijaiisy Assurance Process 81 3 st«p is proviciad after pack- 
sgir^g ail tiis SC(s) for li-^is conte-ii (o.g, ssci^ SC(£} for so-igs on a CO) at wi^ich Um0 Jhs qyalHy of the coni&nt 
er^cociirjg cars bs nested bai catching a probtem eariy prior encryption ssnd packaging aiiows for mors sffscssnt ooriJent 
procsssirsg, if iS; IhsMors, highly tJssirabi® lhat the esrimnt be assarsd at this step as oppssad to vsfaiiing mU 
final complstfOfi of aii proesssing. 

4. EnsryfStfPn"l>cf i 

[0S671 The SncEyptic.'s Tool pfsvides a«ssf the afelllly to trfipiement the Sflctypfen Pnjcsss 811 as cfescribad above. 
Cir-i'Cr i ^^f■C!•yp^ioft ■& -i-ii* f:r;V it•■^s.•' Ene Cofiieni PrccessSfi§ TooSs Ssch of Ihe vstsiofis «!' f^a content thai were 
c:i saie^-i ty ihe Enc;:.ci;n3 Icio; row Srx.typ^aa i n* i:-x.fypt!S>ii1ooi isafundsofi s>f the SC<s) Packer The SG(S) P&ck&( 
li) <:.':iii;}d so ancryp; th;? s;c^ii; an;; rijturrii; iiio gs-ncii^sifjd eftcryptton key usstf. Tftis k«-y is isiter pssssci inta fi-ie SC<s} 
Pac!<sr for use ir: creatiof; of iho yetadafs SC(s) 

as iVistsdaia parts tor ihs iViotadata SC(s; 620, E&cii pan ;i!!s>; has. ij^iique picsessii^g reQUis-sffionts. Ones tns asso- 

[026 "1 T-^ ^ Cc ^^ bvC < i ^ H f ( ^ ^ 't >^ V .V - P- ^ ^ 

For exasfjpie. ff the oontsnt is fnusis, 3<£cii; si the audio files cfsssed during aadis processlrsg fcf the vadotis quaiily 
ieviH.? 0! tn<5 i'uii aorg ss: pi;ci^«d ■■Vio sj^^ia'ate Confsnt SC( a) 630. The audio iSie oreatac iof v',;? s--a!"io .;i!p ;i p;;.? i^s.- i 
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sis -i fmactets fikj !:«? ifidwdscS in ihs; MatiiSsJii SC;s,! 630. 

01 3 «s descfibsiS above. Ows «ll the SC(s) have feessf? buia tos- a contend Ste; {he content is sv;i!iais!« io^ ;? fitjaf qisaiijy 
assurance cfisck. Quaiay assurancs csn bs pstformed at vailotis slaps o5 the Con^eni ^ S Dr&p? :rai:;>!-: procsss, "The 
Cof^lanl' Prcvidsr(s) 1 01 osn choc&s fo p(5rf<5f?T-! quaffty sssufsnce as gadi trjsjor slop i& ccn-tpisied ;o srs^'eri- sxc&ssivs? 
Hn^otk or !!i--.y chooss? io vvs^lr sti audio prsparaSion processes srs? coi^ipteie tsna pencin-; pviSlny ass-u^ancs 
J0 on cv&fvtr at onct: it t'-^o •« ei- >5-50! (sLs-.iiiy asstjfarioe iS pgnorptS'S re ihu, as r- jpc-i .Mrrpiciior of If -o cfo r son 
o! Ins 5C(s). Tftistooi aJtows mm SC(s) for the song ts be spened. exafrstned. and ths aadio pisysd, 
[0271] Aisy p;oft!erT^ discov^if-sd c-van mlno; lext ft^ss^!g^>s^ reqiittes; fnst -he SCip) be iSbuW- dyt- 1o InJffrnai socuniy 
!•^.i•;U^^s. ci SC (s ; T;; ;^v;;■S u-irssoesiiJAfy cr c.oesssslnc' dfr.s;, li is hisjhiy fix;on!:ri{;ndiX! ihis; iisi? liv's'rsrji qi;:>,;:'y i;:5S!.;: ;!'^c£; 
!.;>sps DS; lo ?!i;.5i.!K; acci-ii^u-y c:-: 'i-i: t^-^s-sdsta and -har ihij, s-piX-ific 'J3U3i;t-y assurancs; itep reaefvsd 'of 

c3!T;pc;:ia;it£ sh« &t:-fxi. if pK>f?ii5:fts ars: dkiOftv^sed. tha CAtmini 11 S is fnarkifd sissggifd fsa*/ )0( risiesss;. 

(£?g?2| Tf-s Coftrsr;! DIspeisetTieni Too! provides a «ser fne afeiii?)^ lO imoieiTiern CofiierfS Dispsrserj-sef^l Process 

L - <,f f iati. \ otiaiiJvC -~ ti ^ i=n {H<i ufi. \* }> ■^ (ih«s 

me Coai&r,l Pf&^ftdef(s) lOi so pr&ps?& (KSfstsns \n advssnce ol Ih^t gehsdsjfed rafestss dssio arid f-ofJ :f^>srr! tififii fhey 
isfisfi to mJsase ihsm e q., « nevsr song, movie or gams, Th& SC(s) ean aise ccrsiro! accas,? Gopf&ni " 1 3 bsss-sd ofi ;i 
so ddVsed reiesisfis dsse so thsrs is no res^yireTCns t»rth& Centsfst Pmv^d8f(s) 1S1 So sctoaify h«lc t;p daiwery o? li-se SC 
(s; !;;uf !his rf^sifxusi fsis;5st> opiiofj cm stiii be ussci for this puipos® or ussd to matrsge fistwork bandi«fidth required so 
SrafiSfer ti-issse isrge lies, 

10273] Wi^sn {i^.ggsa for reisase. Ih© Coritss^t SCis) S80 for ths CorstenS 1 1 3 are transfsrrsd vis FTP to the dssjgnatsd 
Ccnisni Hosbng S!Se(s) 111 Ths Metadata SC(sj 62^ ImnsSerred vsa FTP se Eh& Cenlenl Pmmotions Web SiJs 1S6. 
ss Hefe SC(s) srs staged to a ne«f Consent 113 dirsctosy mti\ Shey cars be processed and inSsgrstsd inso Ih® Cement 
Promotions VV«b SfSe 158. 

t(^gT4} TiG. 1 7 Ss flaw dtisgrsfn aSerftisse embodifneriS io autortjatoSiy re1nev«s addstiona! jriformstios) for She 
Asjksoia'ic 8i?eSaciiS8 Acqw^^itsiXi Toei of FiSS, 8 aosofx^tog to tbo pr<a$&fit invsottefi Ti>» prs)cgss is simiiaf for Shsf d&- 
sprfead in F]S. 8 abpv«. How&ver, the s^sjaSSy checks of StjpefVfS<Ki Rslaass 80S end Cofnent Quality Control 809 «ire 
« cofv-bifsssd ifno ofss qijsii-y cf-sck caiis-rf OiJiiiiiy ConSfoi 1 704 Peffertfiifit; qaaliiy checks prlof -c !i?s«l;icl;na SG Crsssiiof- 
80?' ai)d GoinsirsE SG Gr&atio;^ Ki fi. PiiJfoff^^^r;.;; qoaiiiy fli-:«-«i4 prior ?o SG^ creatiOf!, aiimtrsaiCiS ifi-j i;;<5ps <;i i);!pfit(>;!r:cj 
t ^ 1 iiiditas 1 S i) j-N^ ^ttKiitt-ti r><«>fu > ^ <, a f-.'f.i* 

<t % % \. ^ V, t 1 %tvi(=in£SE f\ T..,c to !hCu<S«.'^ 

-^^.-^ ^! H '<$eC4 r^.ors'SQbo'^mthv.AKo^irtc 

A-c'f!: or ' "^tr ^ -^v c m-'y of ;b& vS^gv. cofid't ons csn bs 
suron-iatioaiiy tiiisa-ir- durinc; tfie Aiaoinsiiic V:&S8datii Aiitsiissstson 803 step. 

m 

H . Cssfttsst l>«srm>IJ««s W«b Site 

|s>27>i'| \ 5! . v^ V ^ ' ' '■■ >^ ' ' 5' ^ 

55 GsiSent 113 avaiiabietof dswfjioad -o ijs cu;;ioff:s;?5. isacf: Cansr;; Pfovxier-s) 101 sijotiid have a ssctjfa web sis» 

.sitea ly :?xis.;;i, $n i^cieiiEior^ai ssfctsofi ca^i bs; added lo fhe web sise whsffi; Si^idrorsic Dioii.*; Cori-e.'u SfO!i;-;j.; :03 cs-f: 
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TtM> Gof!f«E)f p!ovi!S5:f(5;) 101 has; compfets? <»ntrel ovij:- tfrs *fes;i-:}r! «nd Sayoi-sS «! ihSs siks o; cas* ci-soose So 
)j&o s !i.!;j>fa5Y web sotvi:; soitJiso;} pyovsavXi as part of she tooSkiS sot ^iscfo Dtqca Go'^tssn Stetontc OfsSnbutkni 
Systarri 1 Qii To iff ipiOTsnS their own d&sign fer thss SiSfvfcs. ContenS Pi-ovirfissis) 1 0"! nssKS oniy ptovids Sinte to i:f 
s MstsvSsia SC{s) 620 ?of Stecironic Digitiij Content SteJis(s) 1 03 who sccess ihmr sHe. This is «ccofr^plish«ti using ti\& 
foolkS forths Seciirs DigitiJi CortlSiii Storonlc Distfsbytion System 100. TJjiS s^ilectson procsss and swhst iniofntatfon 
isshown is msi^iscretisn oftneGonsetJtt'^'s-ovfciefCs) 181:. 

[0277] fi/!siad3tis SCfe) 620 recslv&d irsSo s n&w conlsnt dis&dofy vis FTP {pom the Content Dispssrs-efsisfiS TooS is 

^ ' i. ^ i t =1 ' a..iS< I. ;;«^v.f *\ ^..'it^t t'-py >s" ^ xvKV ^t < V 

of the Coment Ac;o5.iiS!fson "loo! ussd by the EI&ctfQn:c Digstas Co-^terst Stof©(s) 103 to open and process fi^iaEadatss SC 
! s ■ B2'; Ss?--5 t'x- Co;-K.;5t Ac(ii,!« iSsor; Too! s«;c!!Oi5 ft;r rnose steSiiiis. TSio yet;«};it« SC;'«'; 620 hit- ;jh;ji.:;d tje fnov^d 
t;> a psrnisnsnt difss^osv ETsssntairssd by the Gctta&-tt Pms^xttions Wet> Sm 1.56.. 
iS- |02?S] 0'x:5- the !\'io;adstsi SC({,s 6S0 nsss bs-y\ ■'■iSocjfaS.^d mta iho CoiMosV; F->'c.!-r,c.;!ons VVesj S^Sc 156, sis avsiiiabsMy 

p&nodicity) ssii ^listadaia SC's} &?Q midsfi 'ha; {or pefiDci;. It^is aosiiscaiioa is pestonfiiKS via a stanaasxi HTTP 
<L>( ^ ' f X \ ' K S^rj;5i?^g ^ «c> ^teo G*3i -tf^i I. n <=ini} 

55 Tiri t:'-;;eri;i;rin>a-;t ia-Suaisy pro-:;uo-:?s. hiouiiiiv-'H o' a.^ti?;-:; t;;:os Sijch as; Gf.";S :;»vies ma gamss evsty 

add"\. >"k-;o-(i i<-:K>. ^ i'vSs .-fti-- ;sn ; w ' . \ i^, s .->.>.. -k- Ss Jipit^i Corftsrit Eiaetronsc 

D;s.S;ibiJt!o;^ Sysifpi ' C-C is d&&i9rtod io s>Ji.;po:t a!i ^.i t'^o ;:o;i;o ;: Sisisi ava;!ai.as if? s-Jojos ioaay. 

[a2B0] Tns f^af>issrs q\ centers ttfi^s tn&t ina S4;ci.:fo {)i,Q!$ai Co;itgfvs £ toronic Oist'ibution System 1 fSO rmy av&n- 

fi^siiy s&wniosd to cuijtomm a dsliy ijasSs is m sfio ■hoi.is.ands or tens of thousaftcfe Per a number of 
s& rai)uii€!S a sarge amountof feandsfidth, TfjecompuSis:- s.',mc&&m bsndwldth rfe&ds csAliar a distribtjfed. scatefete 

inriptomsntsiiof i with mumpse Content Hosting Sitsis) 111 .. The system jaiso sttppofts custonris?s aiJ ovsf its wesld. This 

rsqaires ovsrsisas sf sss ts spsd dsllvety to the gSofeaf sustomets. 

10261] Content hosttng on tfis Sscum BigitaS Content Siectmnic Oistributton System tCJO is dssigfted to aSicw the 
Content ProvK^sr^s) 1 SI to either hostth«.hr svsf?i CofstsEJt il3 sr shsfs a con'smofjf^iitiy ars setaf faciiities. 

ss |02S2J Content liostJng «n the Sess^m Digsta! ContonJ Eisdfonis Distsfoatson System t!K5 consists of muntpie Cofstent 
Hos-ting 111 that cotlectlvety contain ait ef the Content 113 ote!'e«S by the Sectife Dig^tsi Contertt Ssctroiiic 
Dis5ri{)«tion Systen loo and s&f&t&i Secondafy Cement Sst&s (not Sitsewn) that contam the syrrent hot i-sits Q\tm<s6 by 
thfi Content Provider(s) 101 Th& nynte of Corttent Ho§tin§ Sfte{s) 111 ohas)ga^ ttepefi-Sins on the rsotriber oi tvf-d- 
tJr>»f(&) ysing the systsm. The SecernSafy Content sites hcsst a fimited nyft-^t of sofjp, but tfiay witl represent a tatge 

« p!*f;:ef!t«ge oi tt!s> ir-ijndxvid-h !.issci on ti>e systenrt. Thgsecoftdsty sites sre bfottghi an tsne «^ ihe voius^jfi' on ihe pf^nrsisfy 
s;it&s< incfsasss; io ths; paisrt of ffi&ximum ospactty. Ttie secondary sitss sm be focateddoss to Nstwofk Access Poiiits 
(NAPs) Vvh:c:h haips {.paed ap dewnioad tio^&s. Tn&y ni^iy atso bs pfeced in dSt&fftrs' sjoograpi^to areas aroiiodthe wortd 
to spsed up d,s«»nio8d times. 

-V ^ Cc--^;t' il '^'^•ji '0 ? !<. - . ^ X .'-^ <l'^ ? ^^ iswsthepttosvj 'd'tie)!- 

own, S5ca!<tfois< distfibi.ited systs-rn. in anot-h-er enit5o«;nisriS. Siecsronic Digititi Contsnt SsonNs) 1Q3 csn also act «s Con- 
tent Hasting Sit$(s) 111 fa? asttain Comsm IIS, This ambodfn^rtt mqusrss a spec?iai fsnanciai agrestrssnt b&svsfesn the 
Etsctfonic Gigitst Coment Stofo{s) 103 and the Carttsnt PrayisJerfs) ioi . 



contain a fieid tiMst indicatss the Ui^L tocatiTsg ttse Coaiear SGfs) ©30 for -hss Coa'Sist 113, This Ui^L csn^sapGnds to a 
C< 1^ - =-'os ; •■ 3;^ ;i > ' i >>• ^' ;=<.^''i r i.") a Content S!o;eis; 103 can override ihss iJRt ff aiioisjed toy ttie CofJtent 
i-'-rayidera;) 10 i i^s -ha O:'?;?:- SC;*;- ^4-; T!-;;> r.::-!;j..tj£!.:jr Devicssts) 108 sofn-TJijoicaiss to this Content 'i-iosting Siiets) 111 

wi^an it wants to dawriSoad ths Coaieai SCis) 630; 
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to tt-ii Cofueni Hosai'Xj 1 ■! Tnis is the ^=^!ifT?^^ L.sc^nse SC{s) §00 rsjitimed by the Cfe«!(fi>5; k;'i;s c{«: ; 1 05 f he 

Digilai Stjjns-yEe tix: Ix^inmi SO!);) SSO am b« vetilierf to d«tS:Tfiir>« ij s is vslid iJosfiSiS SClss SflO. if ii is vaM 

s Hosting Sto'js) 

2, Conteni; Hosting Siiefs) l \ \ provided by $he Sscufs Digitas Contsrs* Bisctronlc Disii-ifciitiors System 100 

For tns Secure Digits! Coriteni Elsch-onic Distfltsuhon System 100 the decision est which site siie*.i!(j be us&d 
»5 to doA'Rtoad the Content 113 is ma<se by the prsmary content sste that s'scslvsd the inltiat soj^uest tot s Content SC>;s) 
S30 This Site us*s the follcwing tnfosmatien to maKo this decision- 

» ,4f® Ihejrs secondarv ccntssii sitss ttisst host -ho Ccstsst 11S fsqoes-ed^ (The jfj-iscinty of Content 113 effeted by 
•he Ss!Cij:-e Oigstai Goiitssvt Eiecttoftse Disirsftiitiors Systsni 100 ss ct^iy iocated at pnETiSiV sitsss: 

k-^Ii t ^ ( 5 ' !. ->.-">M 

» Whsi is the md ot tl"ss secof^dsfy sites? {iri $<m^ eases where a sscondaty ste is swstTfped with aelivi^/ sfsothsf 
^» Sits !ii?tt is fess busy may be seimed, 

Cc-VLf'^i • -i- ;>.s af.i8s;\ase' can Ds c-nscKed to ensure thst tnc £f5d-U*srDe-vic5;s) tCS on-y n-aKes o^ie fsqiiesi 'or 
^5 0;:o;-i Conisnt 1 1 3 pufstissed, I'his pr«fv&nts t?!8liC!Oiis5 iissi® ffom rspsstsdiy sccsssing the Conlet-i Hostitiij 

Si-.i 'S; !!Oi:>es of sic-wing down the Cos^tsn? Hosting SiS8(s) 111 snd prevefsts ufiatithorifssd dowoioad of ttie 

Cc-ntent SC(a! 630. 

Tns pfomotten and iSemotion of Comssnf its to the Seoondaj-y Gontsfit sites is do<ie petiodicatfy based on 
siistoRwr demand torths indtvidttai pieees ef Gomen 1 1 13: 

M 

Content i-iosiing Router 

102S9] The Content Hosting Rotitsr (not shown) resides in the Content Hosting SiSst's) 1 1 1 end receives ali requests 
trom £ nd-Us&r(s) vvantingto dovtmiosd Content 113. it peffotnis vstidstiorj cneciss on the £nd-User{s) reqtjsst to ensure 
ss they inde&d tjought the Content 113. datatsass is; maintained on ttts status of tho Secondary Sorjterst Sites that 
inoiudes what Content 113 is en th^rn and t.heir can^nt statiis. This esin'srit status includes the amount of adiv^ty on 

fOSSOl The Sfily interface to {h<g Cortt&m Hc^tmg Bouiefis the License SC{s5 SSOtfjat issefit by the End-User Device 
is) 10S when Gonlsat 113 requited to be downtosKted. The Lscet^se SG($) 6S0 ihcsudes itifofrriatift?! that inSicafes 
« ths sjssr is allowed to downi&sd kin Gont^tS ^ 1 3. 

SecondajyGontfat Sites 

. Tv N? r - -■ n^^SecuseDig'tsiCv-" ^' 
s&ci across the, worid and sf8 id<iat8d ne#Nfetwork Access 
re added to {ho system as dfefrisind on thiS: primary Content 



iK. £L£CTRONiC DiGSmL COMTENT STOREYS) 

A, OM&m&m - Sisppftft fof Muitspfe Efe<sl«>fiic D5pa} Costetst Sf<jre(s) 103 

|t>2S21 ' H i it i > . ' ^ . ' ^ s i^' > > le t\it to- - ■■ , 

Cv -\ -■■-■(■"tv t\-i.!;o [i\kv 'tr.-ii ><^-t ^ .^*-^>. ^3i!ir.vii5>'Jir3tl3iCo!to-i<- .uln > 

eiec5tijnio gooris in;o se'vics ssr-eJif:;:; of the Kij-ctforiic Dtijii^i Content &ior«.-fi) ''■'Si ^iccyi-.p :5f -.xi \(<; ss-- ui 



St 



I'oints (NAP«) so irriproyo dovmtosdtfn-;os. "hesa s^jes g: 
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0 <!J5S 



iu< c * is Mot » } a SC^<•^ 62y ptJC!<tJ<^8'i by l c? Cot }o ^tov )ot\- C 
cxi <j<^rr>no?t 1'^ nns'io'^o Svt« s octwod.: -ipyUcij r'-^l'^^ « v <^ *e 

ss> 640 TCf The brid-Ussr Dsvseacsi 1 



i > t isj-id'isJ 4j Cs, 



Go tc r St i!sf 1 c pot < ooN 1 c K!o«t '^S'^i^J v"«oo it < ^ tt <^ t, <; j -^i, ■'^o f>^V 

dscs-dop ci,-teicnf«t a >. C!s ryt iv. Di;?t Co> t^t { t^ v>t<!f'!! ^ y {'^'>>j t>^8 lesd to <*-ivr8 t8<^ «> i* 
resources of asy at ihsm cornQm^nls. 



t « ! «^wi(<>M> t ({ <-^1 <? 'icsivay »T<^ci(> ^oi t sCof 00 1 ^ t 

{f^ vf ' i(t^ ?e drs ' c«ai » f fr<}s>t}x i^'f^^ '•t^ «n« o<sv* istw toi is* o t i 
C '<s 1 -s T T*- 5> pto<!^r(t<j nri of c> fNTt 0)} c ^^ (, « > c "^-v nfe tin? t -c 
d-^ ^ I'jt^d 0 hi ""2 baw^*) *ft t^it, nstt vsoci! > »«>n«ra, t *V ic£ i^t ba\ ^-s^vh-o 
ittf N pif ■^f^p<»of>> 



?m^n <>q<3rC!!o<. > of 
\) Br 

i S> t<i\ jfeU lit 

te |. It 



8 Por* 



■>n ft c r 



! it ^f^Pii, (t -*JOf<»tx 



m 1 mmm 



rffjven and can i!s issgsSy siiSofnaSscJ an-i oxsjcu^kJ otsiy So sfiiejjrs?^ (k:<ni8m 113 smo the jsiscs. 
PSSO] TiMi lOiM h( She So(.nm Dii;!f.«i ConSant ^isclronic Dislpfeatio!-! h«y« b«efi dffs(jjni=rf -o iistow (nkigraiiori of 
saS(3 ot oiecUronsc: downiosiSJibis Corftijfi; 11 S into iypicaS i^tjptewrUrtiorjs s? wjsb testi EiixSronic Dijjiial ConisrslSiOfiJ 
(s! t03 CoiijrfibiJi House oniiriss, Music Sciijievss-sj. %1>Tc!Wst) ifctci ss^yivgieni with s^jipifRsi cNsngs So iheir curr<S!?it 
Content 113 reiaiiifrg parsisJisfn SoveriJi msshods.. os" (fsjegration we possifete and in Oie preswed (Sffibocittfiom, ths^ 
Eifectrofiio Dsgitsl ConteriS StorsSs) tQ3 provid&s suppost iOf s!i produd ssafchss. previews, ssisctior^s {shossp-sig oatt). 
sfid ssiifcfiases. Each Elscirontc Digital Content Siorsfs) 1Q3 esisbiishesctistofTisr loyaiiy with Its cusLomefs m<s con- 

^ - f ! ^ " -,1 10 vvitiu <■> xiio lidk." owhchjDo^ ctb » ^ vv,rtyry <: - <. WS« u! ^ t^ 
doivnioad stftd ailow i*s, t:ustc;Er!5;?-s. to s;<5tect Ihs? etedronic dowfslaad <:p:!&n when sTiSfcrig a purchase seiscSia!-! in 
another grrsbosiment, ttiie customer's snoppirig cart couis CQStaifi a mijss«r& ot eleKSronsc (Coft^aiii 113) isnd physscal 
f-iedsa seiectjons. AfSsr rhs msUxrisf ohecka oat ar-d the Bss-ros-ssc Digita: Cof'lefrt StDre(sJ 103 has conipi-sted She 

r;-!j;H:, on Sy$5«m "sOS 10 hancsse ihs tifjancigi s^sSsm^nt shoyid th^ Sieciropic DsgiJaS Content S;o?e<s) 
wi&n ssi; ciownbadabie frsspchsr^d^sg only or to segrsgsts the fir^a^ieiai sstJteent of physic??! snd downfesdabis 

(noi shown) for cacn oowriioaciafefe prosJuct mat it scquires. sron^ me- Oontsnt PromoUons vVd> Sue 1S6 for the Content- 

;ifO i«oi.s:vic- i!0;c, tiiij Eis;c!;0;i!c: Digfir^ii Conts:-!! SfoK;(s.; iC)^ arid t<,ept lO Oltsi 0a;afc«i;2 1 Sil in an etiori :0 slinpllty 
sviaiiagen-iora o{ thes>e o&j&crs sj-sd mak& tleir sxisr&nce transp&f&nt to the ESs<afot?ic DigttsI Contsnt S$of:j(s) 103. 
[8302] lha Transaction Proc&ssftf ^lodt^ls 1 75 at^d othaf adcsttioftaS f^tftctions sre provided as W3b saivsr side sxe- 
cutaisl&s i\ 8. CQl &p4 HShPi. ISAPI esl^jiSle funcfi&ns) or simpiy APis Ma a DIL or C oP|>sct Ihi&ty. These luficScsns 
hsncife ruft tsme proeessirtsi ior £t?d-tJssris) sfstef acti&fts arid opSonaS imsf actiof^s the Csesif lngHoi)5e(s) 1 06, Thess 
JuticJioris intgrsct vsfte the mb ssrver^ commeroe ssrvices to crsats and download to tho Snd-t'ser Devscefs} 1 0S ths 
Jltes necosssfy to lnltSat« the Cofttsnt 113 download process, Thsy stso handle optional interactions to p-xivlcis! author- 
isations and acoeot notsficarsans; or csmpfofeon of aetivstiss, 

10303] An Ac^ ■^s.i n<j ^5CvJt ciiSft'O'' ~«<^t 1 is so o»ovtd!!>'^ to *i<!&!s hp E cottons Diq ? von'ont Stosetsj 0' 
if^ i.'^ -I i,<r a X C'earfnc3Hot}<*o{s> s 06 *o re^o x- e. i^ccos. s Oossd yf> '^a mn ^rd the f«osi:<otiwo loqs ot tht Cicfe! 

< f^Olt 'i'AsO M >'i'^0'> I?-* 

[03v4] t < V. ^ ^ ^ f !S M -.( ,ftut.„» \v . i ^^.^1h <■ 

St ^ M^l5 V t f^ 'r -(it S i ! -if i t t ■'tlC-^^.'j^ 



5»r5Q:Of isibytTS, 

o> i^oE^^crs-ncSlo^'Sj 103 ■na;s>vi555>ciibetocft'}tv'! v.p(^ as td rscoivc i,Dd>i>es uSoTS'^tc iy 
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ihsj firtisi is aiso sfjowfi -.f pfovictecl by the CcsrsJsjni Provids;!!;;) 101 fhss infontsaJion diispUiyeti ia« a s>efiijs oi linteiS 
HTML pajjijs in iha J}tows«:r wincSow P^jrohiissibte CofiUifJt 113 such ;ss ths song istitS She iyrics vviiafevsf oih?:!' 
!Y!8ts<5sia she CcnenJ Providyrts) IGi wishes io proUJCt is mi accessftJics 5i> ite Sfiiait Cofiisfii W<sb SsUj 180. 

iSfnfeoci'itrnsoi such pfiji^oliona! contsnl is eswfypseci In Metadata SC(s) 620 Finsnciai seRtement io open ihis data 
can be hanoisd via the CisarlngHoussls) 105 mit the account 5of the Siscsronfc Digilsl Conisrsi Sters(s} 103 bsing 
charged the desigrtatsd fee. 



[0308] AS -V' ' 1 . a}, ibn; 0!: S^its ifs^s S-'Av viOb ^v« -uid'^fttu^s }->.;;- 'X i'O^nj . v v-o 

falion of an Offer SC(sf 841. SesSKtsQ.'vcl the o^eaxdaSa s-siracEion opilcn profr^pss tr:a Eiiectforsic Digiiai Corsiefi! Sters- 

■-. ; <i .^ x ; ,C)C frit? AiSdhiof^Ss? optioftS is av8lia53j& to sifovtf skirssihGri ivsto (jtfsdr NiJfionai Ungusge 

pss-aiisi vsiih m& Offer SCis) ctestion prcwess since hom prxjcssses uses the same Pmcii^&l iD to ret&-aiics tha 
pfotiuct; Th^s Is dssjslbed ?urt»&e1isw, 

M 

[OSie^ Ths Eisdrosiic Digitai Contsnt Stors(s) 103 is rsquirsd to create an Offer SC{s} 641 d>2scnbing iiis download- 
■•>. e wrts* It 1 ' 3 i? f o> e Vios; t^o snfo'Tiatior t "iat goes ! its *h8 Ot*i,r SC{s) 641 ss aonvea 1) an ( m« Me Av< A>a 
SCfs) 620. Th® Content Aoquisition Too! 1 71 creatss the Offsr SC(8} 84i by. 

♦ fK-nxivin^ pafSs ?fo?r! y-io Metadata SCi» tet srs not res^yimsto be indijded in ih« Offet SC{s} 641 i5s clsfinsd 
by -.iis- Offaf SCjs) Te^npigSe Ip she ii^ela(3afe SC(s) §20 

♦ adding «:'Scii!iot!:-i! r5;q pafts jxs defirfijd by deJaEjits spiJc^ied by fha com>qiiys\^ov, miions \fi this too! for xhs 



4i5 |rC"-i V -< , X <--^ vx"- ^ ' Jx. . xi u gnd J§er Ocviccts' 

so: ii> ^4 \ ( ^ \ - i s^< i ^ 

ij t \ ^ V i t V ' r 5f c ^ J i ^ -i t ! 

GoiXiitloris S1 ? 3S SeltrfSd by liK; Consent Pf■:x.'!■:i^!!s.5 10' ^-ic- fnor i.o:$:CJ-5 ffis DpsionfSiS hs; Wisixis £;> offer So hiS 
5S Qkisiofnenj. Tfiesie now becsm» Si^e new Ussjge Co.'TGiiiOf-a of SSos'e Usage ConditiOfus 51 S. To ptixe.'ss auSi>n!B."Sscaiiu 
i'r.'.i iviecir.jr;!-,; Dkpi-\ Cc.'XsinS S'iofei.-s) 103 conJicsijres a s;i5t of defauit pytchas?; opiscins So be osJ«r®d fcr aii CofJisnt 
■ IS T --iS :? •5S'!-uisi o;.'-;o"' 5 -= f;? !=ii.;csfr':;i;;?4liy d)«icked againsS Si^^s fiiNiTssSi-sd i.ia^ga Co"OiSiorss S17 dsfis^^U by tha 
c X X -! iO ' '0 >st>i f ^O'k ({i"^^*"' 0 n£ <*!s^o 4>p<»nc 
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Oridi BO-.S-) 641 iscm&tpA, 1? ssSsOiecSir. Jii-sOSUsrOtjJsibsiSsetSi isndis indssx^crf wish JhePfoducJ !D 

;X-j-.<5.$ii;:;;ied in ;h$: fv'1;U«c;«i.s SG(s;! -SSO. Thss Frodud iD is iJS«s;S !«k;t by the EiiKil'onic Digifei! C(;nt«pi; Siof^ta) 103 

s Modute 1 7S seetton i'&f more clsJaiis ■ 

Irs anoth&f &ft)foorfifn<5E5r ihe Storcsnsc DigiUJi Cof^fsrsi Stor«{s) 103 hosts {he Content SC(s) ai his site 
Tnis errtbodimsot rsqijirss changes ti; the OJfsr SCfs) 641 soch as the mp^scstri&nt of ths URL ot ths Coniem Hosting 



(031S] L:icd;ot-!(c G;c;;^<i Ck-Fiton; S;oto;;>) 103 Siriscis iJiiiincj tc5 GfearingHousais.) i05. AitCiPfttivoiy lUe bi£;ctr:>;-i:C 
OigiU-l Cix I ;>U.; s. ■ tOJ; ;r;;?y ;!?c!s;&s;t iini-r.tkss oiejsrana? dif;x:S froirs the CSwaf injjf-iotjse's) tOS Thsna i»e -mo tJasic 
nx.;i<;;«: k.- j."OC.:-S!; :x; E'^M.^sen*'! pu'crvif.ft :iKj!j<;;f;1s fer iJowj-sioacfjsbte Cfintftnt IIS \i fiis gisctrSi-iiC Digiti?.: Coritsril 

[0S16^ An waca^p s,-:; t-;S; ^.-.iecti&psc C-;C;i-fs! DotsiO:!! SKxois) lOS hssidisfc bsijirsg is fiOi's tiijs.t.nbed, li'ri rnora 
h,'p««i •^0^)0 05 'i.srd!'C;pvi tep';>qj6s?s s to a tow ^he Eiscfe^ic Digiia Coitent Stov(sM^3 t</p'oce4.t. tto , 
nsr-dal settismerst ans th&n subfol! ths dowfoiosd s«{h<slsatjOft to tr\& £.ttd~Usar{s), The m&thod allows the Eisctrorsfc 

so Digi'.ai Contsnl StO!S{s) 103 io intt-gmte ssfe of dow«fosd&&i!j CoFJi&nt 113 with omer merehan^se oftat&d for s<ite 3*. 
i- s )>!!c> ^tk V ^.c" c ooos^ '^j y oyfc*fas? >«tjy<jsts &« y ore wi&s <d.3;;tj(^ v,""'S-qo 'f' <"u**c-"it» (v ,5 x 
ping cart rrssSspiior) instssd of individusi charges for esch dov^nioad rsqiisst, ana aiiows Jhs Sieclro.'vc Digilai Cons^nl 
StorsiS; to difsctiy track his cusfetrssis buying pslfsrns and offsr spscia! prorrsolions and chQ options, in tsiis 
snvirot^irsnt. iho oftsr of downlosdsfcis Content il3 is incfuded in his shopping pages which got added to a -shopping 

ss cari wh&n seiscfsd fay the End-UseKs) and ifst prcjoesssd and financiaiiy ssStied as is done it? th& Ssotronic Digital 
ConSsnt Storefs)' 103 otjfs^nt shopping rnodsl, Onc« the financia! settfemant is completed, the conrsirsercs handiing 
prxess 0? th« E-iscttisnic: Dlgmi Coni&nl Stor«{«) W Si&n sails th& Tfs^sactiM Proosssot Mocfcie 175 to cot-^piete 

"Transaction Processor is,todtjls 17S 

[0317] "i"h$: rc-i? c;i tt;® T ras^s actiO!-: !-'>;ocess.;;r Modisis? 1 ?5 iJi io p!.:t !C>cj!?th«;rthft ft!?onr;3tiOii fi-jsi-iis:;; ; y ; h;; [j-id- Ut^iH 
Se Offer &3t:atms5 181. 

which Eiecironic DigsSai Corjtsint Storslsj 103 S'.M il aarf tti&sssocjated Transaction Oatss 642 mci-jding Shs Erjd-User's 
Nsifns afsd a TrsiEJSJicriGn iO 5S5. Tti& Transaction iD 53& poovidss a rsfersnco to tfis fif^ssncssi se£:jef;isnrt;aasad!Gn 
- ' ■■ ; v<' ^i'stf^tj vo!c>y i'^<"0'^v5 v->^^.>r^!5nootc i'^; F"Ow 0' oD>qvi Tunt.-^v S - > 
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!f>0xiiJS« "!"f«f)s;«cf:C);) l.o$f 1 7B avi ix; umd by tlx; Cof?k:rit: PtoyhSei(s) 1 0"! Uj deUnrtiine what CosiUjfs! 113 oi his=5 has 
»«»f! soki imi «!Xii>ies hsrt? Ks creaSs a bill io aach Etecifos-ssc Diijiiij! ConUnn Sli)f(Hss "^03 fof Ksyaftias owijc} hsft^ Otixij- 
etoctfsnk; jvujsejs besitfes btifiny esu) afiSi-'XiUveiy be sjssd Xo sstSis accoufsis bsivsixu^ the Coiiisnl Pjoviciims} 101 sif-d 
E!ix:!!Cfr^iG Diijita! Coment Sl:Of<S<s) T03: 

is.; ty-O ,,\ov;^j.? sufficisnt auihsrsticily ia the CiearSngHoussis) 1QS tfist ths pufchas;© ImnsactiOfi V3ii<s and thiis no 
--5^; v'.i' On' !or. Si. fs?qu»'6S pno! ihe icqgmg of Jhss b>' 5hs CiSiailfiCiHojj&e^s! • 05 Th<? Eiscl-ortsc OicjiW ConJem 

< i.^'l- -i'- * pf t-^ « fc > t 0 lU t ft CO « a ) Uv-C 

f i f t u ! f tqi ^sM t)} » I !(. <.f f t i i 

in ;hs 7rat-iS3c.liori ijSita S42 in tMs sjcsrisrio. 5he Ctear!f>gHouse{s) 105 car-sssc-is fna Jviactroriic Diglsai Ccfss&ni Store 
is) 103 afj S r sc;5:v«; ;u;:ho; is.a!*B Jrart! !h« f-le^rlronic Dkjitei Co? ■!<;{!{. Stc5!«(s) 100 bafevis th;s cfiiv^e so hhs acco^int and 
5lX! r&iij.ii;-:; c-l f «^ix.;vP't'-:''i KvJV S;?? 5 ix= tVijrtS.iCfiO!'! ID 535 is pa;«S>:5 Jo nv-j Jviact.'Oi-iiC ijig:!;}! (^c.inen; S;or-5;S; 1 03 



[0321] ]\ . 5 , >f I ! ^ . — ^ ,s ^ , ,^.i^,^^'■>^^ 

V"!«iSC 'C -^J f 0'<X<fci !\^s~<^fv^"^ " s ^ . \ Vi -> V v:; 'X -X 

t.JS«f rsgisusihn process wiif^ in<5 esscifc.'^^c DigsUs: Co"'t-"l Su). ^-.i : ^' 3 . ; s-v ■^"-^ <■ -.htc t^bSi^iriij^ sfof;-! wediS ced 
(03221 Ths TVansaciiOfi DsUi 642 aiso ccntssns ihs Store Usage Co-xjiiions 6 ! 9 piiix^assss fey the End'Usef(s). Thss 
[0323] The final pgramstec requli^d by the T-ansacSiOft Prccessof IViociuie 175 is ths rH'sviL page sr CG! URl as- 

[03241 ■[>>•,> I s-ar^s-sctiO!^ SC(s} S40 Is the HTTP response ;o in-i^ nd -Useris-! trom th«? EiiXironic Digitai ConimX Stors 
\6) 1 03 afl&r prociia&tnti ths pu.'Chsse Sijfcmissiftrt. S&ricSins « SC-fs.) as; ^ho direct KVfp iespo;'!SS torses tt\& ssjtcsmtic 
i<.x:d;f;g on ihs Ef;!S-L?se; Dt>vic:«{s) ''09 oi" « SC(s) Ptxicsssor H<sSp<Sf^i)C!*aior} Jhiss aiiowlrsg aiSofriatfc oofj>pls?ion 
of transaction Vvltt'sous aspsoding on 'virtfietf £nd-Us^(s) inaiatsd scttons. This process is describsd in iTiore deiai! 
in Lhs End-Ussr Dsviceis) "OS- and Piaysr Appiicatfer* 1§6 sectfors later. 

When 5ns Trsnsaction Protssssor Moduis 17S is eafied w'sth the reqsiired param^srs- it buiids a Transaction 
SCfs) 640 containing ths Tmm&cii&ri Data84g, ihs sransaction actoowisdssmef^ HTUL pags of r&fsfsncs URu othor 
required security fsstures of the SC(s). and rstdevea and isfibeds the On&i SC{s) S41 sssodased with the purchass. 
ii also fojis infoEntation sboui this tmftsact^oo tor M&t u$& Py Jhe NetifeatiOf) ifmE'facs Morals 176 &rr6 tho Ascounj 
i=«8*;g!lct!isl)ofi lmtA7B, 

4, fvii)if?ic:i5isc:-n !rSevf;5C£.= Mod-jSe 1?S 

[0328] "i hs; N;;iif:c:at;c,n !;-!ts>rSac.e Mixi-jte 1 76 is> a WeP S«:?V8r3!&: ejciX-uU-Disi sosjE:;-:?.- (CG; or !;.!i^o;SKn caii^-bit; by 
i^iSA^i. iSAPi Of cijviivpienl), ti haridfeg opl'.ofjai rs-qyests and noiiiiciuJons Ijoni I'^e CiStifingMousov'Sj sCS \^.o Snvi 
Ussf Device{s) 10S, U-iS Cor;tsnt Hosting SiSefs) 111 . and Ihs Centent Providerfs) 101 . The eveftis that ths Eisdronic 
Osgstgl Content Siotsf» 103 can optfefisily req«5?st notiffcsiiorr for are;: 

* Notificatssn frsmilhe CjsartngHoussi'j! ' 05 ;nai ins Enci-User Devicsis; 1 08 reqaestsd an gficrypSion Key 8S3 end 

optiC-isSiy be COfsJKjumd -o ie<uimv aui'x.-!U:c.a!.c-s) ha-^ri the Eiecimnsc Di(;A&\ Corsisrs! Ssor-^is) 1u3 f SiO; \o ths 
i:;ix:cypt;or! Kpy 623 bPing sent to trse fina-iiset DsvfC«(s,} 1«58. 

* NcvifiC fificn ffOfti the Cos^snt i^esting m tt^atthaCos^tenf SC{s)630 hss P&en sent to the £nd-Ussf i3oviC& 

> V ..jf.MJi -x .'fJl^^^' J X ■< ^ ^ . < ^sO.^i.^V ;\ 

rix;8!vfid: and suceossiisiiy used ro p;oc«iSS S-ie C;Of;;ef!t 1 1 3 or waa ioiin-S to b'j t:orsupt 



: am ii rsqdriiii siep irs u-e S5!oyt<a Di^ii.-i; Cor.iefu Eieo! 
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i w Obt!<t !. <.v > >.(ot i hi, X Of [ fU K t J ""iv <. "jMCJ h iv'^Unty (ui i!s 

jCS i ( o>ts >, i, *f > X tof D < tri ^{ s 1 \ <¥ I. } i ( s 5 f ti«sf iti 1 

!<>Ci<3!<'*E >»T5 f (}* t< V 5 M C !jf- i. <>ddU!if f < C-J. H <;«3<^ A"*«}fi!V V 

>^ f*- hi i ^ f r •<( t) hoCo.H ^feiw^'iJ*- 106 U o« r i*^*- C tr Sf^\c«hto*t c 

>^Vi t t 0* -iv Sjs t-fo*' ^ c> 1 K w V -1 1 -10 sj\ V 

W!» a!S nsw MetadsSa SC(s) ago sddsd thai day;: 

(t; ] t t t Ic iqt i- t "^^ -vi 

^ ^ i" ^ t >t s ^ t if 1 i -« Ut t 

psyrtierts upon f«N^' " c s^-J bjii ifom ^« C c ^(■^naH<JUS^.^*.^ 1 0b aS}<^ aco ft m «h& EjiJj acssins 
|,i,,s3Cl i < >. !v ("^ un<- f V ( ^ 1 1 i wt ! } ! i ; I i. 

ift=i3-t)c ^^^mu^> in p«al<i <Ei»xu>h«. -it dfco^vetv^ s «k< w« ^ S'^s) 6*5"^ «! v « iri of « t. > 

fix 0(i<^} Joe tWo<.l(3o(yt>Jvtjf1VCont<E'ftt niOini^tSC *s30^cv h<*>)!qhxb«>d(Aftj1*i>»! »i<;v ^sSnt^ •^<5 ^ 
»< < It ''c8*(Pwh)v*f0w{\N'il i1'*Wiyf}'? \. (tit oip ij (Sow oddtt i! t<;"t~tv iMbtJj^ do ic^ ssr 

<-U o Jk i5t ! is. X t =i s p )r <;t i ot J ps.if <^ c i •) " " itj!<^ «3 c>f 

>Vi » I s 1. i i. C < VSt ■< t. i { < J i ■>"' O liM 
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1 . Ms}iti--ns;r Di^ TV EjribodijTisjrsS 

PSSS] Turrsing now So FiG. 1S, shown is s high tevo! iosical dsjgfarn o? an isitisif-iite smbodirrsenJ of eia-trsnic disj- 
iribuSion ot 4igM'. contsni: usffjg brijatfcasS sf!fr{5stfuclyf®, accotxiing to ths pfcs«?nt snvsniion ifi ifsiis t-'^ibociif^ieni. ths 
Cof>fj:!ii: Pfi3V!d».'(s> 10^ . as previotisiy ciesc-f insd above In S, pfovkfe MsUsciatss SC(s) 620 lo o?^« or more Elsjciro-nic 
b.qi[^i C.;'!;:-'r;; S^i:<)i?i«.! 1 03 and a Contst^ns 3C;s) ?;3<i Jo ons of 'tjofiss Consen} Host Sii§<» 1 11 . The SteUonic SlOfiS 
is.; 1 ^-!S'0;i^:?s.c; ir^o rv^oi^idafa SC{s5 mo to cm^nie tsn Otfer SCJs) S-^i . Offsr SC{s) 641 is s&nt to om of mors 

sho caac-iit C.':i;n{r-s;S; uVV? f'C-i-; on!? ot mors Content Host(s) nl. T>^s Offer SC(s} 641 ip s&nf vsabK^aacss.- in'fsi- 

1 fM!> V ■> S ' o' C -> -S- PvXi »S!-'M^'> i.„ ^ f J ^ \ ^ 109. 

siioufd bs Linssi'-isood. ih&s ths; Set-Top Boscios?) i804 &n«ih§ End Usier Oevks^(s) 109 can be iogicaiSy and physicaHy 
diSfererri devices, or one device:. The Ersd Use? Devisees.) tSS mskep^si-sodic cofincclloiiis back to CssafirsyhKsiJse 
Is? 10S EhfOi-H)!'! a Pssck cnsnj^ef such as a tslephofts fins. 

[0337] )u ■) It = ^ >. ■. N u( ' , o -'o ) o 

J^ics Us^-j LV'VC^s) lO^iVin >ecov" =i<;^r; > vdn;;u>^ \ Coit. "C< V o pfv-v,;)'' x-d t x r« od wiP^-^i 
having ta tirai con^ecJ »ith iM CI&ai-!fiQHs;;is,s(s.,! 105, Oiis? pejscs o1 t-no ocuisi be « Sijfescriptjon bssss service whsfs 
on& ofths usm ot ^is^ Eftd User Oeviceis) lOS puf^ a tncinEhiy siibscnpUar; fee. If tha usot nsgsacis so psy the foe and 
reeofffiife -mh -he Cf88nn8Hi>«se(s) she Contsns 113 is dJsatJted. fn adddson fo the p^s;H'!S<sss ZOOe iTsnSione^ 
8bov8, Content SC(s) 630 and Gtebal SC{s) 2040, and ihs tracks 2002 for^ach Content 11S is sent. In a music 
embodimsnt, she tracks are mtfSfcal tracks. Ths csrousal lom&t th© jsackage format is iikisfraSed sn FiG. 20. 
f hs packages 2008 are transmitted ovsrtiie broadcast infrastructurs in a cycUcsfstruc^rs and repeats it&sjH psfiooscaily. 
I*8« of the cyelleaf bmaficast is a yastsrfSatafog (not shewn) and a 8«g Catalog {not shewn) as pars of the ssrias eit 
psckstis gOOS is sam as part of the psKiket stFsam. 

[03363 siistsd a&ftve, tS)e ?iigM Conisnt 1 1 3 is ofggnfsed m ptKk^gs& ?0(36 . A package 2806 is as«osiaSi5d with 
8 pfoffsoJk>Ji3i materia!, m&ta-dissa: a pseisajj^ «3egciriplor, m^i one {optional) vl?J{50'Cilp - Tt\B promojioea! m«t&fi;^ wn- 
sieis oi jjraphics snd ssxt nurterfal associated wiif? tfss package cJjijfta! cosjtenl (e.g.. covet «ft associated wi!h a mwsic 
s-Souni); xha fn^M-dniA \s 8 s&t of attritJiites-vafus pairs a£SOc:ljs!s;!S wijh fhsj p«o!<:;s(;(S (e q , iiiie ;:-?-ic.e, iJitlsf. <Hc.): a 

X-'-svJtptO t Mt.5'>->t SV* \a J4> p,-<ftS. »c <3t" <0f^ I (.< " >! i< f 11 < f M> 

o=(^-!i>.s^ ,p pa^'Nci)* ■;rvinn'-!!f5«"OK-5>vi-y'{5''' f-K<v.;«ir - i^ -.f '<^f^ '.s ; -<^k.. rfs^ ''^'^^ v 3S 
m-vid>x<''c-'"Tj.-!t ii- G , a ?f-^<s 'nus'sovfo-jo Of iFj ^ . ^-^ - <o\ -^^ - ' - < - - s\ " 

the psckage),. 

[0^3^! >c ^' ;04-2^fc'-isv<.ft «*t«o<. . - 

c'S!' I... - 3 <vfxa<^ Ct-i c i^O' ' ^ ' ^ i 

[tiMOl Packages 2006 ars Ofi^aj-tijaa ^n ?a-;> sa-s S'ab2 of-jf^-g ,pos si- avvns anci dyfianisc offs-iin;) (noi snown), Tf^s 
[6341]^^ ,As descfibjid futtiies befow. in ii^e Section "X g';o i..,>o! CavicoK'. ;5f! appi^caiior^ :-Ljrs!)!!>g on Uisj Sei-Top Box 
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dtspiftysd wh!k; {h« vlde;j ciip iissocisit&ti £;ac:h p«i;kc!9<;s; ;?006 ;s; played tsy ^-a oei- V;;p Bi>:(ei; : 1 fiD4 ikairs setesit 
and dovsrsicad vfd&o-<:«3teiii>g statk; offsfing by: (1) 5;«teaing JsP icof! di«pS«ys she «si;3;ib ci-ienrsjj cistiiiog (I.e.. sr. 
Bor b iSG(* <3f iph'c <}! top ^*^i^Cl' Mtij'i cf ibr^ >j< (^jcs- £OQa {K«fU3»U « x> iis 5»>t) (?) w v5 "c; J o 1 5 k'ivi > 
!h8 d<?:•5ir;^d s;■^i«:e^!:o:), find (3j seieoJing She ctesited pseksgis. Ths> Ssi-Tep Scjx(&s) 1 8G4.ci>!T5tT'.yrsici3LU3s with ss^e Bsxssd- 
o&^\ Co"ifo;;>: ' ^.'i.r' \.. 'i.oi.ie'ss tn«! bfOAdossi oi {nis dyniimic- o'fefing psci^age. Ttxs Srosdci-st Centfss^s) 1802, co««ciSi 
aB mqijssi J tro:-'^ u^e j-s&rs Ssi-Top Box(ss) 5804 and jj-nptosftfe a schsdsiiing aigonthm ihst asaigns pacKagaa 2005 
So c«:rou3&:s -.pci ci:;!0ijs.e!is to fcroadossj ifiJefvals. Ofit-s a dynamic o??ei1?)§ pacsag*? ss assigned to a caroussi (and 
5ha-e?o;-.-5 ;o a bioadcrisi ;nLS?!v'ai) ;i bscomos s s.5afic-o?SQring packags, 

I 0 ;;-'o' tot.! -xj !^ ■!t;'"-tf^--i; n 1 ptfj jr^oi >-:afCiiSOi. The »actes<5es 2906 Mongsng ta ths slsitic-of^rtng set srs 
StSiSd m a bag eaiafog. Ths bug caiasog cootsitas the toiiewifig: 



» Ths masigr catsieg versjofs; and 
♦ Ths bug satebg vefsisn, 

Smcn mo t^^iSj CfU':icg ccf:;?:r;3 ofsly vc; y o-.v-;^pa:i -ire- ■ c-.'- cs jpdatedand (josvnSoadsd frequsntly. In ibh 
>\ c , 6>:^i<^?' 'c;:- ;a-! r ~ , - ^ ^-^.s^-^s, - s'„=!t&!>{ JhsSs^oadc^s! channel 

lo budd and repmsenl she gr^ftjcal tmerface. The Sei-Too BoxCes) t804.do¥;fiteads th$ mm&-msk>Q- 

using CRC-22 styie sfif&fmatsoft, in one i&fnbodimsnt: the Sst-Top Bqx{0&} 1804 gssihers a!i tf>& package iSOLicna over 
caroijss;! cyclas. ARsf all SEsctlons have been coiisclsd and re-ordemd the Sel-Tojj Boxi&s] 13(54 rs-assembtes tha 
so ii< \ "5^ ' a .4ePi~dB«to^? j>TCKf{chanrcf'(Svie^osthohte ava'Isfo? t>w Son X B^^ ■*='0>.'' <.< ^ 
jjse ihis sh;snr;$i to colssci she svsissins p-'ickage pofticsn. Using ihe Ssttsr mecharsisfri ths package downioad t!fTi$ is 
fsduced sign i?si28niiy! 

[0344] A siois n^snags:- appiica'son -^mi shown) In Broadcast Cantre^s} 1802 js used 50 build lbs vsdeo-ciip static- 
oftannsi; vtdao-cataiog static-offering and tha dynamic olJsiIng ssts. Ths same appilcatlon Is iisad aiso to associats 
ss packages 2088 to camusets and dete?mins the broadcast Intervals of saeh carouse! and each video efip. The actions 
p&rtO!wed the fexjado-sist manager appiieatsoi^ srs Implem&ntsd in reaHsnne tjy the Snoadoast G&ntfe{s) 1 BQg, 
tOS45] The pasKssje «Se$criptes's asxJ the pttiftwiss^a! material ate ^roadc&st&d jjsit^g a t^o-tier pjatisdigts^ that atas 
torlt^g: fs^l-ttft-ie uisdats pftN ree&im 

« £. W«b b!0;sd:-;?«sling Ov»f Sspaf;?,t(> Cttatineis EfTibodfef-ari! 

[GS46J r-iG, 27 M. a ;;3taile;j block -Sisigran-i FiG 18. !!iijs,Sr;;;iRg s;:;?rna)«- ;^rnb(:.i:3ir;l<^^l cif s-isctroiilc dsstflbuiiof. 
v<f ^Q'tiirt^ie ^ }.v! f ^ > ) s>'<'^bbK' d /-is- rcj s-t v t'l ^ J \ Iv oj? =<^'-}l r n .'^ This 

currenv weboast infrastruciure siscn as Hugi-ss Di^'eoPCi-M om s few eserns?-ite are added ro sdasst ofiiy embodiments 
ol the preseni system to work wtin the existing Hughs DirscPCTiVi systems such as tne trigger marsagef 3726 as 
described tunhsr besow on £nd User Dsvice{s! tsas. 

' < }N ^ i> 'i^'*^ ^t}tr<tt i&it(i)r&$ jct is£ edit 

i . 1 '- ■'accsswhj ttnt^ri. a! ilcaiittj 

IM4B} In one emtsodlmerst. the cofiisfjt ssru to :tt!s reposiioty is Ir rssponse to use? selections rsceived \'i<- & bsak 

k 5-J V - ^ . ■{ 1' * ^ S "0 ^ st"t >"ov ooi^) tf'^t i } <3ftd!i"o ) 5t)»» oof ocmJ'v o t V rc £ ■^i; •• u -c > c ^ 
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IQMB] TtMi Ofiar SC{ii) 6A'i «ixi thij CiXi;!??-; SO(s) stse sdsjctsjd so? t»o{Kls;isSi vis tfiSf-stT-iiier g?1 S 3CfiJSS varicsys 
snijiitwis !(5 ons o'EJborii'EJOfii '>r Sotv<'E'Ot,-svi>it>r ,>714 t{>'!!^jv« t; ct«"U>r!l ks bsJ Jf-ifj-OTfts-'^ ti-jsisg « U'oht!jqt!>j ks-sowr. 
ass "W^i ctswiiEjg" m vifnich {• aawiar atJjoEnaiicaiiy fsEtieves resiiEssveiy, cofjfenJ se-efefsces v(« (diJf!!!5!«fs swch ss 

oontefi: ..-^ j i' o O^Ur SC(iS) S4-1 ths Cofsisfi! SCis) ?i30 OrlC;^ ihs cori^sn? ^i&setrbkrci fhs irAfismater 
271 5 i:a:^s.;ni£& ihc G!l3r SCis) 841 on ms or mom setecu?d chis-isieis and the cotTssporsciirig ConJsnt SC{s) on othsr 
ci^snfiijts.. 7>^^: t:«nsn-iitt!j!- is h DifecPGTM or cor>'ipstiDiS i!a!>s.c&!ver Thi? Coj-iien} SC(s?5 S30 tnsy be pticksgsd to bs? 
D!o:-icic-,;-l s.acn OE^ a 3.epaE:ii!S dowfiioacs chasineS The iota! avsiiSsSte comtiiiijnics'.iions ba-idwiciih for ;hs broacicasi \s 

apecltic periodscity tor &ac!-! cfi!sf!!is;i i n 5i is tfessgti vety popijSar c»rr;&!>f sr-ay be bioadcast !-fior& tV e-q;j«ntiv' c;!i chafinei 

fOSSIJ ThCi Enci-Usit5!- [)i5V<a5(fti 108 jecsivas thi5 dfxssdassi vis. ;iX:ft!ver 1804 Thft mcaivar isi fhs diresd fomad- 
and prornoiiofiS! rt'ssS^Sfiais on She Br^s User Devics^s) 09 S; ■ov^n a^e H^co f&ijosiioiies a pmrrio cac?)s 2723 SRSi an 

[0352^ Is iS, itr;pOf':^;t;l ;o aott, 'Jse u&s Qt tsr:Y(!t^!>k.-i5y iJSC(s-) A OSC(i) ^^. an (^bbseviSsilof! -Oi "Dlsccnrisct SG(£j! 

; s toort <.a> to i Onh-i SC-.s) S30 but iM prefix "D" fs used m rhis smbodroont to &fp'msmG i>a»->.t sna' tf^o 
GOE^tsftt QSC(s) can ba EX'trtcvad ioaiSSy on me Ee-^cT User08w«-Ss) 199 ev«n v/hm ih& &ncJ Us&f Osvlc&(s) Is disc&n- 
iha is not fs>ce!vtn() bEosndiisst ?tsm the rfart^'^sstl^rsrie sndAsmot coj-nmtj)>fc8t!figb8es ths Wsjb stories 27m 

[0353) As E^s.-itionssci sbovs, ttss profno tsachs 2?2g storss prnmotissns rscsiVfid by She End Us«r Osvics^s) tO§ and 
« 1 - /i ^ i^ur Dc^Gts, ' % &'oms Con cm SCts) S^-* f^^o*- usrs sabscrb So como sona! c^anne! S^e 
proniolicnsl matsrisi cf Offef SC(s) 641 ) 641 stored in ths promo a&cM 2722. are updated vtfhsnsvsr a newer version 
Qi J ha protnsfioiiai psefeags is brogdesst, %f ksaping lbs pf8f?!<)tios8]: csfitBsiS; curr^t, Jbs tissf is ssnsarsd Shal vsEbsn 
brominci Gtf-Wm, tsie promotional cortsnt is tbe n-iestcurrsnt. in systems vsith terger Aibunr? *DSC(s) Bafi&ts 272A Ihs 
corresp{s!)ding ConteE'jt SC(s) ^0 stors^ and apd^l^d vsm^ She protTOtionsai mslef^isfe ;Sfe Ejpdatijd. The storsp 
05 t?otb the promotitinsi matesHsIs oej the ftonleftt ioc«iiy makos the aser sy^tejTt inciuding th«:- soE^Ui-r; ijp io sSate. 
[0S54| A ^isef usmg iha VVet> Srovsser 191 , fcEowses th« pfometl&ffai ffisteri^l previijusily «:;;i-s«d se) tfiEj jjeoe^x; ijisohs- 
2'"?::?. ?:<i?!T;p;aEV user ifiEaffacEfs ars iiiijstraied Einsii siiows) in RCi 2S tJifiow, it is iEvspotlaiii. e-:; ^':;i.5; iha! tije itS?;; « asj!;; 

* ^ t f -i! ( M s' v* H t ^ " K t d ! ! i I ! 

C-.>-!;;c:;? ) J/'O" t,;x.;:MS-s? c.f trc shoes;,!-? of th{- proffsoSiors;!! rr^EiJ^s-sai s«e descrsbtrd .sbovc 

Of sstibscfipttors iraquss? ta Ihs CEwri&mansg;?:- 27J:0 ccntEoSs iiic; liiCESivfirto a&iijct tsw appEopriateei^aE^nes Ioe- broadcast 

kH-eaci^ p-tcsEriotsosi Eiovi-^iOcKitxi. i"ii:s. ps-Estiils brijfidcasi 5E<;h«?diji-;j d-iSEEXitJS jo b«:- t!Ac;<o(i i<c;j:;y Ttjo j-ss-si s;;^i■;^•«^;^.5 
bt0S!5cas* i>f n-ii Cors-ot;; SCis) sno is s£i(iaivs;a by r^ietver 2?18 asid caohad io&sSiy on Album -tOC^s) butfef 2724 
The {.■^5ct^:^>fS3f>!ici;>: 5'7?0 cas"! t-o pjocjrafrtmcd to siitsrf^s^JcEiiiv waste up a- fheeorrs^ct iEJtatval to saiecit tb^! cof lesjpond - 

ing ctiijrsEiei 'or di>iiVf!l!>a;Jii'ig 

Id^'if;] \r- ;=;f: •:5p;:;;.':ai ■^!•^■!x,■■:^i:■f;•:^^•. ;i-!e Eiesci tiEJ-is; the vSSijf £E<}ns; ;:-'■! teqim t.<£iE^g tt;;5 baos^ ohaEv;;;^: .;:u;;h as. 1?;;;^ 
payn-i-rr:; i.;?.;ii<5 s CiorEiEi^in-ce s(t<? 2?1f}, it! ostjes efnbodifneESs. "o'f-iitte"' pEirchasjinj} of CorsiJSfi; 1 '3 i.? aocc;EPf:.-i:;>h{:d 
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|'(^'?>.~] 5c y^i t iu^c- •?/ "^uK^t pt^? tv«< ssi^ffmsjt! Ji r q it nt- woe ((.csn'!<5C« 

i -5 t 1 C It f Si-5<^ « n<i (ft « } i. ! ^-^ -^p ft-^o > h r V, 

rOSSS] ^ ntiitt < <J v<f f { £ tit 



fOS58] 5 ! 5 if f i^ci*- * i «■ -'c^^nl^^ I f 

ISO p«!fci?n! two maiii fii-^c^iors^: fire; the BC{&) processsrio a-id c:;)py c::i;;-!!rcii: and s&fXjnd plsybStcik of es^Srypfed Content 
t18,':Wh8thsr Ihs Snd^iser Dsviesis) 1 09 is ix Ps^sotsai Co<T:pu;ef or a speciauseci siecu'os-ifc oonsufner \t has 
iobe. .capabSe of performing mess- bass? functions Tpe Enci Usef Device(s) i09 sho provides a varfeiy of acidssona! 

|;C 'ivl J 1c 5 i f f P o lot. 

<^'-t c'^si.*. do^'iia s.ft8r{b\ ^&0fov¥ ovcfSCt i^} r '^v lo'' <- J t " 

l?^8 bng-L'SS!-S'&i,. 

lOSfel] T"^ ^ys App c^{!on ' «b fe ^ * '^'^ afof<(» exsciit-^Ue P'V t. on lit,*? t^^s %d U^e- ^<*^ ossd toi^trt!. o 
0 V Digit C '5*e-''iyfc''?<v1''B n>^n^qfc<^^DqtU C-!" "Ubfiyl-fe rJc! oh«>'*''* hsC^^rtt M 
1'5itp<*!'»#(>d -^8. hth Purest 1<5»} )« '^C M ^ V C:«^ < I"*?** ICotoft'SCdrf^OSf ■!J<i\t C r J 

lioiM i\ ■< >oftw <to n >c f teftpftt^d « it)o<}w«{ t^t> uppity iv '^m hi otjdt :^ J ot c > ^fWl» CtjdabS* 

f 5st 1 s s<t1 C ^ 

[0%2] 5 1 ! > u [. cv s ) t \ ft -si! 
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pfogrsm ■nhk.b is sivsiistbie io> dows^toiid 'rorfi rfujny w«b 55!i«s. Ths Cisafir.g5-iCiiise{s) 10S acis as a csjrsU&l tet^tkin 
which fujste {ha master iSwpioad pags ist « pgbfic wyb it ccsntalr-s iinHs io the Socsstlofts ffcs^tj which the (f-stKliatioJi 
»«ctess« »m iSownioacied. The inssSiS^Sion p<5ckage is avasiabis u5 a!! Conteni Hostsng Sfe{s) 111 lo provj«§ gsjo- 
gmphiG dispsfssi of the download rsqussts. Each panlcspsting BtactrDfiic DsgtSaS Consent Stors'S) 103 can aiso niaks 

Wffib Site Of tnft Ofefaf!!:C5H&US<i(S.J 105- 

[0364] X\ ^ ^^n \ ' --v.;),v* o^%' Oiibk> OorL \ ruw u - ! > i.-;;^)-;!^ >p 

instaMiiOfi is ssSf coniain^d m shis downfesciabte pscfe^a, K tmaactcs gsd IrsstaSfe both Helper Appiicstion tSS asd 

[0S65j As p;s5t tt! !!)« iniiailsiiiO:': Pi;t!:c, Privi3t«; Key SSI pair is ae'Sii'i tor !!-<>:> [vfid-iJisef D«;v'tc$.;s} lor if: 

SM XjO I'' wr -i MoA V ^ ^ p \ ^' ^ - " . . ' N > 

KsyS: are us.-sa, 

Oifse JypsJ o; iiijnpsr-rsisists-p.t software tssijhnosogy is iroirs IBM. One praduci !h:s code was ijss-adLic&ci is: iR 
im \BU ThmkPsci 77Q i&piop coniputer. Here,, me tsmp&i-'rssistsrit soflvvsre was us«d to protscl tha OVD f>-iovj& player 
)rt the eoRiputer- {5i3:ial Ccntent Provte^s) such as HctifywocKi sfsjdifts, corjcesvseci stoMi ins asdve^it of rnoviiss 
-ss shs !>3sa at which psyioci copiss can b& made.: h^e mslsted ib&i movies on DVD csisc's) contsin copy pnitection 
rrisc,h;?riis?;is. ssys UJrriper-te^istssES seflwsf® macia il dtffleyH to esrcumv^m these copy proSsjction mechanisms. This 
is s- vsr^ typicsi appiscatiO:-! for tafnper-fosisiani software; the sefsvsiafe is used to enforce ruies osi tiis usage of some 
protected typs of Gontont %i 3, 

iB^jI's tar?\osr'i:«slst8?sj software puts sevsirsl typss of obstadss In the path of the atiaei?er. Br&U it cenfains 
ieehniqsjssfodefsat eraf feast reduce the sffecfivsness of: Sse standard software fooisfhstthehaoicsrijses. debuggers 
snd dissassernbSers, Sscorsd it cenfams seif-lntegrify checking, so fhst singie mediflesjions, or ever; sfrsaii handfuis of 
i-pcoihtasc-is vvi!! &3 deUK-Sed ariri {:ayss ioeotrpct eperafien Rnai^f. ii coniaSns obfi^iScaifMS tp mistead hacit.efs 
$jafdif;;:5 (te tfiJi- opstaSion. The iaa^r techfii(}«e is largeiy iicl hoo. isui t^a& tirsi !wo biiM upon w&s^Know!-! tcipte id cryp- 
tography: ss'icrypibri digiSai signslttfeS: 

C. S«c;«re Coritairfer Processor 192 

19c ;r-iei&:?:- A:jpiic.i;;ion i:-}8; IS i«Lir:ch£;"j ;jy iht- xVi;b B^owsei ;o process i!-:c SCis! tTiime fyp§ sssocisE&d «?fth the 
Tr.;;n?.«ci;!on SGis.; 640 FiO. is an sKsn-pis oi usor :-"S:!'.-iS5 s;:-sens of in-s ^-'iaysr Application 19S downioading 

i.8S7^1 Pii-v, .^i.-^ X i\ . u . - 1> Uli. page snd Ot*8> 

.St 5^;:? tiis^edu-sd cicwnioiiii Eir-ts! or ihs? c.omtrsi.!r>!C{!stoti isris ss noi <jc;iv;3, pie h-fid-iJ.ss.-; (;>} w psx.'P'sp-t-Lj \o ;e;i:;>-i:<^i:::? 
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ihsj {JownioSiS %si!X:!i she computor is sisxt powsjrsd up. 

IQ^Ji] When ihn scherfutsd -tevnUiad tirtje occij^s or it irsifrsftdists dovsnloarf r«;e?!.ii5sJi3d. U;-5 .--^C- s..! Pfoci; 5f.;:.i 
1&2 a-^atss Or<!«r SC(s) 650 irom infosrfiaSiim in th'j Tran^sacfcn SC(s) 640, Offa? SG{s) S41 . ihs? PtjiJii;; Koy 6S1 
of fhe Ef!si-U3«sts) gsnsfatod at ifisSaf! S(f!i«. This OfcSer SC(s) 850 is ssjjt via HTTP teqi;?;;?!- So ihe Cl«atifi3i-itJ«ssHs) 
s 1 C©. Wh&r: she GliMisin^f-lousets) 1 0S ret«fns sij§ Licsfise SCfs) SSO, Ihs Hsipef ^pifcafion 1 9S is s^Mfjvokscito ptixjsss 
ihs Licertse SC{s) 660 Ths Ucefiss SC(s} Seo is tNsn m<i th& URl of Cor^xm Hi>ssiri<g S!te(s) i1t is 

SKtracted from tiie rsferencjeci Orcier SC(s) 650. Ths Lkssnse SC{s) 880 is thm senl' to ihs spec-IS8(3 Corsssns Hosting 
Site ir- , vis htEp reqijasJ throt^gh tns Browse?, rsquesiing dowi-siosd of {he ConssrsE SCXsji 630, WSisn the ConlSins SC 

»s Jha na:v5o of iho CoiitetsS v- 3 bt-ir-q sownio^^.dad sifos-ip sviih s downtoaa procuress indicsio;- ?!f(d ar; ss-iiiTiiStsjJ iims to 

(0372] Ai ths; Copie-H 'i iS i« b;ii;xi iSKJ&iysidby SheSC'&J Processof i? ioadsSise (^c;n!ftr;i 1 1SdaiSs into ;T-e!T:Ory 

5f5 ( >o.^ ^ f"'" tiV <<^t. S' Un- S C A! 5 ^ « ! jr J ^ ^ W ' i -^F i i ""s 

is she pus'chsse dale land ths Transacison iQ 63S assigned by ine fc:ecS?<>nic Digitsl Corivent StO!S(s> 103 to rsJisrsirscs 
U?s specific r&c<5r(js fogged for iiiis xrms&ciiort. The Store Us&pe Coriditions 518 srs also ii^ciucied so Sse s;sod by tfis 
zs Gspv Conlrof ot the PSayor Apptoiion 185. 

rrssrking snstfucSiOfis snus pr8v«5rt:f:i) a i'sacker trorn dsscovedntj she fcc&SiOf; and Secfinique of sha vyatesrnafK. TiriS: 
prsyenss remov'si or r^wditica'Jon q\ vsai&mmk by « hacks- 

[8375] As'tar inscdbing any fsquSriKS wssemias-K io Shis mnsa: -- bsifer tha buffer is passed to ths scraniSiiing tunctto-i 
so for Rt>En;;:ypsi!;^! 1 S4 A pfoemor evident sseus-s ettc?-yp{io« aigc;;tt};in sdch as IBU'^ SEAS, sncfypslsr; ts-fthnoios^y 
is u-'sed so rs-efic-fyps ths Conisr^ 113 ysing s fsntiom Syfrtmetric Ksv Of;ce (hs (jownlotici sf\-5 DecrypsioR ssnd Se- 
Ssicrypsion ; 94 process Is cors-ipiess. she encs^tion Ksy 623 ussd by li-is? CoriSsni Provid«!r(3:) " 01 to originaiiy encrypt 
She- Co'Visns 113 is now dsslroysd and ths new SEAL key is ifeslJ srscryptsd dssng the Sscfst Ussr Key crsatsd ana' 
hiddsn as irsstaisstion t.ms. This r»sw srscfyptsd Sesi Key is r^ow siered in ihe Licehss DstaS>as& 107. 
ss 103763 UnM0 source p&'tofi'sed at the ©sritgnS PssvidsfSs^^ 101 anti user Watetmsrkihg psrfsrmsd a{ the: Ena Usar 
Devk:e(s| 1 S9. susy heed t& becems; ss? tedustjy stedariS te fee glSesSi^a; The«e; standarcss amMiW moWim- The tsch- 
ftoSofjy avaisatsi& to aSiOw eoftif snf »f snst^oo t<3 fee srhfceddsd Sf> the srsysic srai i;pda1&cJ a rujmbsr oi limss. Usitii sych 
time sh§ copy cdfJtfoS sfeis^dijrcis ijrs merig ssabfe, aiterfiatSv* ft^^thods of copy cositfoi h^ve h^jsfi providsii iti she 
S{?!Xim DigiS-ii Gontesit iSliJcSfonic Dsstf&!.iii!5fj Syslsm 100 so thsi iS doss rsot reiy on the copy eonSrol wfiJetn-ark (fi 
orciijf So psovids; ttgisls. svtansgesvtes-iS irt th» cofiiRsfi^ss devioa. Sics!«i;e ^nd p Ssy.-rosofd i;Si<s<50 cosiiiiiioijs 3«cu!-isy « 
ifp.pioirisrniiKi uSi!iS"-!9 sncjryptod 00 i. :t-r«;v CoSiecMioos 1 -hs? .-^io -i&cJ to ihs i- rsd Uim :5-;v!Ci5{s} 1 09 afiii proiscssd 
v:;; tf-fj "Vjinipof H;;<;.stfi:it [vrrvirci'-in^eot SG:>A'ar«: !K>oi^{. ara in piijcs; so s.oiopo'i ccipy cr^iiirc;; vV:jsarr;^5(!l^i;-s<5 wi^Oii sAao^- 

' i vV' ^S-tii'^C X'tt--^) r 1 t ! t iv- >^t. -! j^i^ 

•*5 copy contr;;; 

{mn Ths Decryption md Re-Es^crywiofi 19 

Rssistiint Code sschnology so as not so divulge ! 

User Key, and where sfse Secret User Key sagn 

imm] Ths pfoeass of Qson^lon and Rs-En; 
58 With m aigoriSSim ite SEAL, enabies Safitar mar 

porfo!-ni thadesryp-iorithan doas; a fT>os« tntotn 

a £nd-U£8i' OsvicsSs) 109 3S low end as a 60yi-te Pefssum sysSen" anci pediaps iovw. SepjafaSir^g ths eficryption 
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i}Qimntii Can J'o sjse-'j J!?u5-> fu;th&f on!-!«!x;ir-9 DiijittjS Contes-.J St-scsiJs.^'Y 3«-«pJ:V''X"> tlx; 5ix.sH«; Oi^j:!*--.! CorsiOf:! £•:;«; 

PS7S] TtMi sccojx; p!.ffptts«: of Shis Dijcrypiion smi Snci'vp! w ^ 9-1 ptcJCC5«s is Jo i-arssvy !hc !(xiu)KJ?vs«m th^J Sf;i> 
otj^ffiiji TC-sier »fic>Ypt!«n K«y 623 «s«d by th-.> CorSon! Provkici^s) TO* so iSfisrypJ Uilss Coniersi 113 foe siOfetJ on 
fiv«5»7 grs(J"Usef Dsvk:«{s5 10S which hfts pcsj^soS CorsSertt "iig Th« sncrypiecJ f^v^sler Key f>2Z as n^s-i of tf-S' 
Ucsns-^ SC<s' 660 (s oniv cst-'^co or he i«Bd ess o nc E'^c vsei Scv c;?<5i "09 otft vcy f 
cssar onSy in msjmofy and for fi vety short iirse Dumg tsi'S exscti^too phass, ins Key 823 is pro;c-c:rc. v vr^isor 
R'^v<»t»'' Cede {oc*""- ■'fjv s^thi-vngtc rots KiiV8J'5 r ^-^v '^»^^o'" he't^j^'Sf Uv tts ^"s 

O ^v.t: i*-:- -sc-",) bvp 'C o-r-v'pU^ci it- si^st^d srs ins L-stsst-J ConttTtt \'biM\' '><iii Aii MGt>x-\-i-- = c-^o ?o.; 

Oc i'iO:;' Lit)!a'-y 1SB uop 1483. Any pans o? ihs !T!ijt.!C!;r:?t ¥■^h)C^! sncryptGd such its tiis siJ-sg sysscs, sfo dvx;;y).-oJ 
and !« encfyp!od srt ;hs ssme m<j«nef as dsscfsbscS sbeva for the other cortieftl The same SSAL k^y iJssiS io cnctypi 
Jhs Conte{)tl13 !S used fiS!- sny ssssciatsd m&tadaJsa rssscJiSS to iss Sf^ssvpted; 

0. Th« Pisyst 19S 



i <^ - - (v v-)- J"^ s " i !s 
s " ^ \!v. ■ />iix\ . <}t ' -)r <js5,r-^ r o;i "i ■ ^ , \ ; ■■ r ;o'-s.'>i>ti®rns thai ri'ay &s indivttsuiiSSy ssiectsd 
e^. \-i(t"^;s !,;^ \ -X - ^'^^ t <; \ ifjc^ftinSc DigsJai Gomaftf Sttttsfs) 103. A 

yS."X.>!^ vO'.J pia^O 'S ^•;>i.., :beJ !.>uS CUStOi'-'tSilfO!! •& pOSt.!^.0 

insm] FtofeifsfiS ftow 10 i-i\3(. 15 *SfS is shovsfn a block dtagtiim of t^io majo! ca!P»C"-!cot& s.-sci p'^cc&aes tha 
PIsyerAppliisaiien 1SS mnsmg sn &n:d'UserOev?eg(s^^ 1<D§ s>f FiG. 10. 

in^m] Ti'-o!^) (it& s&vm&i co^iKtOftsn^-sets ilm mske up th& sufesysjesiris of tne Pfeyc; Objoc- MAt>=^gor 1 501 : 

1. £'ic!-Uss?f r>i»rt5ics Components 150^ 

Copy'P.jjy M%rtfigefriSfJt Components iSQ-'S 
'i. Ds!C!yp5)ctn ISOS. Oecomppsssson 1 506. Piayfcsck Componsnss 150? and may inoiiids fscording. 
A, Q&m &/!anagsmsr>t i Mg -and Library Atscess CsmpanisnTS 1S^^3 
S; imes-v^spiioaJlon GommunisgtiGrs Cofsponents 1S9S 

C^^!•f^:x^'^ei>|■s ?ro*r! wthjn each gI these sets tnsy foe setoed, ttiised on -i-s?; r&qyirensersSS o*; 

* Oor.-.m PfovidoHfe.) '>01 Of Sfecitonsc Dfgtyi OonSc-iS Siaais) 103 

♦ dsrjj'ware (CD, mXi.mc) 

» CtesnnpHou&els) 1 0S: twhrsotogy and mors. 

gtarswifX, !riS;;.-,:uros A dsvoSopes" ijsirf;; Sfx-sso Ai-is. c-io isnpiefsfenS irry oi fno i);fii:!:a-!Mi!;y tho j>»f5p;.---.(: ^ s - ■• 
high levsi sppticasion pfogs-a-ri. ^y pfOvf-iSing A?^!s ss shesj&cos^ipononte. s ^jregrsminet can quiftkly daveiop a c-jstom- 
Lsea' Pisjy»r App-iftsnJien 1 9S vvith&ii- Si^e need ts ra-cf&s-od thess; fufsctso^is and !-e.wjr£;»s of any of thase eompofieriss 

f^OSS'"! -7 ^: i-ivnt-'-I^ "kO'I irvs si?i cofrsbi^?: io !;.''Ovi&> -he ori-s;~;c>t!n fn^mitossi'iiiof- .■jf tije Pij-yof Ap..- -.cfiio" ' -J ^o;■^ 
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Biassed on rsqtiiremjBnssfromCositsm ProvK^sf's.) 101 -inii'of S-jiecitoriK; Dpi«!Cs>rsiet!! Sioteus) {sndcJiharfsqysi-stitKjriis. 
aftsrnaU'f teyouts are pijsjjibie. 

iOW^j Ti\\s se! is grouped sfsJo siibswips, sUsfiing wfh ihs? cofnp>:;rtefsfe io p-resenl Snd-Us8f DispUjy 1S1 0 iwid 
of •r;;Mj;d>:;;5 ;hs; Enti-^jssf Oispiay Cofr.porsent IStO is iwtihfK dsvsiod by &psd;3.i fufsci'on grouplRCjS {Pi8y-Sssi, 

(038§] W:i!-!!f: ( -s cornpr.r ij!-.; iisitr-qs betow, &ny r6?sfef?GS to Cfsaiifig CDS or copying et Coment 1 13 to a CO or 
Of -^^ t'V. ciouf'^ "H<--i!!. n 0! v< io {he ea&s where ihs Playsf App'fcsifion ^95 has such fuficuonaisty snsLsisd 
Ak-o noi'^ tr-o ;of!: - CC- tiiar conJsxi is a g&s^nc ofse. *sS cars sfeo mps^ssnt varioiis othot ssstsmsi rsccfdtng 
dH-ros. SLiCh as. M^mDisc c5r DVD, 

[0390] ;- iC-I "s 5 iii ssfi exsmpia liset intsKaea scmsns of -hs Piaysr AppiioisHoft 1 85 of FiG. 1S accosxiiog io Ifse p!5>se!^S 
snvv ii:C"-i ;-!.:f; ;t!;:-^ fertrss S-rfd-UssrContmis 1511 mduds (corrsspor.dsngsecrs&t-s of an S-sid-Usssr imedacs are shown 

toast J (;cin?fO!iV!cirpar;ot?aiftg1heCP!?tsrsS 113; 



Slop bustot"! 

Ssip i'crwsfd tJuUon 
Skip backward butfor? 
Voi'time control 
Track posifior 
Audio ehanf^sS VfoJuErs55 fey©! dsspfsy snd were. 



Contreis ffif tiie dispfeysng maJadata: asssasMeti wsjh tfse Garstsnt ttS 



Sover Pjcfum tsutfoa 
Piclijye oS5jea: 

Anisi iPsGJyrs object 

Trsck Ls? byttors 

Track List i rsfon-aatisn ;obj^t 

Track List Selactsr objgci (cM to slay): 

TraekName otjfsct 

Tra<sk intoJmgjSOEi 

Tfa«k Lyfk:s Swfiof) 

Ttack-Artfsr. fiarm objed;: 
Track CJriidfii? isutxon 
Track Creciite objecj 

GD CreciiJs object 

Gsf^sfic- Ikifssgdsta cijiest and nisrs, 
|0393| Ki;;x i v-n ■o- tt-j r^f ■ i- v^isir Os&piihy 1510 lftc(uds (corrssfJoftdSng scresf^s of m EncKJssr l«J(5daca ars jshown 
[8SS4.1 Pfaylisl of dsspSay cSJofaifsSr 

P,iay"S;sJ fv'SarfagesTierft bjjjtttsi; 
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0:g\ifti Cof5iS :)t 5;«?-;ch r-^jKRsiSs objixl 

PSay-iisS Save bi/Uon 
Piay-iist Pause buuon 
Cmie CD frofT! Pissy-ifs5 biiSon and 'Tjoce 
J5 [0395] J:t.pidv 0! C;g(!Hi CoriSsnt LibfSfy 198 

, By-cstegoJY btUSon 

AdsS-JO-Piay-sfsE bunon 
. Song List object 

, Song l-.ii display conu;r.sr and >Tior$ 
GsntalnsfTSi arid y isc. 



To&ibsr corttalnsr object 
SsR^pis- bistiors 
, D&wnissa feuiton 

. Riaysr Nam& oijjest 

« , Aaiss US^l Saitoft asd mom 

3. Copy/Pisy fi^lsnscjjSisiKnt Gftftpepisrsts 1S04 

such as Ifie ijcsnse D«t8bass 197, The trackisig o! sacn uss? o; Oc-visrss V;3 i>y tns Pisysr Application 195 csfi 
Jrsnsmmed to ons or more issggirig sitss suon as me Cfeafinp Hoijs&;s! 105 or Conisns Prcvioens) 101 or Eisctronsc 

f ! i <- t \ H X H } 5 1 is )S t t S » ! % \ 

ihs? t:.jr:' 0; ;;-<5 CofiJei"' i :3 ss ).!pSi>S!iSeij io \h(i ic-ggjEJCj iiitSJ d;jri!i<j <i'-jQ>y uss of Ihe CorUiSfij i io. Foi S;>;--it:\!;.:-;. 
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iojjijiJKj she This rtisiy be « ^.»^iCi>f•i^.■t(^i!-. so oopyifig {ixs Co'^HJnl 113 in 5h« ijssjja cofirfibosts 206 \hsf is U^iSfwr^snsd 
wh(3n ihe CotsUrj^S 11 3 is fSijrchjtseU, Thss sjfisuf&s ihs GosSsm PtovitteHSj 01 can sciXitaJsiy Si«<;ck me iis^sg« of ihei? 
s Contsrn 1 \ 3 dunfjij tJ^eir playing, rf^ipaciilk^g or oiher aciierts upon the Cortlefu 1 1 S 

[03§Sj irs sddiSjoEJ. oihsr sfiJofnatson iiboal she Centsfss 113 c«n S3e apioadsiS to the fcggir^? siJe. Fo>-exrtf!^pisthe sast 
{■■ma (e.g , tour sr?ci day} the Contsnt 113 was psrtbrmsd; hm many timas Isis Contsrst Its was psffornwd if jhe 
Co^'sn^ 113 h,as Jjssn diipi>oa{ad o! ropi«?d lo -^n authofissd sxssmgi cjev:cs ?uch as OVD Dfsc, atgjta! taps or mins- 

K ) f ) i ^ " < > ' {id ■>( ( di. f 3 i f ? \ i \ f 

'■\ o ;.'>^ 'tjcv !.S!;\ ovc • J v^f. >.s,i(>C! ^s^.^pitng !)-^«;fiOdf , s-iwh as. Nteiseji Rating ac!(t5>v>i ts>k?v s;Oj-s. o; ;t>!3- 
psx'rs s^uvay.-5 vMKtu* o>\!y isostsd nusrsberof ijisrs ar^ ssmpi&ci AUm^ ens tsms jifid tsw ti^Jijits exUi^ipoia-sd in ti^iS 
pra^entsmbodim^snJi the adiMS kissgs ess fts msasurss fftr the asm ksggtng bssk Prtlo a t!6S!C|«ias&<i wssb s!5» s«efi 
83 ins £iS5Ctft>n!C Dls}!t8S Ccsnfft^i S>ot&rs) 103 orConsSfi- Prftwcifirfs) 101, 

pfsp^is iS I'or p!3^'bac\ -."o use av'5^s^'^ t=>udfo a ^"v v.<,s . " a fetnalc o~»-!boc!ntent \ ^6 -^ooso Od!-. .-^cquneci 
f'c-T! ji->c- D a,-^ M4?-'^«f5t-~~i6-Vi .^-<s Aoj-^^.- '-^ -\;v be- copi^Cj lo !-(?!t:cv«o.s >r fCfi such isS CDS, o^s- 

5, Cms-^^ fi,'i.i-5«Cior-iCi;it -iSS.a.Siid . bi<^ty Ac^s;.<5S Ce!--pi.iK!nfi, 1503 

|84<J1 ] Thass csnp&nents are «ss<J tostem mnm&mn§ m vsrioas starsgs devtees on th& &nd^Ussft;s? 
30 ' sysTsm, 8S w&ii gg ha«di6 rsquests fsr (nt^tmtfes abaui^he srom^^ sonp. 

li mtsr-spjsjscatfon Soiiirriurjioatiprs emipon««tS: fMB 

i04^J Thsss compijnsnts s^-e assd for coordsnatiofs between the Sscufs DigSai C«nt&rtj Eisctronsis O stribution Piay- 
ss er and eth^ appSicatisns {s;g.. Browser heiper-app 8rsd;w0ug^iRv:S^^^ the: Psaysr Appiseatisn 19S. 

or ihat ihe Pisyer AppHcasfen 1S5 nsecss to use whan carrying omI lU functions. For axarrspls. when a UBu controi iS 
8Cth?8tesd. it Snvokfts: ihe s^'ejSfM® Browserss^d t^sfniCta tolsas th§ spfjrsjjjfigTs pags. 

[0403] if -1 vnSi-ioi < ;-iiponijnts thaS dors ■ fsH Mi> fiis fiat&gories above (s.g., instsifetsori) ars gi-ouped here 



^^t "C"^ <^ ^C;<^ ■!*:. " - ! it C \ " •! ^- 
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(s) 109 !S sfi iiudk; piaysr vyfisrs CofSsSf!? 113 U fn^ste !l ^hmid tm untlafstood t.o JSjosss ssiStetJ -.t- the sfi oihs? 
iVPS>s of Cof!;et!S 1 1 3 cafi be supportsfci by she Ray®v ApplicaJiorf 1§S A lypicai awte enmysiiJ^^J h«3 a iibtafy of COS 
hol^fsg sortp AS of Uws® «rs avaiisbl& wuhin she Secure DigHa! Oofsifsm Eiscifonsc Dsstr tfe«{^ofi Syslenn 1 00 T^iS set 
of songs thai havs bsen pm&h^sd ?ron asctron* DigM Corslem Storsjs) 10S slomd «f!tn!n s Digstas Comem 
librftry I'-SS on his or hst systsn^. Tho gtoupincjs of songs ih^a -^re a:-i«fego!js to pJiysscsf CDS stored ss Fi^iy-iisis, 
- ! ^ "t^s - f - K v-itit ^.^So-^t^rPi <i iAC^'^^ -oirw y<^ -J xiv -^^oc 

Plsy-i!ss tcinciiori, liiese ars the svafesfe. funciisss: 

' Di$|itei CcsntGs-it L!b!«{i«s is snvokssi disprsy s s? Si*fsd pfay-^ists tor seSscji&ft ASso ses Diguai Corsj&fil Li- 

' iim. Play-iiiat 

' i ovoK,ai. the Pfey-list £ diJof (see bstow), primed with sf^s cunmt PS-ay- isss it on& nm bsm k>^iXe& already. Othsw^a 
t\w editor creams a« srs^pfy P!ay4Jss stsst wiSh; 

* Songs sre played ofss si ?s xitm with !h<f sijsscfsd song {or the bsginning of fiio pigy-sisJ, if m song Is 
ssiectsci). Optson&set in tM Pisy-list ScSter ?;f!'ecs Ihs seasjijndng of ths pSstybaok, However mere is oonfrots aval!- 
m& h srg Qverjids tiiose eptsons for Jhis piay of im Piay-list. 

* Qniy the ssSeoteE} song fVem ths Piay-fist is pJayscJ^ See Song Ray fcsiew tor fnofs mfo; 
^ f ^iay-ijst :li5;fE5 ' Sispfey isfem-iatfen about tfts Riay-Sist; 

* $on§ ir?fo 

* Dfepisy irjfsssi^RisSfen isfeout tfi<j ^^teised: sesig wfthsi Ptay-ilst 

* Visit V¥8BsH« 

* Lo3d wveb ssU? a;>-$Cic;s;ed w^sh P!a¥ !i.?t --^tc- bfowr-?? 

* -ybmrtaa 

* ^.^■>•l5vD^ tti >-'i %<■ % ^,<««'?t ^i^je 'a>i&fiow fern's s'-iflfes ThpP w i^sj 
[0410] Whsr^ trsvoKifig lh<3 Plgy-list s4ilo^, ihoss arg {he £rsl-User(s)' opUons- 



D:;:;:;.-!! Conicni Li&!«!!';ri (s invoxsa So ci;spi-sy h list of ssored Fiay-Sists for«eiectlon of onel?) io^d w cieliete. Atsci 
i jigita! C^Oiitorsi LjDrar^a-^ osiow for trsore snfo. 

^.x-rf&ni vs?tf=ior( s>f Piay-Fsst is MVS<i in the Digital Csnt&nt Library 196. 
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„t! «3 n cio ly Of) p tJ f j I' c cncj 
"1?it pumi V i- r 4» ■^q when pky-"*; 



ri<! r<iqsTicjn> t*"c S ig v brtJiy »« E»ia i.-S8f\s) sys^en rs thaE case t^oss <;.re 
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So!t by Hmn& 

Se«!ch liy Ksjywcsrci 

Se«r{>h tjy i-jciiisSed Song TiSi« 

Cr&*ite CD from SsSsKitsci Pisy-iist (if snabisd) and mor«. 

1, yuSri-Tisr Dsgitgii T"v Embodiinent 



|0413J As aiferriats embodsmsrsi of ih&EndUssf DevK8(sj t OS ussrigfcfoadcsst ciftlsve-y ss now described. Returning 

vidso cjips on sh«? tjser tsievisiofi 1 806 tuns ;hs application iha! sisov^ss usorsto seiecs and downtoas packages. 
The Sst-7bp SoKSss) 1804 sxuaors a?id co'lects ths ssclion sssocsaied with a dssired pacKsqe and so-as&smbies lh& 

zs ^ y a ! y }.\ i 

ciips Wiii5 icojfs fspiessfHing th& ;ic;iiorfS ths usertvisy tate Sit «vety instant In 3j«-a, 715* ;wg maif! aciions what? tfia 
u£sr may take ars to i&qudtsi to downSo&d the eiirrsntiy sdvefiis&dfiQOteRt of to browse tf^& static offering Of dynaft-s* 
off&rsng cgtsiog. The SeMsp 8ox{es) 1884 wsflays tha visaing maSeri^l with the correct icoifis ot oniy perniissibte 
30 iiser actions, 

[8415] Ai'-or ttis lissr st'lscts the corslsfss to downiostd, thsss Sst-Tep B<jx(&s) 1 804 msy, if Rscsssafy, contact a ss-rvsr 
to periorrp. typical user suthgnttoation/Ofsdk aijihorisalicsft st^, it the sstectsd package bsiongs to ths (^natrsic off sting 
set, tte S&t-Top 8ox(ss) ^804 oorstacts t>h8 BrQadoast Csrsirs{s) (provided ««cf> a chsnnai is avai^sbSe) and re- 
Quests ths t5f oadcast of the ssiected package. After rsceiymg ths Set-Top Box{es) 1 &04 request, the Sroadcast Centre 

ss |s) 1 80g ssStdsteSitfis request arid schssfetes the tranemissSetti of the desifed psisKage, Tfis Broas^ast Gefttrsjs) 1 8!^ 
tspiisss to tt-se Set-Top 8ox(ee} 1804 with m eckt^owiedgem&nt of the broadcast as w«i! as the tsroadcast snteri/ais 
asstsiiatsd wah the c^rousei osffying t.h<j ssusoteS packaga. The sSst-Tsfj Sos(8S) 1804 may ciispfey th«? !sroac,k;a£! 
inffifvais ts th» :«s®r mi- r^imiMs ssssctiot?: of a sposJif kmm. 
t041S| Attt!»sd>sdufe-Sdown!oatHbi8jheSi>tTopBex{9s)13{}4 tones let thodigitaid^ 

« anti b&^it\s catering -hs fisstnid pnckms>- feitctians: os.-; of rfRsit^picx^d !>f;)?i-5<.<i>5* '^he ?;«; Top S(<>! 0? ■ 1 B04 

detsJfitS: !t-aHSt3-*iSS!i>a &cK>{S:and SLippfSssas corfopied bSocks ithn rnsch&nssm cousd a oysiiG redufidancy chaok. ior 
axsttfipia). The: Ss;j-Top Box(fiS) 1884. r$ias;san:;b;es tt^e packags i^Siing !ha pacKage dessjonpssr intern'^atson contained 
(R f^rtt ) i tj ii f\fio *• 1 It i T} !. f 5 i.> 

S» afsodossa 

[04181 Packet fihof 1908 can fiitef the pack«jts {)ase<; on a set frequency or cnanna! or othe? filiefing means icmm- 
!i'A\<-5'i-« i\ >i xv>plat. 0 iK ' - o-: ! ' . A'U-iy-' .<>r^ /^>>to 

a telscoftw: unices ioris snirasifuoturs (suoh as the ifsismsi) or in a compijtsr tsadabis nasdium. Tbs Flayer .Appifcation 
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1&1 artd as«ix;l3t«:':3 jsiif'S inoiuding Sixajrs? <;o!)t«j!XSf Processor 1 SI . Hs;hx;r Ajipiics^sO!) Water ^-^Sirkff-g 153 Sf-d 
Deerv'piion Re -enciypSioEi 134 ate rxis criBf-gesi This provides daveiop&fs one ss- c;- APis md Tocsis 50 bijiid piayes 
ior ijoth this bfOiiiSciisf erfUXHSifri-^fi! avtd ihe {e'sacortirfujAicatios-! af^boiSifTOni or ihe corripusaf remtebisj ms;5!!.i!n as^v 
bcsdiftietji \n ttddi-iof!, a C!&«rifrghi;iis» gfEjuistiot 1St4, ssbws ihe ir»!isac;tiof: fo b« logged unri! Jh<5 yssrcosifjixUs ti-s 
^.r.'j L'ser D!W(e:j(s;} 10ft bsck io Cifi'-sirif-gi-icsysels) 105 for tim\ aacomt fsconcsls8ti(j!i 

[041 31 > vi \v r> ''>C. ?1 i-^OWl A f CW C}'rlS5»«.Sr! 2-00 fOi & pEOCs>S¥ fJ^-^i^g 00 if-^ £"cj D?V«<3! fO' 

pufcs-iasin-^ co":iO!-i cvc^ J^s jSit&rrigts s^srsSjocJifr^ent of FiG 8, acscording lothe prsssnl jsivsiitjof!. To GSii&r undsrsisnd 
{ f s" ^ - w!f OS? »"Mfls< L~ s-iGS t " w*- oh ifr 5 ?ot 0" iO>m> shcte ii!j?'!r!tnt} {^f v-po""? 

[0420] ;jfoc»ss. 'iow^-'iOC uogias ,"s(s-p2502 <rt5uy''af!dX?ti3!og''icors,-;fo di>piavc-'2 Usor n!:.jt.stspgi04 
!s r-K-pivc--^ A iS's-; Is r-:tido to doioaTi^no Snc us;8!- s.i;!<5CiKri, sl^ps ;5106 i^rid 210B, ct or ;r.i5t«iog" during the 
bro&dcaSi of a progfam 2204, ir "BLiv" is selected, me tser is sssksd to idanfiiV themsaives for 'mitmq siifposes, srsp 
21 to. The ef?ib-3diB-:,8nt sixswn in steps S110-S116 and FSG, 24. uses a "stnarS cssfd" and an associaSed personaS iden- 
5;f!cai5on naniber iPlU). Oti^srosShngmeci-ssnisnis. arsi poss-bis. iftciusiiiis tfte use a dsbstca-xi. OrfCS tiis user idefsttisfi 

2110-2116. IJ ihe if;pu! ss "Exi;", ths viwer reterrus SO ihit "Bay asxi "Cateteg" ciiov^es. sfep 2126. UpSfi sijccassttii 
autheniteuon ifse downicspc! process begins wi5^ «n op^io^RS fti^ssags ftidicattng (his (o lh« vsewsr, snovijn sn PIG 
as. Note Ihss ai! graphic imsgs&.^re overfsfti on lop at video fhst is irjtsrmptstf ijy ih« consumer's)?) pyreh^xSaig 
wtWitf. 

[64211 ^ shoaid be; ufsdsrstood to these skilisd in the aft, thst the broscicasf ^fribssiimam of th©; psiss&nt mvemiofi: 



» F asu and f ©fsabsa dawntos 

tent is A Qiickma io be dewfiioadsti «(S a unit for iaterpiay: "piay* belrsg used broadiy ts refer ts any tofrr! of iegest 

asd inserprstsasosj- 

» SaSJ-comaffiad deseh^sion of ths dSglM ssoMent mm th& ssgiS&S tefevision bfoadcast inji-isstructure. Thfe system 
««ow8 for the cSossfftioad of (SqM cammi ovs? digitai seievisisri braadcsis; intrsstfiiCsufo vijhefi a miam ohmmi 
ffofji thfe c&f^r«!« mce^vsr fe she comes^t s&nder soE avausbte (or ififreqijaotiy avsiisiila); 

• lff^rov»# j^ownissd time »hsn s mm sfammi-mrn'M tiommmsmmio Ihs comsrsi s^ns^er is: svaSsbie; 

• Uaamo safeci <io«mioad dsgisatsomsm issffsg scggital Sst-Top Sox(8g) 1 804 arjds WoemsctstS {& tiis digils! 
tstevjsisR bf osdcast ifjf fsstrsjdare; 

• Users Is ssisst isnd downlead digM coriteut whiie simufegneau&iy watehlng a vides pregram; 

• Oontent Providers is promet© the elgftal contest, avaiiabla f or dewaSead, as^ng gmph^ snd vides; 

• tesgsm to: update: m r^Mm&, th© ntsmber and type oi^ dipsi cotitant avaiiabie: f ar downtead; 

Z Web breistfcs$t!h8 Ov&r Sepanm Gtonels €rfibedim*st 

Ai-) ainsfRs-iO ernbodin-se-^t of thss Bmi Ljser DsvieeCs} 109 uf;i;>« sep«r*!fe c.n.-M-rfris i;! ts •-.Vift:' bre;?.d:;;5£;i!-:j| 
service, acoofding to tho pf&ser*s mv&ri-son fe-oadcast deiiven; is now dsscribeci, RetLim«ig to FSQ, 27, shewn :s an 
aitoiriate snrPodimenttor seKJiJiving Conjsnr n3 using s«p;SfaJe c^i^anrieis in 3 web btoaifcasttng ;;v?fas5rui;toi«. FiQ. 
28 is a iiow iSagmm 2800 for a process fiinni?:;? on the E;id User Device tor pijrchiJsifig conlenT msr S^-ss aiternate 

is played rhfougn m» Web browser 191 c;r aiSaiTiataiv ?nr;;;x;;-: Piavet AppiicaiiOf! l S1 . if fhe ussf seiscEs to perehisss 
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P <ji)f ^ {Of dff >. nl i'^ t-Nf svt =■ I VI <. rot 5, (%0< K> !< fit SC^ 

A<;t »n *) Of ^ tot ^>r' Ai is t v ■iioi* i\ tn ^^v ^0> c<}i-'<-*f^ 

■> K <}cr^ i*, shown < i!k ^'^^^ dZ-^^f^ot -^nl n ^ nph 

0 buy ■'(saiiScordpt.'C^'o? vct snf ^ coo t, ^v. tU f s>etAOO'' 



iSfO'-o - t3 )-"4*f!idh!!> iijrt,<Ji(x, iyo""ths* p<1U)k«>>D vcp(\> 1i>9':)r )«£-£> rna^o np\tA 



1. A momed <>! secijfsiy provdisHi d<5t« to i5 i;&,£:v s, sysS&iB over a weis fsfoatesi fftfmsu'ucfojfe wSh a pius«Si5y of 
cf-sfinels, ihs rvidhocscofnpEisif-g she steps of; 

sr-try&ifng the dAliS (.iSntg -5 fs-'st sncfyptsng key; 

sncsypsiftg tfss fotciscsyptSng kisy aslrsg a sscsnd ©scrypthsg Key; 

bfogdcas^ing profnstsotsai mstadma rslatsd to least pert of th& sncfyptsd data a first web brosdeast 
; siiannsf fer tesspjios tsy at issst one assr's system; 

tfanst«ETft)g the ^ssefyptsd tirsl clectypisng Key^ whish bm feseft :er>Cf>^te(S with ih*s aecosd SRCfyptiRg key, tcs 
siset's systo vk^ s compussf readafoia mecifum, 

2, A msitosi as eSasmed m cfeSm 1 . wharsift th& siap of Jsroadcastsng ih& pfamotiarfa! jrsi^adsta todttdss bmiidcasincj 
tha pfWicslionai msladssa pi5fiofci!iy ovsr a pr&(iat8mi^f!ad tirria Infetvsl. 

■at' 

4. A meinoa as c;afn>?d in claim i. vJu^c- r j^h; siop ;5!-> ;jc«<5. 'c; o, ^eass pan o? ifie- enci^piecl date sndLises 
femadsssting schsduSa si tnij Si'oaaci^iS ttrns anc; wsD bioescast chaivisi for st ieas; part of ;he (encrypted dssia. 



V. A :^>{;;hG<^ ot iecvifoiy fsjci-iving tiata on a •■.mars syau-m jrorvi «! wab bfoaiJc:asl: infrss&srLjCitire- .-s ■;:^;;';;:;y oi 
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* A K a V > '^v ti(t f e lt.p ^ 9 i i <, t <- t ^ ^'^ 

the mcsCffiri 

rscss/msj data m a tomw compaSsfess with m& 

I'i At c ! <js UfsCjQtS ciar Tt**;? o fcic«!)\nt} J-^ t 'ct» (Xon'S^s ttoaofS'chatwtj! rji i 

ths SU:B^«^^ or:: 

the step of fsc^sVing the first deeryptirsg Rsy ssclud^s reasjving ths f irsi di^rypting ksy mi^ if ths ussr's system Is 
ss aythffiissd to recsivs ths dstaseiectsd^ 

14, A svitsthod as t;feS.t)ed )n dmtti 7, wh&rairt Ibe sttJp of t^(>&)Vif^g daia frof?> a s^tiondweb bfoadcssichaontJ! funhst 

ths Siib'Si^jj of: 

r.titif^fifsg 5bt? yssf the f>eJc5 tlstje tb$ !.isef starts ths user's systtjjrt a $!ajus it the data S9!et;!«d ftw Si^e pto- 

1 5, A nv:^i^■:^a -ij; cisiit^itMi u" cifii'n ? ^vhtr- t-in a!& «k;p c-i !-ix;s;!V!ns} tna firsi dsjctypting iiey, inciudss tectJivSrt^g the firs! 
;::;,K.;vf;<"\:i k:?y i'vii h^-j i:505;r eix-rycj-od -A'iih « swond tjncrypiing Ksy. 

-^s is 4 cL-:n!fd in ciri"-!! 16, v^-ficreif; j^vg slsp of recslving liis i'mi tiscrypjing key ificiudos tecsivingthe 'irsl 

aecrypiinii Key ovsr s broadcast ^«m, 

■! ?, A rntihoo' cisimsd m cisim 15. whsffsin the ssconcS decfypting fesy is sen; tt? the user's syssef?< from a ciesring- 

St! 

19. A isysU'jr; fijr si-fXihsiy p-ov-.iifijj so ?( iis&f% syiitasrs w&r a wt;b fotoacictsst intta^irijcttirti wul^ a piuralisy tsf 
55 cfiiifi'Xiis, th$i syslejT! ccifjipriSEfig; 
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a fffst privjste k£;:y. wfisoh cofrsssponcss to iirsl pubis; key: 

a ciiJta decrypting key for diKfypling d«'.a fffscjvpteis i-'sirsg tfsa tUiUi «nc?Yp!!ng key; 

first iStJist »f!t;ry{)5io!-! f-Kums for ^ncfypUng dassi so <?s so tie dec'vpS'-ib!® oniy fey ttis tiata cJesc:fyp?ing k«y; 

f5 bfoaiicast c&rare. for bmsdcasting {o ons or srtose n&^r's systems ori 3 t-rst bmsdcast ctisfins!, promo- 
iisnai mfjtsiSajf, raigtsd css^a fc<Jf!ig fjroftdoastsd on «i sscoocJ «sb isroftdc-iFi e?^ano8i. and brosdcasSing on 
the seconc; sroascsst Ghsn^ei dais encryDsed with the daia oncfyoting key; 

t;:st r a!iri'c-f!;rc; 'i^o.^tis •iSfu-^i.sjf-ing 'hi. dat-, cjoctypltng kay whra boe>-: onciypsed to ihs cfeafing 

?!rsf d-K;iYP:t)-!Q rr-Cis-^s. ior decsvptsny r-iS disUs OsJoyptifK) koy sjstn-;) shs; tirs? p;:vaU. koy; 
a secoad putoiic k«;y; 

a s^sCOfid !3!"iV8l;« k&y: Which cof rssoonds to tn& sjecond pi^bisc k&y; 

rs-sncsYPiioh rn&sns; for re-ftnctypBrsf; t?-s dsia Gi5C(vp{i!'!<s key usirtg thi5 s«5con« Duaiic Ksy; 

A i5ysif?rri daimsd in claim i9. whsrgin ti"* prcjrriotional tn&tsdsts contsins 8 schsdute of broadosst lirrsss 
i^l , A user s s,ystom ior sscumiy receiving data from a web broadcast Infrasiruc-ture with a pbf asity of channsis, com- 

a ■ x i'ivct ■.;> ■.:c ■-:vffiq p: otroti;-'^ rr-stasssia Irom a firsi wsb brcacfcasi channsf. th^ priimottoRaS mefeidaia 

ar, interface io &t\ aaipQi dsvice for presentrng at ieasf part of \h& protmiional m&Jadatej fof review by a user. 
an imsi^sce ts an snpuf d&sise fcr rseeivjfjg a sssectioo by a user of the: dats to m reess^sd related to tfsa 
prorsiottel netsssata;: 

acofJUoilerforcontfoiiifigths rscslvef to fsceiv^ dstafftJrtJS sseotsd wsfe broaddsslchanfisi. the data ssiectsd 
from ths pmmotksnai mslasata.. and whsrsfn the da^a tjas bean prayiousiy sriofyptsd using s first ancp/pting 

m Isfsrfscs for fsssiving tb© f!!«t {tssfssst deei^fisig kay for 

dacfypfing at least soma of the data rseaived via tbs sscand wsb bmadea^ cbsnnef ; 

A user's system as^jfesfn^ediri da^m S1 , vs?herein th&esjtpsjt d&vica is a wsb bmwssjrasd Jtia inpiA devic&isceuptect 
'te-n^'^'im^D^tor «cs*i!i^:ia-««tei5^;'6y«.«»eK 

SS. A iiser's 3y§tem ^s;eiaimssf m elaim ?!; wherein the eorstf«f!or fufther compn&eSi 

ss schsdiite dgriyed tfxm-^ prQm&n&mi rmtadsis wh:er ssis ttie sefjsdtsfa is sjsad to cdfttroi t he r&2sfy®r to 
r^iG&fi'a data from a sejsanss wab brdadedst chaftrsaL 



24, A usdfs sysigs-n S9 ciairrisd in sMm wmmmibs r^aivsf is :8dgptsd js fseslvs data bfioajSc^stsd if?: a fsjfStSii 
obmpafibSe With th« DltJscPC^'^ system- 
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